HEATZE[AH 15

© 20044 052 092 Z7| 7|&E2H D &T2HIE CBT : www.comcbt.com

105 : TCP/IP

1. TCPOIl CHet £

@ IP= GIOIE 2]
= 22| B,

@ digd Xgd

= e A2?

BHgs 2&o6tl, TCPE GIOIH S =

ZIZEZ20IC

® OSI S¢& ZdolM M& HESl =8k

@ OOl &&0

2. Windows 20000l SAEQ TCP/IP £& % =

eIxe et o

o &2 YE2E US| ol AFEdots =

@ ipconfig
® traceroute

3. IZEZ0 e €8 s 2=2=

UM AlZES MIBotK 2L=Ct.
olst=0l Al
SE0H HHOIAIN 2! A2 T X &2 s&3
M 2l O'EﬂﬂlOlAOﬂ %E FEl Ol all =
El2|El=?
@ ping

@ nslookup

2129
@ IP(Internet Protocol) : QIEHYIS Sof MAS & SAE
=0 olg%e HAZE ol

UM T8 SAEZ 0lSAID
B dE AMHIA

@ ICMP(Internet

£ M3SetCh

Control Message Protocol) : 3AE AH

QF QTE{Y! HIOIEHOl ALOIOIM BIAIXIE HOotD ol
2 2 =CH.

@ ARP(Address Resolution Protocol) : & SAEJ} 22
SCIE HERD Aol AsS I 28X SAEI 2H]]
SAEZ AE HOIHE MLE £ UEE T AECH,

@ RARP(Reverse Address Resolution Protocol) : OF& Xt
Aol OIHY F=AE X RE SAEI 0|12 == o
Z=C}.

4. 10.0.0.0/8 2 WIERIANA 115742 MBUYS ot=I| <ldl

Zest AEY OtATE?
® 255.0.0.0 @ 255.128.0.0
® 255.224.0.0 @ 255.254.0.0
5. ABY 0tAZ(Subnet Mask)Oll Cist &2 = SHE 242°?
O IPFAUAM WESRZ HEH AR SAE HEUHAE 72
ot= Jlss ="t
@ tLISl WERIAE < H 0142 UWERIAR Us = &
Ct.
® HEdAEsE a82XH02 22oiLr EE 22 L MOt
&Lt
@ 2LQRs BROIHAE HAIKE Mt = i
6. IP Header FieldsOil &t LHE & ExR&E HE?
@ Version - 4 bits @ TTL - 16 bits
@ Type of Service — 8 bits @ Header Length - 4 bits

7. tREHE EROIH UE UERIAZ Z = Y= Z2ES2?

@ NetBIOS @ NetBEU!
@ IPX @ TCP/IP
8. IPFA S0 et 8oz HRE U227
(1) 198.34.45.255= L SAEQN &< Jtss =A0|CH
® 127.0.0.12 22 ZOMO2 ANBL= EHE =400
® 167.34.0.02 UESKIEZ LIEIHE HE =A0/22 K4
SAEN Y3 4 giCh

9.

10.

12.

14.

. E2EIAE(Broadcast) HEA0N CHE & S St

@ 220.148.120.2562 MEE == = F20ICH

UDP(User Datagram Protocol)2 8oz &R& 2127

@ TCP2t= Zel NAIXNE 2! S22 L+ 885t =
AE0A MEgols 22 S0l =2IJtsotth

@ T=ot= HIOIES 3! &ME HMESotX Y=Lt

® Wl org CIolIE It UH—C|>— A2 UERZD s8x2 18
2E M TCPEN X2l STt #=0h

@ 2RE BMGIH 2RIt AS [ SAELZ HWHESS R
T8t

ARPS2} RARPOI U8t 8oz &HRE 2127
@ RARPE= 22 [A3TJ} gl WEYIA
BE AI2EC)

@ ARPE IPHOIEHOHS Matst 2HX SAEZ 2UD]
2151 IPOl Q6 BEENOZ ARG s ZZEZ20|C}.
® RARPE IP =AE 2D Us MEHNA 2 IP =40 CH

8t MAC =AE 2
@ ARPS2H RARPS

_,_
:|:

i

@® o™ EF UEKADN =8 2L =0l G6tH G0l

@ ¢ SAEN ZE0| JtsBICH
® NBUEY3IZ2 =2&& I 0|2 L
@ SAEQ BitJl M2 ‘0°Y HFL0ICH

M

=
® 23X A
= o

@ TCP/IPE J|Bto 2 &t}
® Z=J| ARPANET MHIAEO=2 e RULCE

|
@ A8dldd= SAEN 200S 6HAl L0tE SAEE A
=13

28 5 22 & X2

@ OIoIE &3 AHS : OS2 UWEKA =9 Obiola &
ctOIH S GIIM=E StERINS 28 2= A= HE
SHCY.

@ UERKT HE : UERKIAS Mo olsn 2EHE &

2 st=dl, IPJH 0l0 ZEteEICt
EYATE A= : A9 HESOAN 2 I S JHe sA
E2to] Xt29 SE8 JtsotH dt=0 TCP2 UDPIt
Ol0l E&HEICH,
@ T2JMHOIE HZE : 2E MAHIF T2 BEEZo RS
BE0IL, OO 2= SS9 dsg 9yttt
HEIHAE URHUA ZEPHAE DES RNE > AS

S HAINE 2eote Z2ES2?

@ ARP @ ICMP
® IGMP @ FTP
. QIEHYS & 22{E HE(Well-Known Port)2 X %=
2127
@ TFTP : 68 ®@ FTP : 21




HEATZE[AH 15

© 20044 053 092 E7| 7|&=2HM D

HXE2ME CBT : www.comcbt.com

20.

21.

22.

23.

. IP AddressJt B 2HA012 EHE

@ TELNET : 23 @ FINGER : 79

otLtel HERAaAMSZ
ArSSHOHOF & [, E8d =00t ot MAEBYlDtAZ
(Subnet Mask)2l gt=2?
1 255.0.0.0

(® 255.255.255.0

(@ 255.255.0.0
@ 255.255.255.255

2102 : HERKZ Lut

UERD IDY} SAE IDE 2EE [} ¥K2LE AESZ

ARE 2427

D 22 UERD REMS SAEE =22 JEXT IDE
2H=C},

@ UIEQT PEIMO 2t SAEE 228 SAE |P 0C
dAE 2=

@ UESKA IDI}F 127’2 AN&Ests 4o 202 IP 0=
AR TG g

. HDLC HUME S & 25 =Y & (Supervisory Frame)Ol

ot He2?
(D Receive Ready(RR)
@ Receive Not Ready(RNR)

(@ Disconnect(DISC)
@ Selective Reject(SREJ)

2HR ST 5 RE A7

@O FES EHH AXIF UAS O IHHDE0| LME &= U
Ct.

@ Z2EZ9 MZ0l OIA JI30l QP00 500 g

@ ZLEAIIQ MY 222 2HE o282 2|t

@ &4 L 2o HH0| M2 2 AT

SHDSLOl JI&=® S40| otd 2427

O Kod @ AN4

® dzHel =y @ %2 Uole dss

HEASHA HBste Jls2°?

ORE =] @ ClolEige

@ OoIH &= @ %53

200l e 2oz 2 = A7

@ CIOIEIY SEMO ASIt Tee HIES2 OEO0ICH

@ TTLS M3/0l LIERD WA HP 221 AN HAXW

OF ot=XI2 HEE LIEHHTH

® IHa'e SEOl Mt 52, 64, 128, 256 HIOIE £9| 37|
£ JtA

@ IH2lol YLrRQol E&E JI|= 64 HOIE0ICH

JIJHHIE0IH Y (Gigabit Ethernet)2 E& = E 2= 2127

@ IEEE 803.30 EE2=2 AL UL

@ dSHACZ JIE 0|HHAAS CSMA/CDE OUZE A2
SHCt.

@ JIE OIHYIAS ME =558 £
A2l 24 0ICt.

@ J|Y9 = (Backbone)UYOZ T AIRECH

1J1DEIENLAI &4t

24, NERSO HEFSO oHEotAl #=2 Hd=2?
® ASCII @ BAUDOT
® BIT @ EBCDIC

25.

26.

27.

28.

29.

30.

ATM(Asynchronous Transfer Mode)0l Tigt & = &2
& A2?

@ CIOIEIE 53 HIOIES & E£= WA 22 L=l

@ A2ZEANEC=E StEANZ O A FEHES &
T ACH.

® sSIA S

@ BISDN(ZTHY ZEFESAL) A Iz & otU 0l
Ct

ARQ = 0lidDr 2ME 25 0|2 2= E52 MHESG

= d}A

— o™

@ Go-back-N ARQ @ Stop—and-Wait ARQ
@ Seletive ARQ @ Adaptive ARQ

LAN 2tad EZ0t) 1 WWEO0| ChEA A& 2H2?
@ IEEE 802.2 - LLC @ IEEE 802.3 — CSMA/CD
@ |IEEE 802.5 — Token Bus @ IEEE 802.6 — MAN

| 31= : NOS

Windows 20002 ot= CIAZ 2|0l CHet

o o

=29

@ 0121 NIE= HI0OIEIS QYA cHHZEE 250l
fIst J1s0ICk.

@ Y98 TEZEWA convert HHZ2 AIEolH OI0IEHS
=4 810l FATE NTFSZ HitZ2 %= UL

@ SBHNE= &2 Yl 32t2 20t ofLte 2 =2| &E¢f
OIBE F4ddl= 22 L&

@ 2N 2 dod9S IR Y &5 28 AUl =
2l E2t01BE 2% AfHIoHOF 8HCY.

Windows 2000 Server0l A A2l 0|£0| “SERVER"0ID
OIEUS Solff QY AMHIAS AHOZ AHAGIH 0l
SIDA & [ JIE=ECOR2 AREE HEY2?

@ IUSR_SERVER @ VUSR_SERVER

® IWAM_SERVER @ Guest_SERVER

MS-SQL Server 20000l Al GIOIEIE H&oteil & M

o LIS 20| 2R HZE A

@® 29 - 0 MHES o
WS o MOl EMAS 21X GHF010F BtCH

@ EgME 27 MY - EMME 202 WS & 2
s =St

@ ClHegld s - DU 2 wdol: HFE oy o
OIXIE Bt

@ m/MADSHY - COoIEHoIAS MM 208 U
tCt

@ -a @ -d
@ -l @ -v

b

|2 XHAES J|IE2H 8 X2HIE CBT @ www.comcbt.com



HEATZE[AH 15

© 20044 052 092 Z7| 7|&E2H D &T2HIE CBT : www.comcbt.com

32. DNSJI URL ‘icga.or.kr'e IP Address ‘192.168.0.1'2 A

33.

34.

35.

36.

37.

38.

39.

40.

BlAotd A= O DNS

‘test.icqa.or.kr 2 220 AMHIAE &= U

@ DNS MXeZEE =

@ DNS AUIREE FOL8&tCt.

(® DNS REVERSEZ 2 S FIt

@ MHlA & = glCh

Windows 2000 MHOUIM 2ZAtEHE &

U= 1827
(® Administrators
® Backup Operators

n
%)
—
© - © ﬁg
Bl =

Q-

2 HOISHA &M cdZ=2

4% g2 +=F3ot:
ol BtH D9
— (=) — .
JbEtCt.
StCt.
4ot JIZ8

@ Security Operators
@ Audit Operators

“SELECT » FROM Z ;"9 90z 8

F HOISHAM HEW RES R EEES ZAMot

(S]]
o=2

HIOISOA OIXISY d2E0 RLE ZEE HMGt

' 20| ZEtE YRS 2E =

2ISA0NM Windows AIAEID 2lsA 200 I & ZEE

= AN Stz d=e?

@™ Winshare @ Samba

@ Silk @ NTlink

IPF=AZE NetBIOS Z2FH 0182z Z0lot=0 A
HAE CIEHE 080t HEE = U= Otg2?
@ LMHOSTS @ HOSTS

® BOOTP @ NetBEUI

Windows 2000 ServerfilM Tt & T2l MHE X
Jl foll BtEAl EXIoi0tots HIERD Z2E227?

@ sSMTP
® NNTP

@ TCP/IP
@ ICMP

& 6t

DNS d2E = IP Address& HostName2 & Hatot=

ZE=?
@ SOA
® PTR

Windows 2000 Server2 EOIE AMHIAZE 0|2 M

A= 0l otel H2?

[ N w4

@ AN BFEHE 2 ASE = ULL
[e]

Zel0IHES HH=S

®

@ MHMEC TCOS ZAJt Jisollt.

@ Windows 2000 ServerQ J|=2 A&X| Al &0
b

8Lo 230 22

Windows 2000 &= 0l¢!

x27?

@ SAM OIOIEHIOIAE
@ Zolel AASXS0l A&

@ U XS ddEHE=E &

@ A
@ CNAME
20
ZAl & == UCH
| 222
210l MHIAS] AFE0l Jtsotlt

ZES0 e €82z Z2xE

OlEotH 22 &S 8th.

41.

42.

43.

44,

45.

46.

47.

@ MBI IEAY 2 22 bt

04
njo

gasetth

OMHLIXI MHHS E&F MR ‘hitpd.conf’2 S0l et £Y

s 2x2E 27

@ KeepAlive On : HTTPOI Uit &&2 22X 21 |X&
Ct.

@ StartServers 5 : AHIF AIEE ) CHAHM AHE
AlSH A|2ICH.

® MaxClients 150 : BHE10l &2 Jiss 2210/ E9] I
2= 15000 OICt.

@ Port 80 : AMHS B8 LE HS= 80H0IC

¥

cl=sA0AM AHOIEROCIE It £= AtMotdl & M A=
f= 880=7

- o o

@ route @ ipconfig

® ping @ passwd

2lSA0AM ‘hostname” EEOO Uist S8 &Y 5 ¥R

A7

@ -vi SAE Y =4

@ -d: SAE WY HAH

® -a: SAE U0 et 22 012 =

@ -i: SAE Yo Ust 1P &

SQL Server GIOIEIHIOIA 24/ & CIS0| Yol A2?
HEECSZ SHt 0j&e 72 HOEERH &
== 0|EE 7 FHY HOIEE YELE 22
HOIEM HEF g4 WMo 32 Heg &
i3, 712 HolBH MEE OolEz EAHLE
E Holg & MLk

@ ODBC @ 7

@ ME ZZAIM @ ActiveX dlole

el=sA0 vi HICIEO CHE 8¥oz &RE H2?

O YEPCEZ2 HE2 TE s2A sttt

@ BIUDEZR HE5)| AMNE ‘esc’ IIE 21 (B
2)g 2=5tH =t

@ JIs3 ‘Ae dHEIEZ M0 S 2telel 20 &
20| =,

@ JIs9| ‘a's LBEZERZ MEG O S 2telo 2 2tel
ol &1=20| =ICt
| 402 : YERI 28717

O A

o HE== &2 AH0A RE 2 =AUZ Ht2K i
27

(1 Twisted pair — Fiber optics — Coaxial cable
(@ Fiber optics — Coaxial cable — Twisted pair
@ Coaxial cable — Twisted pair — Fiber optics
@ Twisted pair — Coaxial cable — Fiber optics

Cisco2501 ctRE A RA L (Configuration files)0l A
L Vs 4z TR0 IHEH2E 74 Y S sat

SXotl Y= =27

|2 XHAES J|IE2H 8 X2HIE CBT @ www.comcbt.com



HEXIZE|AH 15 © 20044 053 09l E7| 7|==H O SN2 HE CBT : www.comebt.com
® ROM @ RAM
o0 MOl BHop =299
@ Flash ROM @ NVRAM 56. IS0l &t 28 S&8
| S OE AETE AIABIOIM 2 D0l ST 3 - ZEHH W2l 220 ZHEE BEHM 2
48. HIBS ZOI5tL OHE AFSX AIAEIOIA 219 S5 A N it
Do DHU SHS LIS RAD 78 HASS Jo 2 S W 2T MATL
@ RAID 1 @ RAID 2 - 2858 37|17t ot 243 HAET Hsatot
=t
® RAID 3 @ RAID 5 BT
49. HIOIEHS R2Z4Hs FEol= 28 = 2ZEANHFQ J|IY VAT ES ® B2 53
Dfo2 3 Jlsst 29 @ B3 €2 @ D s2
R . oo
U H= 2 DIEf2(0isk Miroring) 57. HIQI| 255 JIWH (e 8 B OHE H2Jt o 2
@ MBiel 0l=3HDual Server) D = MOl =22 I= ASHOIECH
st AEH
g = —‘HFO'(H(‘“ Standby) | @ 2ss ¥DASS AEoD BRlGHKY 226419t Of
clHdiel =5 (Recovery Block 210},
of Ex0| ot 2He? @ MIUAMYD 22 2ok AIAEN 20l AISEICH
°0. Repeater®l =20 O %27 ] @ 1= 2 HAIKNES 25360 =53 8 4 YRS WY
@ SMao ®X)| T e ASE Z2501 WERDY ROl Cloh BRE & AT
2012 =TS [ MolCt -re T
@ OSI 7HE & 22& AS0 Lot & e ZEE 58. "HE2ES HES(H" 2200l e &H0l sHIE A=2?
XD AN 8% EZEZ SOH& MSE el XEZ2 A o= _ ) .
igla o o = i @ g 25 AMAE(Symmetric Cryptographic System)
== . D HIY g5 Foct= HIZIIY B +E Fodt=
® HubOll Repeater 323t W& EZ 0 RepeaterE HAIGHA ZHIE9 M
AMEdt= ZRIE AT _ _
' _ @ =35 (Decipherment) @ AIAE @3 0IF0 AIAEDE Al
@ g%‘ HEAI0= 0ief el RepeaterS A& & =Dt AE Lo GIOIE IIYES MW MESH=s &<
. ® 2IHII(Public Key) : HRAAHS AFESH| & E= H
28 dEE M, AESXNE =I5t o FHE =0t
S
| 5IIS : BRRaNE =
@ OI0IE fZ4(Data Integrity): HIOIEIS CIItE X &2
51. NAEIN &S SHEl & IPFAE 2 IS8 IPFLAZ < LECR Hadg =+ 8l&S Esole 42
ol FYot= LAa2?
@ Sniffing @ Fabricate 59. illETmSce)cr:Pure Electronic Transaction)0l CHgh &Y = =R
® Modify @ Spoofing - _
@ EE_JIOH IIIP&_EH_PE HIAOLE, O01A2AZE, YAH Q|
52. BHaHo| YEHNOl A RARD B 4 Sl AS? = SOl Sloh ==
@ HIAX SAE(Bastion Host) @ QHUYANAMS 38 el etE g BEOHI| 218 AIAH
- T OICt
HHM | ES i
g sod H'—(ﬂa(Pe”mete)r Network) @ WAIXIS 255 MISYM, OXNEMNS SO IIS0|
IAl MH (Proxy Server QL
@ A3eld 2tE(Screening Router) @ MHMEC=E £ [ UL 253 LAE Soi LS
2&o =0
53. IXIE MZEo E= RA0| Otel X227
@ MAIE Jts ® NYX o= 60. SIHI| &3t A0 CHet 24 & 22 A27?
@ BA 2J} @ 9xE =2t @ 312t stutgt At E T
@ #=4lE OoIES 22 SM JIs2 XI6HA &=
54. AIAESOI EHot= OH2 0l CHol CIOIEHIOIASE &S0 M @ MX Mo RB0| Jt=35HCE
et & MHE COIEHHIOIAL HlWatH FIHANHI & 1L — = - N
MEE D0 YEX HAGD AR AR TS @ Hl23| a2 FARU Hel K20 HEU
24 dAEFE=?
® TRIPWIRE @ Nmap
® CIS @ TCP-Wrapper
55. Windows 2000 ServerOil At XI& &t PTP(Point-to—Point

Tunelling Protocol)il CHSt &2

@ IP D182 UIERA0IACH AFZIMSEICH.
@ PPTP olE =2 XSG

® IPSec2 AIEotAl 20t HY @l
@ PPP 2535 XI&AGHK &=L

ol
o
pal
[0
]
o

b
oy
e
J¥
Ol
A=
[

2H dX=2HE CBT : www.comcbt.com



HEATZE[AH 15

© 20044 053 092 E7| 7|&=2HM D

HXE2ME CBT : www.comcbt.com

ION;
4 X

N

H0 [0 MO

5:
§

EST NS

LICH.

H& CBT PC H& : www.comcbt.com
H& CBT 248t H&™ : m.comcbt.com
M 2 oileE C22E @ www.comcbt.com/xe

SdTEME CBTE?
&0l 2MEO0l ot IHY 22 2HE 21 A=s22 HEHH

Y L E, H&NX HMEot= —‘?—E JIE=2M st =
(o]

ggez AN }\IE*OHA-I AtZot= OMR €412 CBTE ME¢&

Y L 8Nt =FE zd U= HE2 EN2ME CBT

OlM ZelstN R
112134567 ]8]9]10
DOV @D OO @ O @D G
111213141516 |17 [18]19]20
DOV e ® @ 6 @
2122|2324 |25|26 |27 1128|2930
O ECAORECREORIORICR O NORET)
3132 |33|34[35|36|37|38]|39 |40
@ @O0 ® O
41 42 |43 |44 145|146 |47 4814950
@OV 2 0el®e| ® O ® @
5152 |53 |54 |55|56|57|58]|59 |60
@ RO Oe®@wl® |6

b
oy
e
J¥
Ol

P

]

2H dX=2HE CBT : www.comcbt.com


https://www.comcbt.com/
https://m.comcbt.com/
https://www.comcbt.com/xe

