o

HEQITEZA 15 © 20074 042 01 27| Z7|&E2H D S XE2ME CBT : www.comebt.com
; 2 4019 NBYOZ L= [ ZRs Prefixe 20I9 2 A
=2
| 1= : TCP/IP | gyl & IOl P AddressE JHKISIH?
1. OF2 = Internet Layer® R AHols Z2ESSH st &Y ® /28, 64 ® /30, 18
. S S = Sorc = == er s
o2 2K %4 AHe? ® /30, 64 @ /28, 16
IP= TCPQ 20| AZA U= EAS H2EC _ _ )
o P 0l dsle et 9. P TN AX0IM A R0 S0Pt 2202 8N ¥
@ ARPS= ATHO P Addresss 2D UL, ACHES e ze9
= 02 B0 ARIE ZR2E20IC
©) gﬁ:PéddDreisj amj“on : rIAI°| 2 ItE IMLl W Vversion @ Total Length
IS o =] = == . .
MAC Address= 21 2OLt X419l P AddressE 22 @ TTL(Time to Live) @ Data
220 MOL: Zzezoch
S 3O =2 ot Ho
HlOIE{ BEL Xﬁumﬂ =0 was &’AE 01|a+01| cH @ A Class IP Address® o 2Xig] = 1~1262 AIES
st BN202 AIRECL Ch.
@ C Class IP AddressE Z0 254049 SAESE HLE
. IP Address2| &Y = 2K 22 A2 = UCH.
@ IP AddressE 4Byte(32bit)o] =Xt AEtoz & EIC} ® D Class= ZE| HALS Uah NetlD2 HostiDZ 7=
® Network DI} CHE2 H{EYAZ IR 2EHTI2IE 2t2H etk
210l M2 A3 AFR0| JHsaiC @ BIHOl IPv4 AddressE 22510 SIoH IPVEE T oI5t
@ LISl TCP/IP Network Al H&EI0f Y= =20 2= AT
EI0l SYB Host IDE &X& 2 QIC}
_ o2 s = =" A2 AEl 210
@ &5 ol 249 TCP/IP Networkdll =2 Network . TCE”P = EKE_ sOiA-I <= AR AIZE 2t GIOIH
579 &S0l OIsH 2B MAUS K= 2H2?
IDE ggst & il
@ 1P @ SNMP
. “192.168.55.0"0/2 WESR3 IDE X1 YD, 2 A=Y ® FTP O TCP
0l 25042 BAE DI} ER5IH JIE Y2 AEHEES 1N
Ore Wh b RES A2 OHA3E7? 12. USH3 ool = SAEI} SBHOT SUGH)| A
@ 255.255.255.192 @ 255.255.255.224 2t 51EQ00 2RIHQ A 2HE HBH == T2ER
@ 255.055.255.240 @ 255.055.255.248 =
@ 1P ® ARP
. C Class® WESIIOA BAE £} 120 & I 2&& £ ® ICMP @ IGMP
A= FO HEY =2
@ 2 @ 4 13. TCP/IP 8F0| 2L SH 2EEHII O2 2EEY S4l
® 8 o 6 8 & g S R, OE AF 2 M0 BRE
0f Y=EXE FES & Y HEe Z2E227
. OSPFO|l CHst 84302 SX %2 2027 @ 1P @ ICMP
@ J1gel 22 SAYD 22 IS UEAD Lol HOIE ® IGMP @ ARP
JI0IS 20l 2tRE HBE Z=NP=( AIEEHs Z2E
20/C}. 14. YEINAEES XRst= 2H2EIF LEHNAE S0 I+ st
_ EQ SAEZ Y = I 2
@ UA2 Xe WELIN =asict E,';TB el 2288 Aciobl Adl Ar8ot= Z2E3
E93 J2l8 Z/oI: YHOR 29 BAE ASS '
® E:_Tu Hels 5t 2 29 EHE A © SNMP ® ICMP
@ OSPF LAOIAI 2I2EIS SE2 A0ISl NS AdH RIP) © scre @ 1GMP
X ST,
15. SSHII && HS0UH A HIdt= /\-II:II*E sAl %2 A=2?
.I2EZ2 A8 SR S20 Dia Oes J1so =80 @ PEA @ Ml o=
Z 01200, 2E _EEEOH BE IS0 O Y=s A ® JuM (1) %Hg/g
OiLIZ, Z=0 maF & JIXl 22 7150l e H=o Tz
LEHKDIE BiCH Z2E29 J|s22 22X %S 2 _ .
5, B Bt ZEE2s Jlses &4 16. FTP AHOIl &5 = 'ls —al' HHOES S 22 20 =
=t ) i ULOIC o Aol ‘gt 2ADIGHE A7
O M3 Hes @ H&s
® =34 @ ™z MHA drwsr-sr=+ 2 user group 512 Mar 20 2007 icga
23 gy ClalEfe
7. TCP/IP Layer REUA UESIACS HEHE EF I < w }_ 6c 1_ |
8l IP AddressE 0|25t= Layers? ® AME o @ YA I
(1 Application Layer ® Internet Layer
® Network Interface Layer @ Transport Layer ‘ 202 : I EQ3 Ytk ‘
8. WIESI3 AIEXIt “130.34.12.64/26” 0l2+D JpEstct. of | 17. Ok2iel =S DNS JIS2l SA0ILE Ol0 HE == 27
2 AAS JIEE2M 8X2HE CBT @ www.comcbt.com



HEATZE[AH 15

© 20074 04 01 27| 7|&2H D

HXE2ME CBT : www.comcbt.com

20.

21,

22.

23.

24.

25.

Domain-Mame M M 10 211,111,144, 240 |
@ 7 U X IS @ =4 U3 IS

® g e U IS @ Ulg MH X IS

CHE(ZYY) SOIZANA =g P2 B0l sh At

g5= 27

=z AT !
M START HIE ® STOP HIE
® FLAG HIEZ(01111110) @ SYN 2Xt

. I8 #9 = CRC(Cyclic Redundancy Checking) Ol

@2 A2

FAEH FAIE 22 ME=(Generator) S At

= Y Os €82z g
@ Zlol

2ot Lixz#&o

&2 LIOXIE B AHSHCH.
® CRC HIEE 2tS)| Il =cl& HasS =~HEH
@ MM 5 ZAME <k WAIK= &tLtel 21 282 2+
F8tCh.
@ OIAIRIE EE& 01a A0l 2ol Lhs = LHHXIE &
& Dol HRot MEeCH
ClolEl SAlge FE ug FALZ g g2 A27

@® 2« wBH(Circuit Switching)

@ MIAIXI D& (Message Switching)
® IH3! WEH(Packet Switching)

@ 2 13 (Network Switching)
53Byte 37|19 A= d&6t= 204
SHIE X2?

@® ATM(Asynchronous Transfer Mode)

@ X.25

@ SONET(Synchronous Optical Digital Network)
@ SDH(Synchronous Digital Hierarchy)

OR

B T SMYSZR

mal wedel JIsez s %2 AS?

a2 25

@ $AlE T2 N

® E5&= 29 HE

@ zEBE=SHX WEI|e =MHA

HERZT el ¥ UEHI X 159 SXHE 2, 5
2ole Z2EE2?

@ ICMP @ SNMP

® SMTP @ IGMP

Token Ring JI®IS L&AI2l A2 “0|F 8" »EE It
= A2?

@ Token Bus ® FDDI

@ Gigabit Ethernet @ ATM

Frame Relayl &2z S2HIE 2A=27
@ UWEKA oI Z2ES0ICH.
® X.252 WHEIALCEH

® o2 XIS MHIAS XIR6tH SVC, PVCE XIAEHCE.
@ NT ctHo dE3 L-HOICH

27.

28.

29.

30.

31.

32.

33.

24 SNUAH JHE Hel A8EE ZAo2 DS o
REE 0l WO SUIIDF SYE FM4 HAS A5
O, M2 20 U S4 LCE 488 4 Y= 24 &
& gae?

® COMA @ TDMA

® CSMA/CD @ FDMA

S0 SYIIS 0IB510 BN L OIS Z0I 1A, OICIA

U %o BESEE2 QEUWl E4010f Ost 28 *
ZHEIX AIE0| Jis8t =% Y HdHIA=S?

@ Wireless LAN ® WiBro
@ Bluetooth @ Zigbee
| 3= : NOS

Windows 2000 ServerOlA FTP AHHS 2E 32 220

N Z2lolioF ot 32 OS & J1& Xl 22 A2

@ FTP AHOI FTP 2cl0|HE E2 22IXNHESZ EH
5tCtH,

@ WWW AHIAZE &XI6t2 HTMLAS 0|E8&tC.

@ Windows 2000 ServerOfl LHEZI U= EHIIEAHHIAZS
0| 2 8tCt.

@ PcAnywhere 22 22 MO £2 AISStC.
Windows 2000 Server® E{0|E AMHIAZ OI2E M 20
Ne ZEC=Z2 8 %2 A=2?

@O =X HEEHE 2E AESE 5= UL

@ Z2A0/HEQ A2 Al & 5 UL

® EHEQ TCOQ 2AD}b JHS5HCH.

@ Windows 2000 Server? Jl& &Xl Al Z&0| 22
HEo A0 22 80| MEIAS AFZE0| JisotCh
CtE = Windows 2000 Server® 2% Z00I Oist €92

2 X 22 A=2?
O 28 Z09 HOol 2420 Talol otLiet 37 £4d

~

110
J

T

dxog 58 &

@ 228 ZEM2t AIAH AIZX

o0

[ERIT2 TUE AIS XAt
ogt ZHE 20l
2

8"0IMH, BHE =

A
Y
Ok e

10

(3] ZHo mOolEE
i “Users” 250 &
@ Admin$es JI2do=z 28

Jl2 Z0H0I0 22X A8

o C
N g T
fn
7

=

SH M

>

Windows 2000 Server? "UIEY3 2LIEH" =32 A4t
30l CHoll & e A2?

A
T BA
E=5=2

m
1

m
o
o
o

=
=

J
0

M IH
N

= Q@

N B H
S @ uu Hnone
e

m m

o or e
o
[l

L=

]

(sl

o e

o o

o oo
]
o

[~ BORONC)
e Jm
0% 04 02

v o

UES3Q HEHI XAUH 2E I2E0 otLier UWE<=
A& Siol=s 2 M3lS L0IS0l= HERA €3 2=
=?

@ Quick 2=

@® Thorough 2%

@ Promiscuous 2=
® Standard 2E

Windows 2000 Serverl 1& HAEO =8t

28 E =X

x| ANH&ES JIE=2H 8 AN2HE CBT @ www.comcebt.com



HEATZE[AH 15

© 20074 04 01 27| 7|&2H D

HXE2ME CBT : www.comcbt.com

34.

35.

36.

37.

38.

39.

¥e e’

® 18 MBS 22 LS +HGIILL SUS UAS AA
ABHe AERIES 20 £J| 918 210ICH

@ Pt O AFOI AT TR0 HEt BNA S A
SN2 &F o F0{0F BiCH

@ ABIE JIFEOE ANA ABS MG FDE K
UHAS SIGH I8 HWHE 0/85t= 20| IHstES
HECH

® 0SS UE 189 PHVO=S I 4 QU

Oh2§ 3He1Dk 20| IH2IEI(Parity)Jt 2= RAID Zal2?

AR § B K a b

@ RAID 0 ® RAID 1

® RAID 2 @ RAID 5

2ALES IOl EL AANA SH AASNK It 2

2 &= WHOICH OteH 3HES "Route Print"€ 0IE36HH
el et

FEE 2010 AL JI1=2 AOIEHAOI=?

i :;I';E-. 3.5 ¥2 1K
® 192.168.10.1
@ 255.255.255.0

® 127.0.0.1
® 192.168.10.5

TCP/IP2 22 ZZ2ES2 CSel0lEY UWIERD 3tE

E4l HES 4F6ls T2HMAE QOIsts HS?

A0l

® 22 MHlA ® BR AN2
® o ® 3%
220IAE/MH 29 BEOZ gX @S A7
O MBS 2428 MO 25610+ Y
2E Bo2 & Yo H2ANI |KNE £ ACH
® NHE 222 + & Yo ASKHE &) RN + A

Linux= FSF(Free Software Foundation)2l GPL(General
Public License)2 2 /=0, GPLOIA £0sts el

g 22X g2 Aa?

@ Z20¥s =Hdts s

@ AA DEE £Hole AR
@ MW&= TS HiEol=e IR
Al IAS elHA AMXLIHE ol I
Linux AlAEIS Y ALEX SI0H0ll CHst 8oz sXl &
2 A2?
D AlZ 51019 3JtA B22=2 UHEKXN, 0122 94D
(Read), MDJ|(Write), &8 (Execute) Jts ol JH0ICH.

40.

41.

42.

43.

44.

45.

46.

MNEXF A

I
0T
=)
o
=
i
e
_t':_l

o
>

@ Linux AlIAEIS OIS

2 olotel 22 2= HAHUSS M3t

O AME FIItS 2XE “twx'E AT x=Z UEIHHE 2 4
we 2, xe= 0 OICH.

@ 2XE “—rwxrwxrwx 0l A '-'E B TS 20| &t

ISOF & XI= Windows 2000 Serverg 2AXMNA QEHYUES
0lEot0 #elotnA & 22 X0 & URL=?

@ http://= 02l /iisconfig ®@ http://= 02l /iisroot
@ http://=0I2!/iiscontrol @ http://= 02l /iisadmin

SQL Server GCIOIEIHIOIA 24X = "HIOIE CIOIEHS HBO
et sz 8= ZZAN"E A0l 5t=01?

0 E2|A @ 73
® dlols @ Jle 8t

Aol 2=

NZ2E X e SQLEL2Z SHIE Aa1
(@ delete from Test what name = “E2&’
@ delete from Test where name = “E25
@ delete from Test who name = “E2&

@ delete from Test which name = “E2 &

Ct= = BIND ServerOll CHEt 222 FX &2 A27

(D DNS MW =2 &0ICH

@ BIND &X 2A2 RPM2ZE & XI5t
AXIok= YA0l UL

® RedHat Linux BHEZEHUHAM=E =S220F EXI6H0F StCH.

@ STl AIAEN BIND2l RPMO| AXIEA=XE &2l
AH rom BEE ALESHCH.

rir
a
>
=
>
>
HU

&HHSAMBA)S! JIs0l st 8o =2 22X %2 227
AFHHSAMBA) &Xl= RPM2Z2 A X8 2=
2

®

@ MS Windows H g 249 HEHO AZ=
T2HE SR0tH AISE = UCH

® MS Windows HZ 2 MMt X FEHM Us Ot
UsS ZRE 2 UL

O HERIE ol Linux2 NTFS IIY A|AEHS HAs
SXNOZ HLZAUALCH

Linux AIAEIOIA MEX HAES BEE +Edle ZEO
=7

@ usermod @ config

@ profile @ passwd

| 402 : HERI 28717

ctREN et 84 = J1E X g2 A2?

O StLt2 UIERIAE MEY 0230 2dl =& &
Sul o2 2gots 2YES 2Eh

@ =Z UHe UERIAY QU S A2 I 2RF D
JIOICtH

@ CIRE IS0 2o A2 T2 HERNT HEYAZ A
25t10 JAes UERKAZD AOINI SA&E JtsolHl StCt.
@ =0 ¥ | 2tEHIO0]

Ae UWERAZD H=dlas 20
S 2te|stit.

[

2 s JIE

M &X2MIE CBT : www.comcbt.com

[0



HEXIZE|AH 15

© 2007'4 04 01

& g7 7|1E=2H O

HXE2ME CBT : www.comcbt.com

47.

48.

49.

50.

51.

52.

53.

54,

AHE etE(Static Routing) =

SA g2 A2

SIF X HBE L et REI X FOtE =
&0l Hetottt
@ ctRH2 22 80t Hol 22l AFS0l Selsto
@ getdez olUY e2tfE ZRZE20 Hio R4=7
I =0
@ 23 22t = Stub UIEKAUAM ALESBHII0I £
Z2EZO0IC0.

802.3 0l 4 & CSMA/CD ZAIOICH Collision DomainOl

otLiel &H|=?
@ Repeater @ Bridge
® Router @ Switch

Zaiol Z3A0IES AIEd8t= JIJHHIE oldyl HWIERAIIE
2|0l UTPE 0IE0dtH J|JIHIEE d &0k UWERKAIED:
EANED JUCH KII0AN BAESZ JIJHHIES OHIOIHE
&S] E M JrE ®ES HOoIE=2?

@ CAT3 @ CAT4

® CAT5 @ CAT6

xDSL 2&J1J|12 SE2Z S @2

@ M&E=E HHIGHH Jt2 2 4501

@ JIE 3E9 THALEOl Jtsotez AR
0l |iC.

® ZLIIJ12 Ite

O £X0 @D 8

?
GHCY.
| CHEH MISFAL

J ¥
4 o

2

0o

AA01012 #2= L
X"l &0l DIHOIC.

| 5IS :
ANAES ASE SH & UERKAIS 8 SAEWA &
e SA2EE9 I3l n@s Ases ol RE27
@ Sniffing @ IP Spoofing
® Domain Spoofing @ Repudiation

FEESIHE

a0

1]

=0

~

2ot 9igo HER 8K Y AS
@ 221 (Interception)

H(Interrupt)
® @ X(Fabrication) 2

@ %
@ =2 (Integrity)
e &9 28 U=

xe?

- EHE |P addressHlM 5= FE
FRE 4 SACH

- YHFEH O Z jnetd.conf £2 xinetd.d
= ETF 2 HE dHo|ck

0 Jlm

=

FH o=
- HHETUE Setcshosts allowet
Aetc/hosts, deny O|C

55.

56.

57.

58.

59.

60.

CHS = DoS 20 [Het 4yoz SHiE 22?7

@ BHLISl hat AIABIOIS BiLIS 22X BHS & =
QACH,

® & AIAEC X8 U MHIAZ AIRE % QUi &0

® T8 DOS AlAED 228 & QUC)

@ T TEYOR Y0} IHsait

S-HTTPS: SSLOI CHat 2;9; 8% 22 e’

® SsLe & i 2o
KAl AL

@ SSLUIME ®XAMED 3] W
StCt.

©
w0
0
—
0
HI
0 o
S
or
o
04

S = 95018 MHIAZ 81 e 27
OBIEE ® =z

® Forsy @ o1z

CIXE Ao T4 Q202 gX 42 L7
® TAE Jts @ NZEX oI5

® 3z 2t @ A% 2t

SIAL AtE UIEAT Y 282 5 UERI AOI0 S8
ez dedE 48 UWESR/IE 2llste AH2?

©® DMZ @ Proxy

@ Session @ Packet

USS IZ2EE 5 AL 220|HE 2t oIsYAo=Z
RSA 2HAID} X.5092 AIEd6l1, A 2S35iE BE= ME
2 255 AW EES Soll dEdle gal2?

@ S-HTTP @ SET

@ SSL @ FV

@ TCP_Wrapper @ PAM
@ SATAN @ 1SSm
HERIE Sdl 22 MHIAE HMEdcle JIs2 JIE X
A2 A2?
@ SSL @ TLS
® IPSec O HTTP
ES A

AN2S JIESE2H 8 X2HE CBT : www.comebt.com



HEATZE[AH 15

© 20074 04 01 27| 7|&2H D

HXE2ME CBT : www.comcbt.com

S22l A}

LICH.

dXEZHE CBT PC HAE
HAZHE CBT 2HY HIE
JIEEN & HEd U2SZE

T www.comcbt.com
> m.comcbt.com
: www.comcbt.com/xe

dXEHE CBT#?

E0l 2HEO0l Ot elHY ez 2HE 20 A=s22 HEGHH

Y L&, HEMNX XNSot

SI8eZ AN AIE0A ALZct= OMR €412l CBTE NS3&

QE ¥ QNI =FE FA U= HES dX2HE CBT

HA EOIEHMR
112]3]a4ls5]6]7[8]9]10
D@ @ @@l @| @ ®
1112113141516 [17][18]19]20
@I @06l @&l @ ||| ®
21 (222324252627 [28]29]30
ORRCRECRECEECOR IO ECREORECHES;
31 [32[33[34|35[36|37[38[39]40
@Ol ® &l @l el ®|3|®
414243444546 |47 484950
D@00l 0O|0O|®|®
51 525354 |55[56|57[58[59]60
D@ O @@ OO0 |6
2 AAS JIEE2M 8X2HE CBT @ www.comcbt.com


https://www.comcbt.com/
https://m.comcbt.com/
https://www.comcbt.com/xe

