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‘ 12 : 2l=A A29 0]l ‘ @) (a):—éﬁ% ‘BiAl(Bash) &’2] J|2 Z 2122 /etc/shells
_ _ O CISA0A set HHEOUE 0l20t0d &M AIE0otD) U=
1. OIS 3 csA0 st &go=z S8 HA2? ShellS 2 £ QIC}.
@ Multi-User, Multi-Tasking &2 XIH OIT+. @ AFBBHE Shell2 WHRLIDII SIBiA out FBOIZ 018
@ Jtat 22l E XI& &t SHCt,
® x4 2IsA = xorg 22 GUIEHE0E HISSHCH
—o = 7os 11. IS 3 cIsSA0HAM 88X &gz0l ClHEEL }XNE &=
Sx 28 201222 E AMBE So0E Sol 2o
0. IS = 2lsA HY KA 2.601K MBH XRats Jlso @ set | grep PWD @ locate
2 g2 A2? ® echo $PWD @ pwd
1 64Bit CPUES X & a b o ‘oo o
S = 2isAe 8“0z Yue We?
@ ext2/3, viat £9 IIYAAHSS X2 12. OE S cl=28 LREL/ Ue 4322
= DJI=E SIAANAAN OI': = o| = =2
= JI=x= FlC 9 l_‘| I:l‘: = o| = =]
] S YBAIERIE 91 METZA0ICH
3. 013 = HI0IH 242 HAS5| 6l CIOIEE ol2iHe) ® /root= LLABIE A X o
SIECIAZN 246 T= SSEAA MAGt=E IO HE I @ /proce 2= 2IsSAE JI2 HEOWHE0 S0 Jqe O
Y E2/0|Ct.
® RAID @ SCSI
S = DZHA NEHS ZRE SV A7
@ PROM @ LLO 13. Ci2 & ZZ2Al ENe 2 &8
1 Als AEH @ =H| Al
4, OIS & A28 Tz 80/2t2 10 JHE AHeldl o A2 ® &5 AH @ T2 AEH
- AQIIF?
@ Xwindows @ GCC 14. T8 & U= CPU AIAHIZ ZI0IE &=610] Qo 2lsA
89 JIZRAS2 M ¥ A2 oL Aol
5. 12 5 I3IF YHol OIE stz goe 2e? © Multi-User @ Multi-Process
@ Redhat ® Asianux ® Multi-Thread @ Multi-1/0
@ Ubuntu @ Booyo 15, S8 XOIZ S OIS task.shate AJRIE WOl ACk
_ 0] Mol algd RS0l 70001H &M #HSAN 2SH0HA 0l
6. 250GBEZS HDD Jt 8J17t ASH 0SS 25 ALB5H TUS AR SHe6l A#aD| 98 wwoz sel A
RAIDBSZ 248 ZS DISOXE oY 289 A0 212 SMLSIXI= /opt/task.sh O A RYCIAER =
2o A2? /root O|C}H)
@ 2 2000GB @ 2 1750GB @ sh ./opt/task.sh @ source /opt/task.sh
@ < 1500GB @ ©f 1250GB @ . /opt/task.sh @ /opt/task.sh
7. 02 S H2E MIYANAEN e €8z S8 Ha? 16. CI=20 A 2= Aoz o2 H29
O IMLAIAEN =ES Jiol)|Id & 208 HA MAst
Ct. { I2(=) EE IPZ4T ZE HEFD| ZTES
@ HIZARQ AIAY Z22 I5) DANAHS ZOHA = EM E= IPA ST ASBO SAH =2
=k BEL S201MES B4 WY SSZ2IMN b
O =2 MUANAEHOZ= ext2/3, jfs, ReiserFS S0I QULCH. H EHE = 2H == JIHtE HE5 =L
@ HsBEC HHEAHN AFE & WL AIAEOQ|CH
® ZE o L3
8. I2 = 2ISAONA AIRIHsE 22 LXKt OlL 242 ® MAC @ 32E
oL 2Aolor?
. . OiIA‘I 192. 168 10 1§ plngOI o’c‘!’“oi o] EIEE EF%
© WindowMaker @ KWin S 2 ¥ O 0| M2 127(subnetS
255.255.255.0, JI2 routes 192.168.0.1, J|& UWIER3A
9. Oi& O = csA20AH &23Zudt CHE A2? ClHI0l A= ethO OILCE.)
@ shutdown —=h now @ init 6 @ /etc/sysconfig/network-scripts/ifcfg—eth0
@ halt -p @ poweroff ® /etc/resolv.conf
_ ® ifconfig
10. G2 & 2 &0 Ois 8oz Lqa=2 A27
. . @ modprobe
@ ‘B(Kon)&'2 ‘C &’ HZO0IL.
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20.

21.

22.

23.

24,

25.

. DNS At gl= BZF0A UWERII 24z S&HE
=2

=
& &

O telnet www.ihd.or.kr S80I} AUl SEEE

2 JIE 2E0| A2 HF QIYE g2 A7
@ /etc/hosts.deny
® /etc/hosts

@ /etc/hosts.allow
@ /etc/sysconfig/network

.08 = esA0AM UEY A HHON2 Heldr o A
27
@ ethtool @ mii-tool
® ipconfig @ route
CIS = 0S| 7 LayerOlAd 22 Layer0l £56HX 2= 21272
@ SLIP @ HTTP
@ FTP @ DNS

PR : 2lmA ALY e |
&

useradd H3O0l e =

@ -g: a2z O XNFE I A&
|

@ -d: HEY 2 UHEee Z2E2E NEE M ASEHTH
@ -e @ eIt XFE SMNMXL HEOl =& ==
A& o ASett

® /etc/passwd
@ /etc/login.defs

@ /etc/shadow
@ /etc/pam.d/login

A O]
T AN

Otchet 22 ZFWE &ol

29

fuor
fir

a0z g2 A

ro

uid=0¢root) gid=0(root} groups=0(root). 1(bin).
Zidaemon;.3(sys).4adm).Gidisk).10(wheel)
context=user_u:system_r:unconfined_t

™ who
@ uid

@ useradd
o d

MEZGHH oY Cl2Ee|et ot Cle&Eel, 1t

Sk _/'k_ o] |:|.

ol read-onlydt T =8 ®E

ol o
iy

e
n =
P gl?l

1o

® @ m®me

o

A O]
T AN

g M vi HICIEIE Sl JI&

AMES AEHHE 2= ZHOU= IsattrOl

® groupadd : 1E2
@® charp : I

27.

28.

29.

30.

31.

32.

@ usermod : J|E AI2X HA REE

T
0
il
1

0
(=l

. ElsAS CdECo gt 48 & S8 27
@ /dev : 2tE OIHIOIA IOl fIXIgH JA=Cl A Clbt
ol C

OlA2Q JHEE ClutolAaz LHACH
@ /boot : AlAE el

FEZH EEE ZEEHC
A

@ Jetc : AIAE &XF MU0l RAXIGH U2H, telnet, fip,
sshSol && mol =stct
@D /var : AIAE 27 T2

=X =

Ssd2E M = = U= WEsS0l AXetlh

CD OI0IXl Mol ihd.isoE AIAEONA 4N AtE25te] &
H 80z A2 A2?

@ mount -t cdimg —-o loop ihd.iso /mnt/ihd
® mount -t is09660 -0 loop ihd.iso /mnt/ihd
® mount -t cdimg —-o loop /mnt/ihd ihd.iso
@ mount -t is09660 -0 loop /mnt/ihd ihd.iso

s = clsA Ay st dyc=z S8 227

@D Run level 0 : 2E ZZNAE AXIGtD AIAEES EX
AI2ICEH.

@ Run level 1 : BlSA AAHES SHHUAAE(AZSIE)Q

Z sttt

@ Runlevel 2 : TIE AN 2&=2 2860, WEK3A
oAS SO
@ Run level 3 : 2ISA9 ZE JsS ANEE = JCE

£ &5tH, console2=0|C}.

clsA AMAHINM CIA3E8 It 6
mount —a HHWBISZ L A3 B2t
olioF ol W2 Ao A7

@ /etc/autofs @ /etc/login.def
® /etc/fstab @ /etc/filesystem

Sl 22 2= MY (ihd.tar.gz)0l M4 ZAS M &Y

T o2 A2?

@ hdE gzip BHEOZ &= 5t Lt F tar HHO=Z oLt
2 |UCH

@® ihdE tar HE2g R[S F gziplzZ &= olULH

@ ihdE zip HHEo=2 2= BIULH

® ihd& unzip 22 &= ottt

OS2 mke2fsOfl List 8 = S8l A27?

mke2fs b 4096 -i 2048 -j -m 10 Adew/hdbl

® -be WY AIAY MH2t E5 3IDIE 40962= &t

O -ic Y AMAE MA2t inode & HIOIESE 20482
SHCH(ZITH 2t2 8192)

@ -j= MEd WY AMAEZS DHECH(ext3)

@ -m 102 root2 O8Il E52 10% YHELL

CtS fsck2 B2 DE0 Ost 48 & S8 27
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33.

34,

35.

36.

37.

38.

@ 8 : A&k ol

elsA AA"N MZ22 CIA3E It ot
2O s H=27?

(b mkfs.extd /dewisdbl

{Lh fdisk /dev/sdb

(CH mount -t ext3 fdewsdbl /hd

(Ch echo "scsi add-single-device
001 0" »/proc/scsifscsi

il
Q
H>
x
i

(1 (7 (3 [N (5) {3

170250 0600 0 0 0 17-Feb 100 15835 file-]
PISAD 400 300 200 4096 16-Jan-100 15005 file2

17727 a0 0 0 0  SMay-8 2232 file-3

1) — inode 2 &

2)(3) - =XZ HE

4) - HHEZ ZEA
)

|
5)(B)(7) - &M/

o foh

ol

e

J

10
a
b
10
L
@

@ (
@ (
O (
@ (

>@r

t:|

I
2t/ e oIS

=& AIAE S S otUS ZZ2HAM SR L5}

O, SIGTERM AlOJEES BRXE, SE=EHN S

EE NIl= ggez ¢z A2

@ killall Z2AIA @ Kill all Z2HIA
@ kill =10 Z2AH2 @ kil -9 Z2AHA

nice FF0 e €Y & E& A27?
@ Z2NAS 24 &=AE =F
9|

T T T

@ 2B ABXIIL 240 =92 XF B 4 AT
2+ 3

=
@ 24
2=
.

32 2l

OS & otdiet 201 28 &= FHOZE 222 A=2?

LR AD S AT SvER Va2 RS TTY STAT START TIVE TNVMAND
ot 1 00 Q0 ISTZ68 7 5 000 1522 init [3]
mat 2 00 00 007 SW 207 0:00 [migration CPUQ
ot 3 00 00 00 7 SW 2007 0000 [migration_CPUI]
ot 6 00 00 0 0 7 SWZ2007 000 [keventd]
it 7 00 00 007 SWN 207 412 [ksoftimd CPUN
mot B8 00 00 007 5SWN 2007 323 [ksoftimd _CPUL
™ ps —ef ® ps —aux

® ps -a @ ps —ief

=20 X2 IIIXS XS LTS 2= Yoz

o o
aor2 H27?

@® rpm —ai ® om —al

39.

40.

41.

42,

43.

44.

45.

46.

® rpm -Uvh @ rpm —qa

Hg WY 28 W2 & S8 H2?

@O MY st EFHE Aol AIRS3E, UWER 3 Cltol
A E9 SIEYN HELEE D2l JI=6tH &HEsHTH

@ make menuconfige 2% Hiw4 &3 gfHeZ ALY
Al A &8 & 5 QUL

@ Ol HFst H2E XRIL M2E HE 2AE AW
2 g A2 make mrproperE AtEdt= 2101 £C

@ D% Ul-/\lgi K E

SHHGtL, ECOIHE

i

02 8IS 2SA0A 225s 29 20| OE &
Us 200017

@ cat /proc/meminfo @ vmstat 3 3

® free -m @ iostat 3 3

AAEN BIIM22I0t 8GBJF QUCH 0Ol AIAEIN 32bit 2l
SAHEHE 2.2)8 X Al YPHOR AIRE > Us
0|20 22|& N2z o2 AH2?

® 7GB ® 6GB

® 4GB @® 2GB

32bit AIAEININ 22 HIZ2IE AI2E &= UEE diF
glsA HE 2,601 =& 022 Mo Jlesz 22
o9
=

(@ PSE(Physical Segment Extension)
® PAE(Physical Address Extenstion)
® SMP(Symmetric Multi Processor)
@ HT(Hyper—Threading)

>5* rlr

Chg & clsA AAEY |/O2 2BldE WELR2 s& A
27

O DMAE QEAEXIZ2H HR2IZ =E HIOIEZES 2L
= JlsS L&t

@ IRQE ASLEXIIF Xl S2tolHl & ;g HYot= Y
I:HOE DI—DFD [:|. 7C_>1__’| 9}1

H

® PCo X0l IRQ, |/O—DF—
28 ¥X E20lHe E20Y
cacs &0 -‘30|8H].

@ I/O=AE AESHH ZXI S0l 22 EXIO GOl

HE Mgg & Al

HE ZMLE |l HE 43S ol HEOUHE &l A2?
@ make menuconfig @ make xconfig
® make config @ make mrproper

El AIAEIGIA WESRA 2IE0 23S S2I0I/HE MZ0|
OIS0 8 AI2dln Y= AMAHON =2A610f E &6t

DX & M ol S2H0IBDF AF2 ED| fall JHE BN 48

dior 2 Hyoe?

™ modinfo @ Ismod

©® depmod @ modprobe

CS & 2ISA0AM Z2IH 430 23 HES2 g8l
Ae2?

® Ipd @ cups

@ printconf @ Ispci
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47. W cl=sA HE BMLA AIBIIsE WERD S82=2

sg A2?

@ TCP/IP Version 6 @ Wibro

® IPX/SPX @ Apple Talk

48. OIS = AMAHN M2 Z=E AIREIIEE °._’A!6P01 ALS
olJl Sl eIsANA AIRE3IE EF0 e AR E
gl 227
(@ alsaconfig @ sndconfig
@ kudzu @ Ismod

49. NNAEISl 2YHMDIL HE 2.6 |8t A2 NME E=5 0
HFE AIRSoIEQ =20l 220l Ois sH34Ed 3

£ O0ol HE0l =012

@® /dev/null ® /etc/modprobe.conf
@ /etc/sysconfig @ /proc/pci
50. OIS & LutEoz glsA FHEs MY 60k ol 3=
2 Ed 2A2?
@ A7 ot=foiol st X
@ MZ2 HY 2ot Xl B&
® JIE &XE 100GB GtECIAT It &3
@ JIE ANAE zNG, 45 & L 22 IIs e

51. IS0HAM £8ots X222 22 A27?

- K= FI
SIS,

A2
ﬂ
=
Ho
&=
rt
il
|
El
ne
Mo

- AETH S0 T|H rotate AIFICH
- EOIMH HEH 22 2H=5 S

@ syslog @ at
@ logrotate @ access—log

52. AIAEl 27 J?;Fal(syslog)
@ syslog? && 1
daesmon & & ma' 9
o

@ syslogll &3 M=
Ct.

Ol CHEt &9z S8l A2?

/etc/syslog.confOID#, 2t
HE 2AXNE XNFE 4= UCH
KAl AIAEIA S D2 Jisot

@ JI2& 22 mail, secure, message, crons2| 21}

ETBCL
@ ol oo MHHE 2

X-I ol— ES OI[:|..

53. LSt &2 I JISE

clotl] Rioh &2 23 AIAEIE X

o0l 8438)2 gate AS?

/proc/km =g started,

/proc/km =g started,

Apr 30 00:01:01 ihd kemel: Kemel logging (proc) stopped,
Apr 30 00:01:01 ihd kemel: kKemel log deemon tem inating,
Apr 30 00:01:03 ihd kemel: klogd 1,4,1, log source =

May 1 00:01:01 ihd kemel:
May 1 00:01:01 ihd kemel:
May 1 00:01:02 ihd kemel:

K.emel logging (proc) stopped,
k.emel log deemon temninating,
klogd 1,41, log sounce =

@ /var/log/cron ® /var/log/messages
@ /var/log/secure @ /var/log/kernel

55.

56.

57.

58.

59.

60.

. S = /var/log/xferlogll &YHO=2 o2 A2?

@® AHE HAMXt 22 FEE €10 AL
A
e

=0 UHE 2 AR, S22

0 =+ - et B2 SAE, B4
A I P2 2D QA

® LWE FII2 s cronol RS 9D UL

@ 2E SIS0 M2 UL ZOH e HBE D UCH

TCP Wrapper0ll tist &¥Ho= &8l H2?
@ xinitddl 2ol MO &EE=E MHIA(H2)E2 TCP Wrapper
ol 2o MO &=Ct.

@ UEf39 &Y X HO

Ck.
@ 82 3AE NOE A8t &8 WL /etc/hosts.allow,
/etc/hosts.deny OILCt.

@ 2LEIEOZ telnet, ssh, irgbalancedt M TZle HEA
ol fI2S0ICt.

!
1

Uz HE2AHOIEQI

|_OI

(=] 22 gy Y]] ol /home/ihd/backup.sh 2t=
oS &4 olC 0l WS MHFE =22 & 8AI0 B
A0l &8 S cronlll 235t 2oz LoU2 2427
@® 0 8 » » 3 /home/ihd/backup.sh

@ 3 8 0 » ~ /home/ihd/backup.sh

® 8 0 0 » » /nome/ihd/backup.sh

@ 0 8 = 3 » /home/ihd/backup.sh

o
o
=]
fufo

PAMOIl CHEt 2= S8l A27?

@ PAME Pluggable Authentication Modulesl 2tXHO|CH.

@ PAM2 OHEZIAOIES2 215 Ys Hdeg = QU
ote= ctolEdelel &&0ICt.

® PAMS JtE 2 &2 2340IC.

D PAMS & T2 /lib/pam.doll MEEO UCH.

tripwire0ll St 8oz Sl 22427

@ AIAEN =NMote TS0 Cich dioleHolAo M
ot MAE HIO|E1H1|OIA9+ HIDGH =0, ARl =
HASE IH20| Y=X HASHD HIEE o= 224 2
At E=F0IC}.

@ tripwire= MD5, SHA, CRC-32 59| Ct2st oAl &=
£ M3t
oMY S0 st CIOIEHIOIAE SHEN 28 A 28 =
X ost T HE RS TEE £ UL

O S SAE 219 EA AS3I2 AR Q=S ol 204
J| dBI|HES Attt

ROl HEQ OIE 2ycez Sel A=2?

@O AIAEO My S Y & JIXIF s 240 st
222 DHE.

O AAHO HAs52 1N25t0 &4 Full backup2l2 2%
StCt.

@ Full backupJJ Incremental backup2 HZ&E3l &5t

dumpOll st &=z g8l A2

l?
@ oA JHel tape #H 0l JtsGtCH
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@ 0|l D= IEH WEesS HolHM =382 = QT ® -f @ -X
@ ol tist 82 Ast S AKRAN s AIZEE =232
Jl=3olCt. 66. 2lSA AHH&CIAL ELSE MySQLECIXNZ2H CIO0IE
= = HIOIALl rootHl A HAREE A HFELE Ssts U
© EtO mYE Wy =2 s i
@ olE Beis I ™ JrSottt Ch HASIC 2 A0l root2 CIOIEIHIOIA0 E2sE=
Y CI=2 MGl H3ez dae A2?
| 3= : UES3 ¥ MHIAY B8 | @ mysal reload
- . @ mysql_install_db
61. SXol WHOIXIE P& YU ABE S CGl(Common  safe ——Usereront ——sKio_arant—tab,
Gateway Interface)0fl ISt &2 Sl A7 ® mysald_safe ——user=root ——skip—grant-table &
® EJ| & MHIA PSA OOIEHO0IAS HSY & U @ mysgladmin ~u root reload
= St=0l JIGHRICY.
o o dele= exiae mool= ol <1 | 67. OHINX &X Al Jservll PHPE SXol g2 0S| S8
(2] %i ?Hel*:cgl. ADEHEZ SHAHAT HI22I2 20l & BICAl IRHHOL Sl Ta9
® CGIo) ATZUES O Q2T DYE 4 YOO, © @ ab ® htpasswd
=6 AFR0| _%m. @ rotatelogs @ apxs
@ CGl ATJEES MM 0l AI2EE dz2E C,
C++, Perl 0| QUCH. 68. & HIOIXINAM 25 MAIXIOI LM HLE AS20A telnetH
g 0|=ol AMHS 80H TER &8 £ GET HHS
° —_ —_ 0I5t Oototxl ¥ PHP HE HE S0l =&&Ct 0l
. o ol Ot . 4 Ol . d : o
62 gkll:lllﬂ_l MEmJOE ;Irﬂ;?sman OFIXI 2.x H&EOI CH Ho LEs o) 1—IoH hitpd.confOl § AXote B=e?
@ PHPRIS MXIAl OIIIEl 1.3HAS NN SX 28 © @ HostnamelLookups @ ServerName
& XN&3dtD, OtIX 2.xHE S S& =0t X[ASHCH ® AccessFileName @ ServerSignature
@ OIIXl 2.xBHH &0l OHLU(I 1. 3HAEECH CHFSt SEfe =
ZHA B2 Jl== KB 69. &Ht AB2l EFLFHIMAQ smb.confl] EHE 2LFE &
50 X eSS solst AlE26ls oigdoa oot
® PHPE NN DEHEZ NAoH= 1.361F0| OHIHA 2.0 MOId €3 H8E SoE I MSos 382% ¥XE
&0 BIoH Me2l=EoF “elrh. =
@ PHPEZ =X QSHH2 295ls 210 BX P52 2 @ smbclient © smbstatus
98 I B0 KIS S 2SN AT © testparm @ smbmount
63. OITIIXl 1.37|8t02 AAMBIE 295D Y= s2se ma | 70. &H AHS o= Y& = ArEXH(user) HEO e €22
HIADE DICH 2500 M3 =(Thread)E XI5t OFIHRI g 2%e A=Y
2X HEOZ Hipeil) stth. £AZ2 Y 2218 43 @ /etc/passwd S= R0 R0l Al RNE A4t
Al BFEAl XIHG0F Ol S®2Z o2 212? o AbESE & I}
@ ——with-mpm @ —--enable-mpm @ 2l=A HEO IHAACS 9 FARC IHA S = 20
® --enable-proxy @ --enable-cgi Z&aloF =Lt
@ /etc/passwdll SEE RHE Y29 AUl FHEZ M4
64. CtSS OIIX AMHS &F WMol httpd.conf ML s 2RIl eltt
So0IC. OS89 43 2EE U822 S8 H2? O 255l U5 [AUS AIEE =S HREHC
serverRoot “AustAocalfapache” _
) fust/ ) Vap 71. NFS ANHHE 0O|E3dl= 192.168.4.3 E0|HES H2S
ServerAdmin root@ind.or.kr /etc/hosts.deny I 0l AFEH0] XS5t DT & IS HF
serverMame wwwihd, or, kr oz o2 A2?
DocumentRoot “fustAocal/apacheMtdocs” @ nfs: 192.168.4.3 @ nfsd: 192.168.4.3
UserDir wann ® portmap: 192.168.4.3 @ 192.168.4.3: nfsd
Cirectorylndex indesx, htmil
72. NFS A2l &F ma0ol /etc/exportsOfl CtSS XAHC=Z
@ 2K = /usr/local/apache/htdocsOl MZ&ai0F o 12 S8 Fd= Qo2 A2?
HH 0l Xl= index.htmlZ =45l 0F &tCH.
9 el AI2XES S0 ER|oH) public_html L www ._z"l‘ fnfsdataEPE E|E—1=§E|§ 1921EBED
oLl R2NE MEGHH =LY, C Class HEZ3 HEMH &% &4AE
@ OIIIXl MHHel ZE [l &e2|l= /usr/local/apache OICt. =0t HAFIEE T}
@ YAME 22X MY F=AE= root@inhd.or.krOlCh. Ll Afsdatacs 2 2 O 40| JHS51
O, motAT=SE HI2CEE FHC
65. OIIIXl 1.37/8to=2 RAMAHE LS00 UL S8 2HS
ol ANH o0 iﬁEtHQ 8080ez =Jt —E—%'ﬁ | <ol @ /nfsdata 192.168.2.0(rw,no_root_squash)
httpd2.conf I} MEF &FES SIRULCL hitpd HEOUHE At
25101 OIIIX| MH= ’“thﬁ & O Lo SM2? ® /nfsdata 192.168.2.0/24(rw,no_root_squash)
@ —d ® -5 ® /nfsdata 192.168.2.0(rw,root_squash)
@ /nfsdata 192.168.2.0/24(rw,root_squash)
22 NABE JIE2H 8XA2XE CBT © www.comcbt.com
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73. NFS AHS =4I 192.168.4.2540|Ct. NFS Zc2t0IAH E0
A dHO B2 U= CHELE &0 oA 80, Y
o2 292 A=2?

@ showmount —-e 192.168.4.254
@ exportfs —e 192.168.4.254
@ nfsstat —s 192.168.4.254

@ nhfsstone —e 192.168.4.254

74, @522 & ZdH= ProFTPD AHE ®A &% RS el
X 8tCH CH8 & proftpd.conf I OIA HAMNOIE &=
(=1/)
@ Maxclients @ MaxInstances
@ Standalone @ MaxClientsPerHost

75. MY AHIL JaHES=E ’—‘.‘%SPEII &8 MHIA ZEE F
Zotd Sttt O8 3 1 &80l 8le ZE=?
@ 25 @ 110
® 123 @ 143

76. CIS2 0 MHUAQ 23 T2 730 st & HO0[CH.
™ T2 )30 CHst 8Y0eIDt?

b MDD AMaIl Delivery Agent)2] 5t SE0ICH

Lt 2ZFHA B2 SEE0 2 HED AT 0
2ispam Mail}E FEHE I AEE £ SICH

® procmail @ Qmail
@ Postfix @ Majordomo

77. CtS2 ProFTPD A2 &3 IAQl proftpd.conf Lt <l
QHOICH OIS 43 2A3E UESE 282 2H2?

<Anonymous ~ftp>
User ftp
Group ftp
Uzerdlias anonymous ftp
<Lirnit LOGIN:
Hlowdll
</Limnit
<Lirnit WRITE>
Order Allow. Deny
Alow from 192 168,363 192.168.2, .ihd, or kr
Denyall
</Limnit
<Directory incomming
<Limit STOR MKD

Al
«/Limit
</Directory>
</Anonymous
@ 192.168.4.50 A H=otes AHAEX= ot2lQ
incommingl LA ZEI It=SSHCH
@ 192.168.2.50lM E&ote dYAMEXNE ECIHEL 0

©) 192 16886301|A &0t AYAEZE X = incommingdl

79.

80.

81.

82.

ol
O
e

@ H&B PEAN A0l HEE AYABTE
Ch.

Eclil MYHZEDL Jbsot

clsAD|E SAE JAIZ Y HMBHE Sendmaill2 235t

1 QUCH st EH9J 2IsA M0 SAE Z01 242 3| A0

N SAl0l ceoct= E-mail HIAE QFGIRUCEH 0] 2HE
l.

ZE &+ U= Oz 2 H2?
@ /etc/mail/sendmail.mc @ /etc/mail/virtusertable
@ /etc/mail/local-host-names @& /etc/aliases

/etc/mail/access IO 192.168.3.0 LIER 3 Il =
St SAE NS0 HYE HY = U= oDFcPEE
ot dEoz a2 3129

(D 192.168.3 DISCARD @ 192.168.3 RELAY
(3 192.168.3 REJECT @ 192.168.3 550 email ok

AW 2elxel ELES2 elsA AAE % Sendmail AHE
22|t JUCH DHX 2 A0 A webmaster J1I"*O %
0= Hi2S DAUXIALH &EH A0 g2 = U
A Zele S 2BUL. €FH0| ZEest e ¢ 29 ot
2 A2S?

@ /etc/mail/sendmail.mc @ /etc/mail/virtusertable
@ /etc/mail/local-host-names @ /etc/aliases

SH=SH2(st ndalone)JJ #IHOIZ9! xinetd2 M

I Hust HE & & H2?

@ K= ARSI %= MHIASE xinetd2 29 o= A
0l ZCt.

@ BT 22 dAHAE ©= U2 2 296t A
0l ZCF.

® xinetdE AI25tH 2rA /dHI*‘ZOI Stab B2z A
otKl 20 AlIAE H2e2 EFAl RE6HC.

D xinetdE Soll
HEZ=0| Y A

0K
el
rr

Y

A2?

$TTL  BR400
ihd or ke 10 IMN 504 dnsihd or ke, root.ibd, or ke, |
42 ; setial (d, adams)
3H + refresh
15M s retry
14 s expiry

10} minimum

10 IN NS dns.ihd, or kr,

1D 1M A 192,168,1.5
mail 101N A 192,168.1.6

1D 1IN Mx 10 mail.ihd, ar,kr,
WY 10 1IN CMAME  ihd,or kr,

@ ihd.or.kre WY AMBI= dns.ihd.or.kr0l2t= 0IES 2=
Ct.

@ M= mailihd.or.krOlH IPF=4= 192.168.1.6 0
Ct.

@ ihd.or.kr2t dns.ihd.or.krl IPFA= 192.168.1.5 0|Ct.
@ ihd.or.kr2 dns.ihd.or.kr £ root.ihd.or.kri2= & 20|

b
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83.

b

oIr

GtCt.

CtEE xinetdOll &2I6t= telnetABHIAE &3
S0 MYOR sa 2e9

ro

service telnet
{
disable = no

flags = REUSE

socket_type = stream

wait =

user = root

server = Ausr/shindin.telnetd
log_on_failure += USERID

only_frorm = 192 168,1.0 192 168,22
no_access = 192,168.1,33

access_times = 09:00-12:00 21:00-23:59
per_source = 2

GilOICt. Ct

acl "member” | 19216832 WXIE 1681024 1RIES6IE &

aptions 1
directory "/var/named";

allow-transfer { 192.16850/24; 192 16856.10% )

forward onlyv:

forwarders { 1921683231 K

alfow-query | 12 R4 192165138 member K

M 192.168.50.2 =AE 2= SAEE X UY AMHZ
TAIFSEICE.
@ 192.168.4.20 =AZ 4= SAEE= 0| M0 292

g == 8iCh
O AR0A Z2ARLEAI
o2 258 0 MO SEHEC,

@ 192.168.56.103 =42 2
D, BE WY MHE RAIISSEICH

In
S
J
2
2
]

instances = 10 87. S9IPJI 2F5tH =0 AIEIPE OIS0 Al WIER3E
b FAESH ERUCH =2 Z=EAl(Proxy) MHE R=5101 2
HZ AIE2AIE=SE o6IQCH OS &Y 5 88 H=2?
D SUNHIAS 018 4 U= O HA+E 100/1, & ® ZZA MHO| Al JISCE oI ABHSES L& Al
SAEY FE 4 Us wEHE 20I0H OIEC] QIEY 018 HEIb WatR 4 UCH
@ 192.168.1.33 SAE= AlZ2H0l A2gi0] &usS ol2g @ AUY AIZ2XE0| 21582 3 AMOIEN EHote 212
% el Aerg 2 QUCh
@ 192.168.1.22 SAE= XAE Al2H0 €4S 0|28 £ B TZ=A ABIE Edll MEXES 28 AIOIE & WA
UCE. 2 & = UL
@ 102.168.2.2 SAE= A2t Ar2tgio] stal &g Q] O =N AHE Eoll aAF QL20A AFLE AF2 X AIAE
88 4 AT o= &l Mz & UCh
84. clsA OHstu(linux.ac.kr) AHZEIXIQ ELSS stHAH 88. LS8 TE Al MHQ squidel SF&F W2l squid.conf
A E2XNZ HIHHA DNS A &8 QES 2gACH C o ARFO0ICH ClAZ0N MAEEH= ZEA AHE 3AJ|I=
S 20l £330 /ol AISoH0r & dineEzZ L2 A = MBQIJ}?
=27
cache_mem 8 MB
f T o = = '
24 BRHSA ZHOAE comlinuxac ke cache_dir ufs Austdocalsquid/cache 100 16 256
=3Eo, %EIDIEID'I SHil=  mualtilinus, ac, kr
2 2TUACL ZEEIZSUL BEIDICIOS ©8 ® 100
E&TIH cummul.hnux.ac.krﬁ MEZ TH2= ® 16 @ 256
E ZZEOND HE THAD comlinusac ke 89, & C1o] 2=A AHZ telnet ssh ba MHE S5
e ) . 8 SA elnet, ssh, samba 2956
OILE multilinuxac k22X TS0t Ab 2T AOLt D52 OI5h 3CHO| AIAEIS DONEHO 242t A
E 2&05I|2 #O. JIE AAES HES Oz A8
@© SOA @ PTR SHOX B [} PS5 288 MHE?
® CNAWE @ NS @ DNSAH @ NFS A
85. DNS AH 2l 2IHA ZE(reverse zone) WMYL2 IPFEAN Of ® CVS A @ NIS A8
gt SAE O|E2 XNEE M AI=StCE Oledst 832 {Adl
2HA = MY AIE = Y RS2 gore 2He? 90. NIS 22019 EN A NIS AHZERH H3E= A EX HE
=2 552 #olataX sttt 0 ArSOE HEUHZ
@ SOA ® PTR %;8 ﬁ%?g Is] PN, F. O M AHE3H Ok o
® CNAME @ NS @ rpcinfo @ ypbind
86. CtS2 ONSAH 2 &3 maQl /etc/named.conf M2 ® ypcat @ ypserv
%‘:'OIEP CtSo 431 H3E ES S8l HR?
91. IS0l UgaE Z2J3=2 NIS AH & 20l Oil/\‘l
AI2E s T2 ES0|CH LP“% A E UMK 3MHet &
Jr 8 He?
@ ypserv @ rpc.ypxfrd
® ypbind @ rpc.yppasswdd
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0185 #=oloF & A2 It LG22 A2?

92. [}S DHCP AHQ ZBE g = S@l AU=2? @ 10S ® ssi
@ Z2H0IUEMNH =4 BIEAl ZOIPZAOE OfLI2t Ab .
HIPEAT ARIISSICH ©® DMz @ Firewall
@® IPF2% HOIEROIE SSAOIAENN B & = A2 | g5 12 = Denial of Service) 20| S0 OfL 2HS?
Lt HIOlA—IH-Il‘: 282 = 3tk ' @ —.j0| OiOIL} DARE = x)JH ol | =|_|=:ou " =
@ Z2A0/MENH DEHNO2 EXE IPFAE sYE & == =l ol ==
oICH. @ 2 2AS Qs AI® 220z o822 £ Y
@ ZCHOIMENH IPFAS LF AISOHOH 8 & 4 ® =E zsts =Sot| s SA0I
QLY. @ OI0IHE TUSHHL BHE, EXHII=s 210] X0 =2
0l OfLICH
93. T+ & CVS(Concurrent Versions System)0ll CHst &89
2 sg 21427 99. LISOA SYst= LI e 202 JIE L H2?
ZE DZHMEWA ESHO HE 22IE AdH L0l A - =
Ve == s NZE BRI TASS IS ALEN 2 %
@ 22 TYS 02 A0l B Hess X2 NRSCH DNS, Mail. Web MH& SEIPZ2& S0HsI0 =
7= (=]} _|_D =5 2
@ =CI0/0EQ A RX2 020" QU0A sl 2= ZEMN SLCH S92 lPT_L —.:_.:.Dl‘[l'ELl 7182 =
Hole alsist £ QiCt A gH =R, ol EAEH SQPE 4
@ CVSe 22 =29 m2)30l= Subversion(SYN)O E HE HE05id. MHS2 MEIPE HEGHH =
AL HEO BH LS 92 6HELH
94. OIS DHCP Aol &3 Mol dhepd.conf M9 2L @ NAT @ VPN
Ol CH. EP 2310 #8E Ws S S8 A=2? @ TCP wrapper @ IDS

subnet 1592,168,0,0 netmask 255,255,255,0 {

option subnet-mask 28R, 255, 265, 0; g9
option domain-name-servers  192,168,1.1; @ Nessus @ SATAN
range dynamic-bootp 192 168,0,128 192,168,0,254; ® John The Ripper @ Tripwire

default-lease-time 21600;
max-lease-time 43200

@ ZeH0IHENN 2= UEHH F=A= 192.168.1.1

P
P
@ SU0IHENAH L= HOIEAOFAE 192.168.0.1
F
P
F

R
Im
=2
=
(<o)
N
(@)}
[00]
(@)
N
(00]
@
©
N
D
[00]
(@)
N
(@]
~
=

95. OIS = CVSOIM AIEdt= H3EOo0 st 88ce=z Sl
A2?
@ import: CVSZEH AAE JINS | AF2SHCH
@ update: XHAICl &Y UWE2 AW 2= SHCH
® log: &g U= FOISH [ AtEEHCH

@ diff: HAE WSS HIE O ANEBTL

96. MHHZ AlE2%t= AIAEO0l AR0HAH 501 & ote &£
T A QO RL netstat 2= MEIE ZAIGHLELI
states2 20 SYN_RECEIVED 2t T U= HAES0| L}

Ct. Olcigt &0l 2dst= JtE REE SH27

@ SYN Flooding @ Buffer Overflow
® Spoofing @ Sniffing

97. &, PCY, 3AI 89 38 UHERKIAE AMEdt= PCOUA
AHZ B8 HL ALIE(Sniffing Tool)S AFEdlA AIE
Aol OIOICI, HHAQIE, FOSEHS SS9 NOEEI} =&
g £ QL 0|2AE ”*IIoDI Aol ABi0l 2043 HAlS
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LICH
PC
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