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% ping -c 3 www.ihd.co kr

PING www ihd, co ke (211 106,65,117) 5E(84) bytes
of data,

64 bytes from www ihd, co ke (211,106,865, 117
icmp_seq=1 t=54 time=1.78 ms

G4 bytes from www,ihd,co ke (211,106,65,117x
icrmp_seq=2 ti=54 time=1,94 ms

64 bytes from www ihd, co ke (211,106,65,117:
icmp_seq=3 ttl=54 time=2.25 ms

--- www ihd,co kr ping statistics ---

3 packets transmitted, 3 received, 0% packet loss,
time 2006ms

it minsavg maxdndey = 1,786,/1,996,/2 266,/0,195 ms
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@ kill @ ps
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® fork @ nice

Y 4y B

ZUo| LR0ICH Z00l THE £

nobody 5517 5515 0 Jul2? 7
00:00:00 AustAocalfspacheinsttpd

T2 NASl =212 root O|CH.
T2 NAS HS(PID)= 5515 0ICH.
2T 2 MM (PPID)= 5517 OICH.

T2 NAS AM WS /usr/local/apache/bin/httpd Ol
Ct.

[~ MERONC)

WIINE St 2AZEYJOUHE &XIotI) ?dl rpmE AISE
2 s 322 g2 A27

47. 1

48.

49.

50.

51.

52.

53.

54.

Q -i: HIIXE &X

@ -e : AXE HIIXKI0 22

® -q: X WK HE

@ -V Xl WIIKS AH

MIIX EEHS AZEYAHE AXIoHI A& rpmit dpkg2
doog sg HEe?

® A2ZEJONE &X, &M, gOd0IE & £ ULH
® rom2 oiblet MHHIII ANAEIO Yo Astg

@ W2IXIS && K= +.rpm, *.deb OICH.
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M gcec —c main.c

@ gcc —c sub.c

@® ogcc —c ihd main.c sub.c

@ gcc —-o ihd main.o sub.o

LS = ihd.txtE =61 fAst dHHZ LUA2S 2427
® ozip ihd.txt @ gzip —-d ihd.txt

@ gzip —h ihd.txt @ gzip -v ihd.txt

e = J|=2=0 21 M9 HAQ| E 27

@ /var/log/messages : AIAE 27

@ /var/log/secure : 2¢t27

® /var/log/boot.log : 28 21
@ /var/log/error_log : & &% 21
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() /sbin/syslogd : 21 O=2 =21
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27 22 PID
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@ /etc/syslog.conf :

@ /var/run/syslogd.pid :
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A (A Remote Backup)
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64.

65.
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67.

68.

E THAIE0l JtsatLt.
® HAE B3, JSTL, AESH= DY Y2AE 018
ZXE2 B2 AL=0l Jtsotll ME0ol JHE0l =0
Ct.
QEOICH 2SI 20 0 HZ2e2lol Z2AHA(L
AEHAE MHoHo MHHEEE0| HISEFO0ICH

A
|5t

oI ™

XJ19 & MHlAE T2 HX§ HAEQ} FABHO 0|0/X
E HIgoZ &AM D= HTML(Hyper Text Markup
Language) HIOIXIZ HIZC2 AL ACH. O HTMLOI CH
& 4oz Egl A2?

@ JIE9 telnet, ftp, gopher S0l HioH AI24AtSl ®e|&
0l & Sollt.

@ HTMLOI CHEt
ULH.

S HTMLEl =& HE= 1.1 OICH
fotJl ?I5t CGIJH At

HFE 2els W3C 2AASUHA =261

(3]

@ ZEQI HTMLL SHHE HH, &H
-0 ULH

OHIIXl AAHE /usr/local/apachea Jlefleeg2 AA

2Ostol &XIoHRUCH X = J|2 CHEL N Mdds

23 CMEZ0 e 8 o2 g8l A2?

O sbin - OIIIX EAH Y Al ZHRSH A|AE
=0l SH UL

@ conf — OHHIIXl AAMHHCS &F WMYS0l S0 UL

® bin — OMHIIX| &AH &Y Al 228 RELZIEIS0 E0

=EClEl

ULCH.
@ logs — OHIIXl MM AtE Al 2M5t= 0id JHX 208
0l SHUCH

MySQLE &Xl, 28 Soltl MySQLSel 22Xt roote HIY
HSE AUBIS =2 DBl AEH 810l 2SdtH S0t
AN HIZHSE THEHEGINHOF 8iCH TS & A 8tgl0|
MySQLE ?*SAI2l= ZHEHS RA010?

@ mysqgl_safe &

@ safe_mysal &

® safe_mysqld ——skip—nogrant &

@ safe_mysald ——skip—grant &

cl=22 HEAHQ DBMS2! MySQLS Z UG & XI5
o BCH MY X2 R HM A EFSHAUA ALS
Xt DB MEZEZE &Fols @2 U8 & A

@ —-prefix
@ —-with—charset

@ —-localstatedir
® —-sysconfdir

OHIIX| BAMH A8 ZE=HQI httpd2 SEC=Z S8l R

27

@® -f: AMH OtItXI SHBLFMY XH

O -d: FANH OHIIXIS &EM CHES XF
@ -v: @AM OHIIXIS HE HAI

@ -V @ AN OHIHXISl JHAIAE HAl

M OHIIXI= IPJIF'_F, 0IE7|8t 59| JINSAEE ¥
tC}. DV\*§AE AE2 Ao <VirtualHost> && 0 A AlE
& £ gle XAXE=E —‘?—%00}7

@ ServerAdmin
® ServerRoot

o

[l

@ ServerName
@ DocumentRoot
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69.

70.

71.

72,

73.

74.

75.

aH A &3 &3 mol
A &&s6t= 20l ot R=2?

(O workgroup

smb.conf2l Global Settings

@ server string

@ load printers @ share path

HHtAB = E}OIPJE?} 85 2F Al AHE ISHEeS
BOIol ASE HMSth AISAIL 2Fs H2SE HE
I d0l A0 22 ot A8 AIBXH/HIZES oE

2 HXX e oSy ez g2 2427
@ share @ user
@ server @ domain

ScI0IHES #HE|X rootIt SRE NFS AHZ F&oiHe
I LHeEotE 0 2ol NFSAH 2 rootdstE 2K Rot:
£ 4F6H0 FAoiA ot Mo ()erol S0i2 Wan
TSN OE AISX FE2 MK S=Xl S BIXHA
A2?

AHD +ihd, or. krire. b3

@ root_squash, nobody @ root_no_squash, nobody

@ user_squash, nobody @ user_no_squash, nobody

NFSAHHOUA exportst A=
MNE S0l UCH B8 Al BES2
E /etc/fstabS HHSIA D &

e =82 = OI2ESHH
RELHTS Setole

0
43 & 8¢l A2

shareihd, or ki AHD AHD suto timeo=30.intr 0 0

@ share.ihd.or.kr:/IHD
® auto

@ /IHD
@ timeo=30,intr

NFS Ay & Selole
S A9

EllA XH3ots SEZZBCZ

@ showmount @ rpc.mountd

@ rpc.nfsd @ shownfs

CtS Proftpdel &AM QI proftpd.conf WHH CHEE &Y
= Ed 2A2?

Umask 022

Maslinstances 30
User nobody

Group nobody
Require'alidShell on
<Directory /=>
HlowDverarite on

</Directory>

@O Umasks MZ HENXE
AIUS KIESHC

@ ProFTP MH{J} Standalone [H X &= JIsd Al
Xt &2 XIFEHCT

@ User= ProFTP MHOI &% Jisst AlEXE XIAStCt.

@ RequireValidShell2 /etc/shells M0l &KX ZS

2= AEote A= X0 FTP 852 oot £ = Bi’é
ot= A0l cHet XIEO0ITH

o CgEelo REa2 O

Limit= command 220 st T= € 0|49 FTP €3O

76.

77.

78.

79.

80.

2 ME0%te NS NSl fA6tH AMRECCH TS & M
EJts8t command?t 0 Cist &30l S2lAH 2= A
27

M MKD - MZ22 CIAEC2IE MHs HR

@ RNFR - CIEE2|9 0|2 HIE &R

® STOR - 2C20|MED} A2 MYS MSE B
@ RETR - Z2210|MEJF MO THYS HE8 B2 Al
[ — =
ANEX AJL ALEXE BOIA HIZES 2l s Z2E2
O IEHSE =AHUZ HIZ2H LgstA2A=AUZ 6
@)
MEIRS ——> HEMHA --> (@) -
HEMHE —-> { @b ) --» AFEFIE
® 25 110 ® 110, 110
® 25, 25 @ 110, 25
OSHAM £&96l=s gl 280 JA=s A2 SAQI?

- AFEAL D, HIZHE J8H2 Relay Tt

- 1P Z20H2] Relay o200 O D=
HHAES L=

- #=IPE METE MERHH Tzt 2=

@ S= 240l
@ IPJIgt &dol

@ d@H delol
@ o18o18r gyl

Z 2 sendmail® ZEZSAEE H ot |A SC0|HER
2HO oo HYOIE I |AotH JI2EHFO0| SO JULCH
OS EJ] & /1A 220|MER BH RFE XMeldlsE
+ U= d¥2 A7

1 O DaemonPortOptions=Port=smtp,Addr=127.0.0.1,
Name=MUA

@ O DaemonPortOptions=Port=smtp,Addr=127.0.0.1,
Name=MTA

® O DaemonPortOptions=Port=smtp,Addr=0.0.0.0,
Name=MUA

@ O DaemonPortOptions=Port=smtp,Addr=0.0.0.0,
Name=MTA

ChSe2 R=z2RHY 28 F2 €30 &= Itgol
/etc/mail/access T2l GIAIOICH 10.0.0 CHEel a0l
QS HESIEE dFHE HY ol¥S T2 HLAHO =
oI {8t

ZH2IXte Yoz o2 A27?

RELAY
RELAY
REJECT

localhost, localdomain
182, 168.0
10,00

@ /usr/sbin/makemap hash access <access
@ /usr/sbin/sendmail hash access <access
® /usr/sbin/makehash map access <access
@ /usr/sbin/hash access <access

sendmailiiA H33dt= AT MY Xt SE0H CHE
T S8 127
@® OK - N&EE SAELL

ASIHHHA S WY =4
(@ DISCARD - XI&E =0l P

IIHA IS 20

zZd HEE JIE
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81.

82.

83.

84.

85.

86.

87.

p)

© 501 - ZAIX =20
& AR

@ 550 - XN&EE MY 2eE

DoS(MHIA HEe)BAS fES 24 =D
1 AL Sel0IHES HZ HIEH0| Jisot=ES
Wrapperd|sg XN2& = UTE xinetdE MY
1 8 M AlEcote Sdez U2 2AR2?

@ ——with-libwrap @ —--with—tcpwrap

® —-tcp—-wrap @ —--with—loadavg

QMO Z xinetd2l & £40AH XRdte
& 2N AHAS H UEE £F0A MESCH

H MtE TEHS)IE HAlE &FMYZ LA A2?
® /etc/services

@ /etc/networks

M /etc/protocols
® /etc/portnums

Ct89 xinetd &8 &4 & &% MESt AM2AS &3 &
Ue A RA0II?
@ instance

@ only_from

@ redirect
@ access_times

DNS AlAEI2 24t HEHQ DBRZIE JHAlL U=l

2t2t9| DBYHEE dl= H(zone)WY S

2¢|= RR(Resource Record)0ll CHgt &

@ A(address) — IPTAZE SAEHOR

@ MX(mail exchanger) - MY AH XA

@ SOA(start of authority) — zonell M EFHOZ BIEA|
OB KA

@ NS(name server) — WAANH =A

g 02
O
in
]
»y
o

— o
e HA2?

DNS At &0 a6t
@ master server @ slave server

@ caching server @ sub server

?

um
ro

g s ¢ A

Ct2 named.conf &&0l CHst

zone 71N
type hint:
file "narmed, ca";

¥

@ ''S ULANH XAIS 20|8HC

@ "IN"Z2 Internet2 2|0I15t= RR(Resource Record)O|Ct.
@ "type'2 hint, master, slaveZ &g = QUL

@ "file"2 zone U0l Eole QAXIE LIEIHCE

T EAl(Proxy) AB{0ll CHEt &HOZ Sl 2427

D =2 elele 20I6HH, & MHIAS 2 246t
= g

@ L23E AIOIES TIOIEE MHAISIH MES Al WA=
CIOIEE &Y 5 AHH

® 2lsA° EEQ HAIMHE squid ZEA M

@ B2E 22 MASHECEMN AR Y Z2 2
Sl= &t

88.

89.

90.

91.

92.

93.

um
m
pad
o
)

OS SZEF0 e 8322

http_port 8080

cache_mem 8 MB

cache_dir Avarfspool/squid 1000 16 256
cache_access_log Avardog/squidfaccess, log
cache_log AvarAog/squid/cache,log

@ http_port 8080 — 22I0|HES H2 TE AH
@ cache_mem 8 MB - ZIH HAl I22l 3|

@® cache_dir /var/spool/squid 1000 16 256 — Al Cl!
E2I0l Thet (10002 EITH FHAI JH=)

@ cache_access_log /var/log/squid/access.log — KAl
A 82230 J&EIY I

NIS(Network Information System)OlAl JI1& £SR3dt1, AH]

A QFEE UHISIH & RSS0/00F &t Z2 182 o
L A0I1?

@ ypbind @ ypswitch

® ypcat @ ypmatch

CE 2J1 S NISY S&AFXZ0 st 882z S8l A27?

@ NIS HIOIEHIOIASE makedbms SdiA ASCINIA
ODBMESCZ HAEFCY

O UERID &0= 204 0142 NIS sdI0IE MKt 5=
oM EME += 8T

® NISMBH= ASCII OIOIEHI0lA% DBM CIOIEHHIOIAS
SAI0 JEXID AC0F SHCH

@ NIS £dI0lE M= NIS ¢S Sl
ULH.

ARP= WEZ S0 doleHe SEX FAE IP FA0A

MACEFAZ BIEISH S J|dotn JAe AS L. US

E 2SA0M MEHE arp BN S&EM s &Y0|

g A=

® -a: WAIO A= SHE = ZE SAEE UE

@ -n : 32pit2 & IP, & EO0I(resolving)S otXl &£ IP
2 B0E

® -d: XN&Es &X2 arpE 20S

@ -v: S0 REZ BHE

CIE & 2012 28 MEXS0l B0l AIS6tl) Y= =
P4 Y MHlA= HE® AHIAQIDL?

@® smMB @ DNS

® NIS @ DHCP

Jd

CIS2 DHCP 220l EQ 22 DNSQ! /etc/resolv.conf
OICt. 0|2 &t & DHCP AH Y dhcpd.conf s&ez &

2 N2?

search ihd, or kr
nameserver 168,126,631

@ routers, range

@ subnet, netmask

® subnet-mask, broadcast-address

@ domain—name-servers, domain-name

[
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94.

95.

@ iptables -t filter —A INPUT -s 10.10.0.10 —j DROP

[=1 3wy HNeE=2 =2 25 SH 5§ S II pl]
jeHEAf;.%?ir;f)ﬁf o?.'jf’ﬁ?}f?c’dam Bt =S4 @ iptables -t filter —A INPUT —d 10.10.0.10 —j DROP
= T o =2 o 2xXT AT
o _ = ® iptables -t filter —A INPUT -s 10.10.0.10
A = -> TIZHE X -> &g 32t 0t I ;
o H;’Eij;jllzﬂmof RE =JIE > Ot ——destination—port 80 —-j DROP
D _ o @ iptables -t filter —~A INPUT -d 10.10.0.10
A X)) S X DD} 2qd — I2MdE =<
® ﬂ E_‘_E_‘I_JIEIBI-XLO? HESd OiE > 2EARE I ——destination—-port 80 —j DROP
@ ZERE PO > ML IS > R S 08| 490, 012 5 ol 528 5IAS SetUIDSt SetGIDIH
> EERE A8 dE MYs e oz 2o2 2427
@ _E>§§§Hij|§o:> S 0rE > MEs =Jis @ find / —nouser —o —nogroup —print
T ® find / —perm -2 —print
0SS = oVse Hyoz s He? ® find / -type f (-perm —04000 -0 —perm —02000)

: m.comcbt.com
: www.comcbt.com/xe

@ init @ import @ find / -type f —empty
® checkout @ commit
96. HHEOl= AIAE AHIXLE 22| X0l 2ol ol GHE Al
AHIO HOol AR SETIZJAOILI 2EHAON A=
T2 3S0I0h OS8 & W09 SJ0 oigotXl &
= A7
@ HIAEW EIUAESHT B0 @ DDoS BT
@ HY B0 @ T A AE B
97. LISlIA dot= LIB2R EXe RNE? NMX=ZHME CBT PC HAE : www.comcbt.com
CHEAED JEE gl E._E._]E:HE_E._ TrEF MXEHE CBT Z2HIY HA
N e JIE2H L &l UREE
- EZ2 08 IHH MM 2 ml o= J=s

FHElE ZE0ME I

HdAEME CBTE?

"OI SH&EOlI ot eIz 22HE E1

- [HEE ==z # 220 A (Back Orifice)2t 2=

o QO|DA Y LE, HENK H2sts EE JIE2W 8s o
Z2_ 0" ;1%9; AT ABOAM AFZ5H= OMR B4l CBTZ M=
_ L|C}.
@ DDoS @ = HolYA DAIZ/EHME 22)J|sE RI2ELC
98. (22 IS X0I 8t 22 = stLtel oo Mg gt | 28 & 28X +3& 2 =5t olas AMSHE CBT
Of 2JIE BIHAIIE AA0ICH 01N OlE 222 fst | OIA &SR,
201047
#include <stdio by 1123|1456 ]7]8]9] 10
#include <sysfile b % 1®2 % %1 1® 1@; g@ % % 2@3
. . 5 7
void main{) {
it ifd OV @® @ ® @] ®
’ 2122123242526 |27]28]29] 30
lfd=open(” Attackfil”, O_WROMNLY|O_CREAT. 0777 3113233343536 37138]39| 40
unlink(", fattackfil™, @leolololeleleld| | @
while(1) 4142431444546 47]48]49] 50
write(ifd, buf, sizeof(bufi); @OV @O0l e O
} 51[52|53]54[55[56|57]58[59] 60
. — B @Il ®
® HZel o @ ZEMA 2SO 61|6263|64|65|66|67|68[69] 70
@ Cl~A3 2D @ zE3 @ @I @0 @ ®
7117207374175 76|77 78|79 | 80
99. HY 2Z0IA HH?J%'EDI% Jm °'.:iptab|es Ol Al Delel el el ol olelo] 6
~ 10,100,100 SHeE HOIH g g)z 9“% 9@31 ;'5 gé ?7 9®8 gg 1%)0
- B0 TEZ =X 2 F H0IE
- 29 EAM SHem, IS WA @Oe00e0e[e] ®
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