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. TCP/IP 2t HEM OS| =249 A0 H#RE A2?

M d= H= - TCP, UDP
® UIERAI HZS - NFS, ARP
@ N& HZS - NetBIOS

@ 22 A=, 58 HE - FTP, SMTP, DNS

TCP/IPOIA IP(Internet Protocol)0fl CHEH &3 = ot

AHe?

@ 25S OoIEIF HEst SHEIE o2 &= AN o=
= oz 2ol

@ IP =& SUHA = HM =XIF 2390A 2440 K= 2
ciA DO FAZ U 8829 E2Ho=z &N UL

@ SO IP F=AZHQ HEls Qolks SAE IHYS
OlE3atHLE E0HIQ! LN AHE Olct= &80 U
CF.

@ IP A= & 40 bits2 RAZO QUL

glsA UERT 28 00l CHol

=27

@ netstat : HIERITS AMEHE &Ql5l=s HEN

@ traceroute : T30l XLt H2E FHol=e EEN
@ nslookup : UIZMHS & =3

@ route : MAC F=AE 20tU= O AIEdHE 980

| U= :

CIE 2l=A ALEX &2lol Uigt & & S8 A2?
@ 2lsAHM 2 IHEE O =
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29.

O{ OF BtCH.
® St AFEXE o2 OS80 SAol &8 £ glCh
@ TOoILE =220l Het e UID2 GIDE Jlete
2 ZAECH
CIS = root AIEXIQ ABIE ESE [l AIEole 280
=?
0 su @ super
® root @ get
OS2 & AEX ARNAIN AFE6l= 2ISAYHENHZE 292
AH2?
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@ Kill @ erase
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@ =0 Al2= &2 = #(Bourne Shell)0ICt.
2 #(Bourne Shel)2
(Korn Shell)OICF.

® tcshe Z=J| C €(C Shell)2 & HAEOILCH

O bash= = 2(Bourne Shel)t= g2l SEXEQ &
HEE Atgdlll M2, 2 &(Bourne Shel)& =
AJEEE MWAIEE &= QUL
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0x O

clsA2 0 e 29
® 18 M8X HZESY FEHOoICH

@ 8 FIIE <oA= groupaddE ALESHCH
@O 15 BES AdlAM= chgroup=s AFZEHCH.
@ 18 &3 WY /etc/groupOlCt.

clsA HEO passwdOl CHSH 89 S
1) passwde= AFZ2XS INAYEE HAHSHC.

@ passwd S8 F -S= MBI LSE AHE W AIZESH
Ct.

@ passwd S8 ZF -I2 AIEX HES &2 M AFSSHL

@ passwd S8 = -d2 AMEX HES 2SE AIZ6HA
G & [ AL St

02 elsA AIAEO0A OI0FD] 8l LbtEQol miglo &5
Jb Ot HE2?

O vt Ot (Regular File) @ Cl2E2|(Directory)

® 5% WY (Special File) @ AAE T2 (System File)
Cs I ANAE SEN 28 =S5 = I 4= &
80| gl= A2?

@ read() @ Iseek()

® write() @ ioctl()
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® mkfs @ mount 42. USB /proc S2tOIHIOIA X USB HAN S1ZE =X o
X-IE .LLAlO-” [:Hol- 501 = EE D-I 27
34. g%pﬁgl-%o};%ﬂﬁ 15s HZE M M8cte 28N @ T:2 ARG BHOA Leve EX O YHUS HAIBH.
coE ® D:2 AIRGE SHOIM Vers Y XIS HES HAlS
@ chmod ® chown C}.
@ charp @ chuser ® P2 AIFGHE BOIM ProciD= K D8 REE EA
SHCY.
85. 8 & d=20M 28 28 JJo0l As ASsts @ Ci2 ARG HOIM MPwiS B X AE0IAC 3
0= Of M2t AL 32 BAIBCH
@ sync @ swapon
® swap @ mkswap 43. ISA HAMAD AIE0lE A2 FXUWARH HR2Z2 &
A HIOIE 22 BUE 1) ABCR H2E &= UZS o
36. IS 2lA A% HUS 4Ys A 5 SB 227 FE NE PROI =N
D A8 Y® 0 A0S HIOl Hoh YR @ i~ DRAEE ® IRQ
@ A% Y 6 WY 2 © DMA @ SATA
AS Y 3 ©Y AIRX 2C L . _
e 2 d= 3 ek 44, HES MY O B2 SFS 6t AS Y AEHBH Ol
@ a8 Y 5 Jefm 270 2= AJ} OtU 2HE9
_ _ 1 make config @ make menuconfig
37. S T2HAC E22 [ LMSH= A A0 Ol .
AH2? ® make xFree86 @ make xconfig
2E ADZS 24 3
w =& A | 45. 0+S HY MY HIS =AUZ Ligs A7
@ Z2AA DS0H ADE 2
© JX YDSE OIS TINAS A AR BEEIC a) make modules
@ 2w DE b} make clean
c) make dep
38. Ct& HEOH s €9 5 22 A2? d) make modules_install
@ top : B A#EC HAS AEXNY Z2HA IDE B e) make bzlmage
O Z=Ch.
@ ps : CPU T2A N SES 20Z0H ® a—b—c—d—e @ b—e—a—d—c
® exec : XAl IR HAS DHECH ® e—~d—c—b—a @ c—b—e—a—d
D EE Hys AMsts 200
® cron : A of= di=oid 46. 02 = 7Y DS0| K8 4PO=Z AYS A7
@ insmod HES SN HE G20l HECR 2SS A
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S0l F=OFStCt.
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@ 2= 2SE2 rmmod0ll 2ol AIAENA S22 X
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@ kerneld= HEW Z=E HBE AISEXWHH LHF=
20l =& H9E0IC.

47. N22 CA3J OlE ClA3kE CHEN TIEIE REE It
N1 Je 2 HAWN F0{0F 5l= ML2 FAQUI?
@ /eic/fstab @ /etc/mtab
® /etc/lilo.conf @ /dev/hdal
48. € WXIOt 43S M Xl CHAOl & male &= 0|8
20 2= A2?
@ .rej @ .bak
® .org @ .orig
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@ 20 MYLsS Ad=HH B2stt
® =21 IS MAsth
@ Z=HA A HAMS O NHE =AZ HLS 2
Ct.
52. 2utMo=z 27 MAUO| |XIcte ClAECI= AR
@® /etc/log ® /var/log
® /tmp/log @ /opt/log
53. IS = OlLIXl HAIA 2O0HM H2cts 2L £HO|
s ¥2 X2?
@ Host : 22Xt HZE M3&HH.
@ Time Stamp : &8 Al2HE2 MZ28HCH.
® Status Code : & A2 AEHE HSSHC.
@ HTTP Request Field : 822 @& galy mols
HTTPSl HH&E S2 HM=38tCt.

54. Ti2 =& HY 2.4 0|22 ME2EHE 2 =
g RAe?
@ iptables @ ipchain
@ ipfilter @ ipcontrol

55. C+S sshOll Oist &Y = 22X L2 A2

56.

57.

58.

59.

60.

61.

@ sshe UWERKZAS U2 FEHW 2392 ol & AlA
B2 ANBE = JAEF of =0

@ sshe SIH21/01219] Yalg 2S5 X|& st

@ sshe ZE EXME2 2535 ot0f ®SSHCt.

@ ssh= Hl APE0 H20 2 UISEH AIS & %= U2
M, ssh2e 2 AZEJ O O0ILCH

OS2 () 2ol S0l sz g2 A2?

( 12/ 2SS HEINHAM AFEAF QIS #a

22, AEA EED AE 2O EHHEI0 2=

TZOE0 EESHH MEAME DEEHH oHH =&

= MAHEHEE aFsack

@ OpenSSH ® PAM

® MD5 @ kerberos

Ct8 tripwire &3 Mol T4 24 AJ OtH 27

@ POFILE
® EDITOR

@ DBFILE
@ SITEKEYFILE

CE = COPSQ J|s0l ot AH2?

@ ItY, ClaEe o &X| DHYH st HOlE A
@ suid Mt W&
O AESX HEW JAs 2= IOl CHst #H
@ ANAEO MY, CHER ARAN HOIE BHe &HA
Ch2 S 60| I8 ZE A0l et 8FO2 sa 2
=7
@ TS 249 AFO JHY 90l IINCZ XSHol
A0l NS e O
@ A gl = AAT0 U= SAEQ HAS XNdlpl=
lse 22 e
O AISA HoM : Y = A|AEH AIZEXDI H=E 2HE
2 Hd® A0l JUesXl &l 62
@ OHHMICS =5 : i DHMC oM, & 22, 885 &
T 59 QA2 HIR ZH
CI2 () etol S0 Hgoez o2 aHe?
[ 2/ UERIE Eft MY S ARSH =6
MO THIEZ2R1I0E rshE &3 HOIZE ELHIEE
MEE H&" £ DL
® cpio @ rdist
@ taper @ dump
| 3= : UIERI L MHIAO &8
CiS = 0l st g¥9c=z Sel A=27
® X012 QHYUC HWES AUE o 85 =XEA
22 3.10IA AT AC
@ F=xZ9 AU SBetRME SAIANOIZO|CH
O =)|° & AMHAE= SEQ HTMLHOIXIE Higoz2 R
S G ACH
@® WWWe= ST W3C 21AAIE M =2tat2 QUCH
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62. ttS & CGI0I THEt €0l

@® CGlz H¢ doiz: 2Y €
=ol0 ArEolJI10t &L

@ 0] HS CGl AEEE HSHA sZHAIIIH 224

AOb B0l -850 A e 22 HE 55 0F]
AI2ICEH

® CGlI A3EEE A0 Ul= C, C++, Perl, PHP, ASPE0I
ULH.

@ IE HTMLE FEAIDIE WEXEC AJEE O|C

2 2SS 8 MH 2 CIOIES SRS
ZD @7 Y HH EE ZRES2N 02
WAHOIE ABLHOISEATH HEED O
IRALTEA S Z8 8 HE SHHAM WS
D ACH 8 HME 0 OLIE I Ha 3
FIP)S Ct2 TCPAP 88 Z2I3H mex

= el 2UE Z=E= =00 S0

@ SSL(Secure Sockets Layer)
® HTTP

@ HTML
@ Samba

63. "® EZURXN = CHUW HAE SAEZ HH6I0H, SAES
= XL Adst=2 St = = . . — -
A e e T oRe () Baoi e aae | 6% OITIR| B AMSl &% Treiel hitpd.conf THl0l st
AN SANE Rasls A8s ste AS () Abain & S e =E e
CH' COI2 () o0l REROR SO 2SS 29 2117 @ SSLEngine on : MBSl RE ClgE&E2|2 J|2 B2E
o =0t
v TP @Il iy } oIS A2 /X2 1O 0l FIFXI
SSLCertificateFile : 21 M2 f X< 2 OtIkX
® smTP @ IRC OIN 2ef =Ch
64. C'S APMOI 25l= A =0IA CIOIEHIOIA S AP ® SSLCertificateKeyFile : HIZ3| 01§ O fIXIE OHItX
"= xese 2es b === Ol Al ef Z=Ct.
@ SSLCACertificateFile : Intermediate(root) 21Z A2
@ Aparche ® PHP Z2 ODHKIOIH e Z=Ci.
@ ASP @ MySQL
. - o124 oo o 70. SMB AH2 &0 Oist &Y= EBl AHR?
% = = e o He9
@® pom —e apache-1.3.19-5 2 s £ el Adetde Hh9 |YA JISE
@ rpm —q apache—-1.3.19-5 = K&stih.
CREAY 22 UE SGAHMUHMNE AIEE = UL
@ rpm -U apache—-1.3.19-5
B MHIIs2 clsAlU |E2E AAHN XN2E H2E
o o A= - = o otHLE 22 [ FTPE ASoHXl 210 A AIE
66. C1S = OLIIXI RAH SF0 Het 4F¥o= Sal 2Ae? o 4 O[O Mo AAHOZG RS & oL
2= =l o =2 =
v ﬁ/??/l_calc/lﬁEcilejlmafjsa]xsgverROOt @ 2I=SAMBI0 S0 Us TRIE, CD-ROMS BER
st/local/apa == XUAME ZREI0 AFEaIIIE M R0 250 e
@ “MaxKeepAliveRegeusts 100" &2 XHXQ0l &S X ANHE 0|26lH 2E2X2 20| 22I0|HEE 22|
ool olsSE 2 REHSE XN&Hol= A0ICH g £ ULt
® “Timeout 300" Z&E2 AMH0 RIS HEE ¢S [
AQEE= A2 HolZ= 2402 ohel= UZIMZAS 0l | 71. T2 () 0 SO 2oz ate 2127
Ct.
@ “KeepAlive On” SFS Xm0l M&, = s o121 =drEd WEASS0 S&et #2328 okl
CHOHO SHRHOIAISl QRAES GIZE 24QIF HEE Z A6 o= AEMH SREM OAAY 2R dsAT
= F=0ICh E2S2 ALB0 SEHZZ MEE ESF0HL
67 O e oIS =1 ZUg = Eolgh 4 Q= S Toz GHH TI=M (0 )
. OS2 otmxl &2 access_log) I IOE J = =
o|st 2E20|CH 2 HH CHSt _éé %E’—‘*.’é*ﬁm o= A & Sotl 05t &= e I =2HA LIES
297 35 FHEatd =28 = GG
LogFarmat "%h %1 %0 %t W %" %>s 2b" @ FTP @ NFS
Ccommon ® SMB @ DNS
@ %l &= 2108 @ %u: 2Fol NUM = 72. MHIMBIS B2oF DA ZR(share)B JIECZ 2 0
@ %t : A2t @ %b : ME ClS &3 & LU Y2 2427
D AIEX Y 28 degus del st Z50 830l
68. CIS=2 FA0l st &HOII? H 0 0lEles S E MIAGHA &8z s HUA
SclotCt.
@ 2% d¢e Z2lEe, CD-ROM, anonymous FTP S9
=% CHELE 253 MEXNS0] SR 220 22
otLCh.
@ ANl e AISUH2LE HAI Y 4SS 20 OE NT
Qo Z2 SMB AHZ 2IEE &)= LEHS ASSCH
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73.

74.

75.

76.

77.

78.

@ SO YYS AHIO JI2ENOR DI =R 958
CHAIGHO 238 2 &2 981 NTIF EZ2E0 JI=2&8F
0 B4& & 2d0ICH

NFS ABQ dAEE HAAF MOl /etc/exports THY Ol A

ANEIIsE SEU st 4oz g8l H2?

(@ root_squash : 220IHENMN FTEE HHAN nobody
AMNEXE e

NH2b S2H0IHEI} 2E

=
0
o
>

9 no root_squash :
I»EI-

@ o 5= NS A
@ insecure : ASEHX %S HHMAZ IIscIEE &

NFSOIA XISt
27

Fll'
Hl
o
m
fe
]
=2
o
ol
M
02
=}
um
m
N

@ showmount : mount GI20, NFS AMB Ol CHollAl &2
ot AtE S0l MEIE HEAISHCH

@ nfsstat : NFS M2 Z2t0IHES S2 4HE 2=
= S Eclel0lC

® nhfsstone : NFSE iIX|0t25tD| &t
2tE 2519 4=, BSE, AME S92 NFSOl 23e

o
IEl
HU
|
o
e
i
=

s=,
EEREE]
@ nfscps : NFS AltHet Setol ol & 2 B0HEL
NFS OI2EE M A8HE S8 10 tist &80 S&
HE2?
@ rsize : NFS ABI22E 20l S0l= BIOIE 5 X &
ot JIE22 1024byte
@ timeo : 2Ct0IAENAN EIL0IRO0l L5 EA CHAL
WEE FE 2L I MSots Al
® fg @ Bt OtR0l 245t 2Ht2 foreground2 & &
@ soft : 2et0IHENAN EFZ OO0l LME D LA CHAI
Has e+
IEHYS TCP/IP S8 TEEZ &9 StLZ Y 49
FHS 2t0 IS w@sh)| |st HE Z2E32 FA
eIok?
O rTP @ NFS
@ DNS @ ProFTP

csSA0M H3oks CHEA
=X e A2?
@ ProFTPD

® ofFTP

ol FTP A Z2 30| Z&

@ WuFTPD
@ vsFTPD

a2l

ProFTPD AH
oo RS A

=2 AT AT
©® ServerName
S EXE o
2 & &S0
@ ServerType standalone : ProFTPD2 &8 A9l 2H
O Z ServerType=2 standalone2 2 & & &L,

@ MaxInstances 30 : MaxInstancese ProFTPD /\-IHUP
standalone 2= M =0 &% Jisst AIEX =€ X

W —
Zetlh.

@ RequireValidShell off : RequireValidShell2 /etc/shells
I HOLX L= HAS AE5= AFZ2XHOIH FTP
&2 olgtot HULE HEoke 2ol Tist XIFOICH

=03 =

Ooff CH

o

X8 oty | 2#FWY &3 &
?

‘ihd server” : ServerName2 ProFTPDJ}
Ae AEHS AW 0IES “ihd server”

80.

81.
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@ MUA(Mail User Agent)= AI2XIS0| LS £I| <dH
M3 T2 I0|C}.
@ MTA(Mail Transfer Agent)= & SAEZ2H NS &
Ot CIE SAEZ M2 dMYole d9&s St
& MMA(Mail Messenger Agent)= Mol Z==XIJF Xtalol
XI Bolst & X0l OtLH E==XZ2 HAIKE CHAl &
& 5HCY,
@ MDA(MaH Delivery Agent)= £=AIE HIAIXIE Y AIE
Aol MY gtAN MEoH F= A2 st
ol (WeII Known) TERSY ZTZEZTO| HAQ B
’“IIOHT_I
@ 21 . FTP, Telnet ® 143, 445 : INAP, SMB
@ 25, 110 : SMTP, POP3 @ 53, 80 : DNS, HTTP
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@ IRC (@ Messenger

® SMTP @ POP3

#IH Cl2(xinetd)0l 2ot As2 fAdlA HI8t= 6

X SE0 s 88 = gl 227

@ wait 1 AHE0 8t AMHIA S&S HOsH

® cps : =Y 2L MSES HSet.

@ per_source : =Y SAEZLEHO AU L H£2 &4F
StCY.

@ server : At T212°| A Z0ICH.

S = HY AH ZZ2]30] ot H27

@ Sendmail @ Kmail

® Sendmail Pro @ Qmail
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@ PGP(Pretty Good Privacy)

@ PEM(Privacy Enhanced Mail)

® BIND(Berkeley Internet Name Domain)
@ |ETF(Internet Engineering Task Force)

Sendmail &3 IOl Sendmail.cf Il &A=
tist 49 = g8l A=27

© Sendmail LA ME2 E2 AIE2 & X2 AIE
StCF,

@ Sendmail ISl D= 2t2I2 config HEOIHLE &2
KH#)=2 A=l 0F &L,

® Sendmail IYS = HZ ASHT,

@ Sendmail 2| DE 20l BHEAl oHLISl HEOQ|
= &tk

Sendmail.cf T2 70 4H S
ot A&E0 H2AHH U= 44
@ Local Info Section

@ Trusted Users Section

@ Rewriting Rules Section

@ Format of Headers Section
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@ StandaloneZ2E2 AT = U222 AMAHS SEOIHA
bt AlsHE &~ U etc/rc.d/init.d CI2E2|0l A3
HE M=z H

@ Inetd2=2 AMdC= H2sE2 U
/etc/hosts.d O

My
g

xinetdOl Al 2t2I5t= telnet MBIA
43 = g8 A=27

HF9 L2014, OIS

service telnet

{
disable = no

only_from = 203,237,190,3 203,237 191 7
no_access = 203.237.190.5
access_times = 09:00-16:00

per_source = 2

instances = 10

h
@ SAE 203.237.190.32 FOIZ Al SO 24U 018
2 & AUk
@ 24 NHIAZS 0188 & Y= A #F += 1000
® 8 SAEY Fay £ A= 9T 2= 20/0
@ 5AE 203.237.190.55 09:00~16:00 012/9 A2t S
o gug 018 4 UCH

#H Ol & xinetd® 40| Ot A2?

O client @ log_type

® flags @ nice

DNS MHE HAESH| fIste 232 =6 20 St
22 Z2UE = = UALCH IS & DNSAHE &0olg =
UAS o= Yy He?

Default Server: [192,168,1,131]
Address: 192,168,113
»ihd, or kr

Mame: ihd.or ke

Address: 192,168,113

@ ipconfig
@ hostname

@ nslookup
® domainname

IEA HAHO! squidel SF&F 0l squid.confel L2
OICt. T8 = L2300 MEEE=E TZEA ABHY A= A
Orelor?

http_port 8080

cache_mem 8 MB

cache_div AustAocalfsquid/cache 1000 16 256
acl S5L_ports port 443 563
minimum_direct_hops 4

™ 8MB
® 4MB

® 1GB
@ 256MB
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95. MAC =48 018310 HHLI SAEQ XS 2| 98t @ L2TP(Layer 2 Tunneling Protocol)
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