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HTTPSl & S HIZ&iCt ® SR0ITE EU HES AIHE o 4F =RZA
1T 310IA ABT ALY,
54. (IS = 32 2.4 0152 AIBEE B3 ZH /WS 0 @ FEO MAZ HHRME WAHNOIZOICH
=29 oo
SE SRR ® 2019 @ AHIAS SXol HTMLEHIOIXNIE Hig oz 2
@ iptables @ ipchain S UCH
@ ipfilter @ ipcontrol @ WWWeE S W3C 2AAAIS0A =2totD QUL
55. C+S ssholl THEt 8% = X 92 2427

b

|

AN2S JIESE2H 8 X2HE CBT : www.comebt.com



2|SAOIAE 15

© 20094 09 06 27| 7|&=H O

MXE2ME CBT : www.comcbt.com

@ CGlE 0@ 0i0j2E 3Y & + YO0 ZEZ0| & = S R 2A EFE Z2ESEM IS
=5t0 AFZ3HDI0F & L. SAHOIE HELAHOMZAD HETHD 010
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ertificateFile : QI A2 RIX 2 OtIkX
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SIS0 YU OHIIXIS AMGHE FYOZ e A7 _
65. SxI= 0 OHIFXIE 4 Xist o= @ AHE MBOF TIRsls Z%ES I Mue 2etojole
@ rpm —e apache—1.3.19-5 2 UEs 4 JAsd AHEES2 oo YA JIEE
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ol RLO0ICh 2 B0 et H% = MK 2 2 S Soltl Dok 22 0t Al =N HES
=7 35 24&5t0 2EY £ QUL
LogFormat "%h 21 20 %t WO %ks Xb ® FTP @ NFS
COrmmon ® SMB @ DNS
©o%l: AR 2108 @ %u: 289 IAM & 72. HHEAHIO 2ot DU 2R(share)E JIECE =
@ %t : Al2H @ %b @ & S 49 5 29X ¢2 212?
D AIEX Y 28 degus del st Z50 830l
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=5 CHECIE 258 MEXNS0| 3R R0 78
otCt.
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A 225 259 981 NTIF 22€0f JI=2&% | 79. MY MHIAS 61D SI8t JI=XQl 3K ZTUEN THet
0] 818 & A0ICt 90| 2= Ha?
@ MUA(Mail User Agent)= AI2XIS0| LS £I| <dH
73. NFS MBSl 9AZE &3 D0l jetc/exports TH Ol A ABSHE T2 240/CH
ke sunl 08 sucs e Ae @ MTA(Mail Transfer Agent)= 8 SAEZRE s
@ root_squash : Z2I0IHENAMN FEE MHAON nobody Ot CtE S2AE=Z NS dEote IS Stit.
ABIE e ® MMA(Mail Messenger Agent)= 22l S&XIDF XtalQl
@ no_root_squash : MBI ZSct0IAEIL L E HES A A =olst = Tal0l otL e =XXZ HAIKIE CHAl &
Fotst &S 6HCE.
@0 BRE s YI| BESZ IIRE @ MDA(Mail Delivery Agent)= #4112 HIAIXIZE Y At
@ insecure : QBEX US WHAT ISEHES B AELHE S0 NSk F= sEs e
= a1 = 80. YBIXMOI(Well Known) ZEBS? T2E20| HAQ HR
D= o€l 5t Ao =2 A
74. NQF?SONH M=ot SECEIQ 0 st H0o| Sl A T 0| 227
@ showmount : mount G20, NFS MOl CHallA &2 @ 21, 23 : FTP, Telnet @ 143, 445 : INAP, SMB
ot AtE S0l MEIE HEAISHCH @ 25, 110 : SMTP, POP3 @ 53, 80 : DNS, HTTP
@ nfsstat 1 NFS M9 S20I9ECl S MEHE 20iF
= S E2IEIOIC. 81. IS 20 tist &Yeldt?
@ nhfsstone : NFSE HIXI0t2otD| fIs T2 QoM Al O] AMD= 25 I = HI
A 25tel &, WEE, S SO NFSH 2eE 0o TCRAPEl 5718 S8 2==84 filiE 85
EES B el ARIRME FMEFH| 1t Z=2EES0 AFC
@ niscps | NFS A2 22019IES ¥4 48 HOEC 821 AHEIN SUCH KD WRLW AAH 2
H HEAH HEEEAE AEstd #ARHE H
75. NFS OI2EE M AIEZ= S0 10 Oist 890 2 =7 25HH DEEFE=E MM HARS ©as 3
xe? HEE ek A LB HEE=D AL EM
@ rsize : NFS MBIZ2E 201 S0I= HIOIE +& 13 HE| AABMISIH HS6HS 222 DIESIHA
ot0 JI2& 1024byte HNTIOM J|== AME= IZE=0|0}
@ timeo : Z2t0IHEMA EIL0I20l LMED LA CHA An=8 JISS 2dshs 22520,
MES @FE B Ml ArEdts Al2t @ IRC @ Messenger
® fg : EF2L0IR0| LA5H Z2HIZ foreground® & & @ SMTP @ POP3
@ soft : 22I0IHENA EFL0IRO0l LME D LA CHAl
MES 2 82. A EﬂE(xmetd) | 2otDF A52 AsA HZsHs o
X =80 st &8 & g8 722
76. CIHYISl TCP/IP 22 Z2EZ= £9| ot QI 4l A9 . A Hat MHIA SXS ™o|st]
ARES 20| IIYS DEGI| A BE ZREZS 2% © vt : SEW 0 AL sHE sssn
o1Jt? @ cps 1 =2 22X MEES MSHSHC
@ FTP @ NFS ® per_source : 59 SAEZLEHO MW & 5 &3
StCt.
® DNS @ ProFTP } B
@ server : At T212°| A Z0ICH.
77. =AM RBSHE BEXQ FTP AW TR0l T ~
X &= He? 83. LIS = MY AH Z2 30| ot H2?
@ ProFTPD @ WuFTPD @ Sendmail @ Kmail
® gFTP @ vsFTPD ® Sendmail Pro @ Qmail
78. ProFTPD Mt &XIZ o1l 918 &3y 50l et & | 84 US0HAN 25t U= dNe8E =7= SR

g0l 2R A7

@ ServerName “ihd server” : ServerNameZ& ProFTPDIt
B AXZ0 A= ZFES MH 01SS “ihd server”
2 23

@ ServerType standalone : ProFTPDS A& Al9|= &Y
O Z ServerType=2 standalone2 2 & & &L,

@ MaxInstances 30 : MaxInstancese ProFTPD /\-IHDP
standalone 252 M =0 &= Jtsst A EX =E X
&Lt

@ RequireValidShell off : RequireValidShell2 /etc/shells
ool d2eXl 2= %; AMNEdte MEXOA FTP
d&52 At HL HESH= A0l Cist XIEOICH.

b
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85.

86.

87.

88.

o BMREE SEHAH T=2E M B =&
EE AHAZ HEH =Hora2 FH=rE0ol Lt
Lt 22FS FAlgts 22 HES ZZekIH S2F
HA ZIZH0E SHEH2E CHE AMES 20lE =
T & Ot== ZI0ICH

Ch #AZW= EFT F10F 2UHOIE 2 =~ SIER
= E87 S0

ch B 2lP= BARE 2o 45 SHEER
HEGt =0 2®0l SHE22 g0 3 US
2 ATFE THEH ZFAFIA BU AR £
220 ML= Mg 52 0IrE ®M JHE
0l AFSEIC

M PGP(Pretty Good Privacy)

@ PEM(Privacy Enhanced Mail)

@ BIND(Berkeley Internet Name Domain)
@ IETF(Internet Engineering Task Force)
Sendmail 2 & & U2l Sendmail.cf T2l &A=
et €9 = g8l H2?

M Sendmail WMAUHAM MZBES £ A2 & SX2 AIE
StCt.

@ Sendmail TIt2l RE 2t2l2 config @EO0IHL =&
KH#)Z Aol OF StCF.

® Sendmail IYS = HZ ASHT,

@ Sendmail 2| DE 20l BHEAl oHLISl HEOQ|
= &tk

Sendmail.cf MLl 7 A& = MY HHAl IHE M4
ole A0 HoZ U= MES2 L 240107

@ Local Info Section

@ Trusted Users Section

@ Rewriting Rules Section

@ Format of Headers Section

ts

fo

S0l T

[on

b AgiolD1?

=2 O

Z2H 2= Sendmail HESZ HE OIS
J2HE2E 90 =0 HES "ol 5k 1
H2EHO PFEAE JHE ZTAESH HalMBH 2o
O £80 k=5t JdHM S5 IP 228 Jt
& zAES= A0l €25 o= 2101 8450t
AL E2EIH HAS00 SUAMACE L 01 2
S UISotd JHatH =8 IP 248 M T2
ESHHE 0l MHAE HSE =+ S0

@ DRAC
@ MLM

.5 =2 29t

29

5
5]

o

H

In

HU

]

o

_O'j

rr

by

o

e =
LSS

I &
o

ox U
>

[}

89.

90.

91.

92.

93.

@ Standalone2EZ2 MG E H22 AMAHE 28
Hi2 AlEE 2 Q c/rc.d/init.d CI®E2/0 A3
2E mIe2 M=},

@ Inetd2E=2 &l
/etc/hosts.d Ofelf 2

$0
H
g
o

service telnet

{
disable = no

only_from = 203,237,190,3 203,237 191 7
no_access = 203.237.190.5
access_times = 09:00-16:00

per_source = 2

instances = 10

)
@ SAE 203.237.190.32 FOH& Al S EUs 0/
s &= AL
@ 29 MHIASE 0182 =+ Us 20 A2 == 100ICH
® & SAEY FZE £ U= ¢ = 2010
@ SAE 203.237.190.5= 09:00~16:00 01219 A2t S
oF Hulg 012E = U

#I 02 & xinetd2l =40 Ot A27?

@ client @ log_type

® flags @ nice

ONS MHE HAEGH)| <ot 8= g=gst 20 S
22 ZUE 2 £ URULH TS = DNSAIHE =olg ==
Qe FHOZ Yot2 2129

Default Server: [192,168,1,131]
Address: 192,168,113
»ihd, or kr

Mame: ihd.or ke

Address: 192,168,113

@ ipconfig
@ hostname

@ nslookup
® domainname

I=SAl AHQ! squid2l St3&E ol squid.confel L2
OICH Ct2 = 0A0 MAT=E TEA MY D= &
OFeIDF?

http_port 8080

cache_mem 8 MB

cache_div AustAocalfsquid/cache 1000 16 256
acl S5L_ports port 443 563
minimum_direct_hops 4

™ 8MB
@ 4MB

NIS At £F0 AIZE = ScloIgE T2 80| otdl A

XANAS JIE2H EX2HE
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94.

95.

96.

97.

98.

=7

@ ypbind @ ypswitch

® ypcat @ yppull

Ct& = DHCP AHO Oist &Hez S8 H=2?

@ DHCP= SXHCZ IPE gddll =1 gds 2= AS
ar SHCY.

@ DHCPE 229 SAEN =S8 UWESKA 04 2
2 AN ABSS, MO HMEYS ASoH0 FACZ &
Mol == T2 0|C}.

@ IP =42 HOIESOl= SC0IHENAH EEE > U2

@® DHCP= Dynamic Host Configuration Protocol2l <X}
0l C}.
MAC F=AE 0|85t MHU SAEQ| QXIE &I| <&t
arp(address resolution protocol)2 S&EW st EHO =2

el He?

@ arp —a : A0 Y= EFHE

@ arp —s : X MAIN A= SEHS SAEN TSt MAC
FAO s MM L= BHASH

@ arp —d : &M MAIN U=s SHS SAEN s MAC
F=A0 g2 K20

@ arp ~v : E0 EZ BH=C

CtS & DoS(Denial of Service) 822 E&0| ot 2127

O FE AHst2 ESolse 3240 ofuch

@ HI0IEE I, BHx = EXIte 212 82222 o=
30| OFLICH.

@ Z2 A0 ot =28t AIAEN Hioh 2oe =
Z0| oLt

@ OIOIE 9 ArMILE ML AIAES ot 22 AIAEN X
Ol 2HE NX XK= R6HAISH, AAES HEKAIUL
AMAE HHIA SO HARO =3 2HE OFIIAII A
ZX0AH 2HES =C.

DoS 222 AN ARUHAMS A HEUHAMS 3H2e=2

L= 2= QUCH OS & AL0AS 2H0 oiHolXl &E2

=V

O s8Zz)do| &N S&Z2 6t 20tH St

@ TCP/IP, OILY! =0IA SOICHLIE 3! =XHE 610
SH AMAHO WERZ JIsS OHHIAIRZICH

@ UIERIDS EcHEE SIHAIAH AAE0 WERKZ Al
AE £85HA 20t SOt

@ ANAEO ZZHA HOIEES 2F D2ZH(Full) AlIZICH

E=z0| S0t0l cHst £t 0| 22 2127

@ HaAHQ J|s2 o IS T2
LHOl 0 S SotKl & |ls2 xdotle T2 10|
Ct.

@ AIE Xl gt Aol AStS AFEol0 AlAE ol 2Hof MIAl
g Zlollotnd 22 X=s H20| sl=ZXl 2= FEE &
SEiv s
EZ0| S0t= [ EMe &2 YI|A Lo &A It
s4H0l H10, QAIBHX] %= AZEYANHN sSHULH

@ 9 Q@2|IlA(Back Orifice) 22 T2 182 EZ20| S0t
?t |80| Ct=Ch.

99.

100.

2 (Worm) BOl A0 CHEE 20| Ot 2127

@ X2l MAS BREH AMAEH HE NE = Az FA0
?IXot= BOlAALE SH 222 2S0ICH

@ BXRBs Soil 2 ZRESUA XIS =HG6H
= YelAket

22 HoltAE QUCH
@ DoS3Z9 LA RE =2 Z0l= HtoldALCH
@ 222 AREH diolgiAet 20l 8 HMZE EZO0|

tO |
S0t Lol &= ez ZFetCh

VPN(Virtual Private Network)2
0lol MK SUE & =
= HZ22(Tunneling) D122 € UCH =2
& del M8EHeE HEE Z2&EZ20] oty
@ PPTP(Point—to—Point Tunneling Protocol)
@ L2TP(Layer 2 Tunneling Protocol)

@ IPsec(IP Security Protocol)

@ NAT(Network Address Translation)

HXEZHE CBT PC HAE : www.comcbt.com
HXZHE CBT 248t HAE :© m.comcbt.com
JIE2M ¥ oldd T2 & : www.comcbt.com/xe
HX2HE CBTEH?
=0l 2HZE0l ot QHUWCeZ SHE ZED NHs22 WAL
DOIAL Y L E, HENX MB35t 2= JIE2H &5 &
2 Z AN AEMA AIZ26t= OMR &4l9| CBTE M3
LICt.
P|C+H4@ 2 DHY HE 28 AsS
DAIE/stMZ 220IsS HZ2ELICH
Qe Y QQENIF £2FHE FA N2 HES MXN2HE CBT
Ol M EOIGtNR
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