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E2 Hoote 9= st

@ IP(Internet Protocol) GIOIE Q&S 2Z 1 THHHE,IP
=40 O OO 2tRE ol HE

O IPE=LE IPVAIIESZ 64bitE A E O UL
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52.

53.

54,

55.

56.

57.

@ MY HMA 21(/var/log/apache/access_log) -
apache

@ 290t 2(/var/log/secure) — xinetd

8 & AMAE 2oF Z2oA AL S E2 2ot E¢lA

&2 HSH 2$Hol ot H2?
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@ /etc/hosts.allow MAME B2 2 32 & MHIASL P
F=AE J|I=2EH.

@ /etc/hosts.denyIlt2 0l denyALLS & X5t B Z@st
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OpenSSH Z22I0IHEE 0|86t 2ISIIE HED| As ¥
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® UK HYS B & S LI 20l HECH
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Ct.
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64.
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(@ AddType applications/httpd—php .html

@ AddType applications/php .html

® AddType application/x—httpd—php .html

® AddType application/php .html
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OIHIIXI & AA 2IOsIH E& ClAEe
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@ %h: 27 dH WE ®© %l 2708 @ =R X JlEses O
H .S AlE22l 2| =2 I’ AlE22l 2|
® %t : HTMLEA S OIZ(Title) @ %r : 278 URL ® 'Qg;ri'ft%es; SH£ES 2A8 S eRs Bas
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® g 2y @ [ 8 of st 27
_ @ mninfs YB0H= NFS MHO OF2ESH| {1l ArEE
68. EotAH =M AI2& = SSL(Secure Sockets Layer)dl CtH,
e 8oz gwe Ae? ]
~ @ showmount %?5"010“/\4 A =2 &EetE B0 =]
@ MBS SctX2t0l CIOIHE etEGHH =8| < Q5 —-s SHEZS AL B},
ot & HE T2E2=2 AN 0= 00|32 AZE FAHD _
it + O ol At @ nifsstat FHO0IA ~d SEES AS5H01 S2L0IIE0A
=T A5t CEER| 0|S02 &3 & 4 UCH
S A2 Ash LU M0 LOoIMLH AFREICH _ _
@ SSL Aol M | GO S Ars S @ nhisstone YJO= AI2Y S50 4, HEE, AHS
® SSL2 MEHS MHIA(CSITHS)Z EHSY HE2IA | NFSOl Zt2i= OI0IEHE m=stct
Ol&0l =& =O0ICt.
S8 IPlHAd= ZES €2lott 0lel JHel 20t Jrad 74. TIS2 FTPAHIQl proftpd2 &F T2 (proftpd.conf)el &
SAEE Ot & UL 220ICLOS &Y = S8 A2?
69. 9T ¥ 07|15 SLHHY IY L TAE S2 IR serverType-inetd
Jl fIol AlEdte &HIAB S &3 &3 W (smb.conf)oll DefaultServer on .
5 o = Sgl e
EHA_I' go S EEI 7 F'l:ll"tVE11—|
@ security XIAXt= 21 S R0ot=s 222 40X U
rask- 022
(share,user,ip,domain)Z &It QUCH. W ‘—I“’filil
@ #:2 0= =Mooz oA}, #Instance~dl
® “hostsdeny=010ITI|"0I1ZH &H &5t S& “Ol0lLI'E Xt @ 2HY FHOSO 2loiAM A&,
St A
=E 5+ b o ® 4 & JHSE AIBX £ 400ICH
@ EIoliltjgpaters:yes 2 MMM D2l =2E2 Ise2 @ ME2S HAE [ol0] BFE0IX S JI==o0l ol [0l A
- = 2 6440|Ct.
= o = = @ FTPAHS 11X IPEA & Jtd SAE S8 ES0IA
70. CtS Aot 93000 st 890 S8 A2? HANE PEAJ} OIL PEAZSEH AZ0| 9S O J|
® smbpasswd : &HIAH AFSXe HEMH, HUHS H =20z AMEE MY dFZ2 =Lt
4 Sl AI=ZEC
® testparm @ AHIMY IS =& E HAESH| {8t Y 75. Y SRE Ast SH2Z FTPAH Q! Proftpd& AIE5H0
OIC}. 29 FTPABE —7156}91'[} proftpdel &F M
® smbstatus : B A b AEHE =ol & % QUCH (proftpd.con§)E LIS 201 HESIASW US 42 3
@ smbclient : AHHEA B0 R&ots 22t0191E T2 08 ===
OICt. <Anonymous-~anonymousftps
_ _ _ _ <LimitLOG M
71, 2&2 2 0015 SEHMAY Y Y ZBE S SRt
Ol A% AFRSHE AHE HH O 2Ot DUl TIE 013 &Y Allowall
s s A2? </Limit>
@O AMEBXYES 2 UNIXEL PCES HAH 0180 ¢ <Limit"WRITE RNTO »
St AL XL TG~ M 1 fI¥sS Y3 Aol
O AMNEX YHECD S0 22D gL, ds2 2 <Aimits
s
® TO}E;’MI Sle CO-ROM - <Directoryincoming
=5 dg= ZelE, - , anonymous ftps2l 3 .
S O2E2S 2S5 ASUS0 228 22 S84 <LimithihFR STOR>
Ct. Cenyall
@ ArSXHEUAM 2S53E Ld5TAS MEDHH 2ISot: </Limit’
£ olA® Security Options2 encrypt passwordsE <Mirectony?
YesZ & &8ot= S A0l Security Options2l smbpasswd
mee AFHO0F BT </Anonymous>

b
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76.

77.

78.

79.

@ 29 FTPY X220t
o & CI&E2|0lC.

B25 = X2 anonymousftp HE

@ incoming CI2EC|I2 HMeIe Cl2ER L 9 0|2
2 btE = UL

® incoming CIZELl= MHUIA 2210/ EZ s &
g_ él- A O{[:l,

@ incoming CIZE2l= SC0IHENAN MBHZ s &
S & = gl

ALE3H0 AHEX BOll
ol E02 Z=2E=ES

ANEXAS PCOIA O
Hogs 2Ud & o
=Nz Lgst X2?
AHEAHA --(3 )--> HEMHA --(© )-->
HEZEMHE --02 )--> AENE

SCc0IHES
ts ()¢

©

@ (1) POP3, (-) SMTP, (=) POP3
® (1) SMTP, (-) SMTP, (=) POP3
® (1) POP3, (=) SMTP, (=) SMTP
@ (1) SMTP, (v) POP3 ,(=) SMTP

DRAC(DynamicRelayAuthoriazationControl) 22240l CH

8t 4Oz S8 N27?

@ /etc/mail/dracd.db L2 GIOIEHHIOIASSHH Relaydt
Ct.

Sendmail& H Tt (sendmail.cf)Q] LLO0ICH OSEY = &
ve He?

Cwdocalhost

Fwifete mail fusers

Chnobody

Dnihd

@ localhost2 SN E HYLS =4S HESH

@ /etc/mail/usersItL 0l SS= ASXACH HLS 4 &
= UL

@ Sendmail2 nobody#&teZ AEC)

(4] SendmaulOI Olcd BIAIKIZE 2 [ AI25t= A2 X 0l
£2 ihdO|C}.

Foll telnet HHS 012
E0{Z POP3 HHEOE

80.

81.

82.

83.

telnet192,168,123,200110

Trying192 168,123,200

Connectedto!92, 168,123,200,
Escapecharacteris'™]"

+0K ready

(O Mest

+0kK Passwordrequiredf ortest

{ © Juptrnsm

+(JK test has 1 visible message (0

hidden)in22930ctets,

(B

+JK 1visiblemessages{2?99octets)

12299

L@
@ () user, (v) pass, (=) list, (2),retr
® (7) user, (=) password, (=) Is, (2),ret
® (1) name, (=) passwd, (=) Is, (=) ret
@ (1) name, () passwd, (=) Is, (2)retr

OSHA €95tn A= “NAR'E OS 5 o ARQO?

- H2MH Sendmails 2THZE A JISSE
ArETH ®eiM= sendmail cf DM St
= IRPAPAPY =l e E 2

- O "RAAFE AFSTHEA TS EXPN 0F VRFY
ZEHE HMEHA ZI0.00 2= VERE 2
B HERIH =0

1 spamOptions=authwarnings, goaway
® privacyOptions=authwarnings, goaway
® relayOptions=authwarnings, goaway
@ securityOptions=authwarnings, goaway

OIHY S+THA2(xinetd)2 Gl JtX AIDEE MBI =
a2 HIE = UCLOS 2 AIE0 GE €322 @58

o O’?
= ATl

@ SIGUSR1 : AZEQI0f MaEA

@ SIGUSR? : xinetd2t 0| HI=0| MAE O =2

® SIGUSR3 : 3t=90f Ma=

@ SIGTERM : NS 2E ZZANA &

OIE Yl £HOE(xinetd)2 Eotlt 852 <8t ol JHXl
SEEE M3dt=0 038 & 11 s4&0 s 482e= &
gl

@ server : AH “EJEH("*EP‘E)% A A SHCH

@ per_source : SY SAEZSHO ANH s 22 &4F
StC}.

@ cps : E0HE &% 5 Hststth

Cl22 ey =HU2(xinetd)2 0I25810 ftp MBIAS

HFE OOICHAHBI2 238101 10014 & I FTPAEHOI CHst

QS AR5l FAsh ()0l SOIZ S48 OS 5 2

b
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84.

85.

86.

serviceftp
1
id=ftp-internal
socket_type=stream
user=root
server=fusr/shin/n, ftpd
server_args=-1
{ =10

b

@ max_load

@ instances

® max_loadavg @ max_uptime

DNSAHOIM =(zone)2 ollE DNSJI &Eole I 0f
& ZEO0l(Name Resolution)E sl=0l 228 dR=S0l XN
ZC 0 CIOIEHIOIAE O|FR1D JUCHO0IHE dIZESH O

8t €8 F S& A=2?

@ SOA : zonell HMH HAF.BIEAl H BN dREZ KE
TI010F StCH.

@ A SAE OIS0 UEct= IP =A0I0H

® PTR @ IP=201 CHSo

@ CNAME : €& S2AE

OICt.
DNSAHHOI CtSl 22 zonell2 2 MAH5t0{ DNSE 29
St & M s 49 5 g9 A2?
$TTL 86400
@ IN S0A ns.ihd, or ke rootibd, or ke (
B0
3H
150
1'W
10}
N M3 dns.ihd, or, kr,
N & 192 168,1.5
N 5 10 wanew
mail N & 192 168,16
woawt N ) 192, 168,1.7

@ = DNS Mo 22X DNS Miztel &2 s)|sE I8

A2t 2t 2 12010

O OtAH AH2AS B2 SIISE fIdh S4101 AIHSHAS
M CtS AMZE I8 Dl AlI2t2 152010

Ol &JIHGHK

XolZ MAGIK R
pISTETE-EE

A
d2E Ilote A2

@ HYLS 192.168.1.6 NHUIA 2=AIBHC},

DNSZHeZ A He o2

oS |
=
zone LiLQ LR20ICLLS €8 S

w180 1M A 192 168,15
180 IM A 192,168.1.6
180 1M A 132,168,117

® 192.168.1.5MH2 HLEO0| LS O 192.168.1.6 £=

87.

88.

89.

90.

91.

92.

192.168.1.7 MHOIA

@ 30He MH = & el MOl ZO0HOt LM HAA
ol &AMHIADE D36t

SCct=2
R=N—"]

® 192.168.1.7 MO S0l =2 [f 192.168.1.6 E=
192.168.1.5 ABIOIN SES B

® 023t 8IS RR(Round-Robin)Alol 2ot 2& St
g 22 & AUCh

TIE= Al(proxy) Mol OISt &4 = sel A27

D TEA AHE HAl JISC2 =TI WSS

O IEA MH=E 2E Z2H0IMEN ZEA £F2 6N
20t AF2 JHsotC.

@ ZSAIE AIE0t0d 2et0IMET H&ots SE HA0]
E ¥28 X & £ QL

@ T=EAl AHS Al JIs S0l SeH0IHES =0
25 JIEE YIl= A0l QL.
EA A squidel & AT (squid.conf)OlA A0 AFE

IT
2 0HZ2el 2018 4G #36ial) & M 28 €82 O
=S = . 2eo1?

@ cache_memory 4096 MB @ memory_size 4096 MB
® cache_mem 4096 MB @ max_mem_size 4096 MB

NISS S& FA=x0 Cist & = HESIA H= A27?

@ NIS Z2I0|HES2 &at NHZEE A2l DBM dI0|
BHlolAN MEE HEES =0

® =d0l12 M= ©Xl NIS CIOIEHHIO0IAS 2AIRES 2

0 AL
@ NIS HIoIEHIoIAER
DBM LS QHOll RUCH.
@ GtL2l NIS “Z0ilel"S RIEGHH Sl NIS B BF AL

sg & Al

ASCIIGIOIEHHIOIAZ FH &5E

A

NISS 0id T2 SHA It SRot0 &4 =0l
AO0I0F Bl Z2I3S S & o 20107
@ ypswitch ® ypbind

® ypmatch @ yppoll

DHCP AH &FI2(dhcpd.conf)el L8 20ICt iS4 Y

= goe 2e?

optionrouters 192,168,0,200;
optiondomain-name-servers 192, 168.0.1:
range 192,168.0.1 192, 168.0 55
default-lease-time 21600:
max-lease-time 86400:

@ HOIEQIOl M= 192.168.0.10|Ct.
@ DHCP ZZI0IHENNH &Y= |IP= 6AI2H01 XILISH A

SN 2T 420l NSH2Z 24AI2H0HK ALSE
= ACH
® DHCP 2cH0IHEDL QEGHA 2L0tE IPE Yol ==
ZICH Al2t2 BAIZEOICH
IH& BAl

@ DHCP Zei0IHENA g2& IP= 2F0 U
201 XL A& W &0

elsA0WA AIE2DZE arp(addressresolutionprotocol) &
0o SHE0 Uit 4 = S8l H2?

b
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93.

94,

95.

96.

97.

@ -a : HAINl U=s S = RE SAEE LY

@ -v: SHQ 22 2B0HS

@ -i: S HAIN U=s SHst SAEN st MAC =4
o 2SS M4

@ -n : 32bit2 = IP, & EO0l(resolving)E otXl &1 IP
2 B3

DHCPZ2¢cI0IHE= DHCPAH Ol A= 5t IP, HOIEHA
0l Z2,DNSEE SS ¢0ls d&sS 8tC. MAC =40t
00:25:5C:C7:A3:C2, R&dl= IPE 192.168.1.1022 23
ot leasetime® 60X 2|1 SAE 0|28 ihd, EIY0I2
2 30x=ctn &XF5le M OS ()ord 2o s8g =
HUZE Lgst 227

dhepd ( G 192,168,1.10( © 00:25:
ECCTAICE] ® )30¢ @ J60( @ )

ihdeth0

® (1) -s (=) =1 (=) 0o (2) -l (=) -h

@ (1) -1 (=) =i (=) -t (=) - (=) -h

® (1) s () -l (=) -t (=) -l (2) -h

@ (1) -r (v) =i (=) =0 (2) -l (=) -h

AADEO Wl gl HARZE AW ALBSHE CVS AU

st 49 = g8l 027

® o3l I HEg 2eldi == Z=F0ICH

® CVSE 0|2 ZTRHEZ 4ol IR DEQ HIE
HEcz2 BO=Ch

B} BE ZAHEWAN S8HO2 HE 2A2IE SOZ2M I}
Aol ==20|L HAO et LEE XN £ AUCH

@ B GNU JEL 22 R ZZHENAN 20l AR
sICH,

CVSE 0|25l Z2HMEE L85l B Z2HE £+

HIUE =AMUZ UyYs A2

O ZZIE XI5 -> MNEA =I5 —> =Y =2 0+
-> ODRHE XY

® HEA XI5 > T2AE XI5 —> &Y 22 Ot
-> DRME XY
ol 22 O —> T2ME XI5 —> HEA XI5
-> ODREE XY

@ Z2™ME XI5 -> &g 32t 0t > ML =018
-> DTZHE XM

DOS(DenialofService)22 2 £ 0] 0t A27?
22 220 CHoHM 2 AIAEI0ICH Z200F CH2 01 LHE}

&l
=]

@ Z2ol folo|Lt BAKE FH6)| BEC
@ OI0IE DD, 81X, EXJts 200l SXel ZA0ICH
@ OH2 322 918 A® B2Aoz 018" 4 UL

Ct82 cooz
LIOICH. Ool® 3AZ &t

98.

99.

#include <stdio, b
void main{

char a.

while(1) a=malloc(100000%:
1

® A3 M=
® 02 Dz

I>

N2 T

@
@ Al

i H

> oy
2
uin
S

1
=}
S

H |H

Kl
Hu

ro

Os (el S0 ez oo

= 2EtE AZE0 A= &
HEF JSE HSEHh et AlA"2 58
FIOS2EM HHA HH 2 S8 AL
IEY0IZM ZEA MHY £3.215.21

S= =2atH =Ch

A

rno
N)

=
=

ooy

=
[

O HiAN SAE

@ A3 et

QI D 22 ZE=Y(PublicNetwork)2 0|=25101 A=H9
=1 Z,J|&ES 40| XD UE &

>

7|
o (S 1HIES allZSIHN 8269 HEQ QOS
o 2ois8 NEE = YN diFEsE 22 U8 = o=
AQoID1?
® ATM @ DMZ
@ NAT O VPN

100. iptablesE OI23l 01 192.168.0.120 A LS (INPUT)E =

mals 25 Wl ool |18 B2 Us & o AR
@ iptables =D INPUT -i 192.168.0.12 -t DROP

® iptables —A INPUT -s 192.168.0.12 —-j DROP

@ iptables =D INPUT -s 192.168.0.12 -m DROP

@ iptables —R INPUT —i 192.168.0.12 —j DROP

b
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HdAEME CBT?

S0l 2HEOl ot QHUWCZ ZME 210 UHsS22 MWEOHH
SO0A, Y T E, HENX HM3Bdt=

B2 Z AN AU A AHE6t= OMR E412 CBTE M3¢8
LICH
PC

112131456 ]7]18]9] 10
@00 Bvw el®e v w @ @
111213141516 17 |18]19] 20
@ ®@Ble|ele e w v G
2112212324 |25|26|27 28|29 | 30
® R ®|0v e o @ @
31/32133|34[35|36|37|38|39]| 40
@Rl v 3
41142 43441454647 148149] 50
@ @ ool e w e @
51|52 |53|54|55|56|57|58|59]| 60
@200l ® 6|le @
61|62 |63|64|65|66|67|68|69| 70
® P BB O e O @
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