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® umount —n /dev/sdc1

zZ HEE VIEEN SN2HE

CBT : www.comcbt.com



2|SAOIAE 15

© 20134 093 142 E7]| 7|

EZ2H O MXE2ME CBT : www.comcbt.com

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

LS “fdisk /dev/sdb® 228% command(m for help) =
.LLE /\_“:HOE EE‘;I 318(7

@ d: EI*F1 A K|

@1 A0M X Jtsst MEIE S5 20|

® g : e med 8%

@p: M DIEIE S AE &0l

ChE ps SE0I2 SE0 et 832z S8l A2?

@ -v: N2 & etz SHEO.

@ -l Oty 22E EHE SHEC
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56. OIS & 2ISAAAY 2NN LM S ofeiE 23 ZEZS0| =0t AFE0l 2EEBICEH
ZEE E0Iot)| |8 20g=z g2 A2? @ D2 NAC MAD EJ|5H0 AFSHSE A|2H0| T QB}CH.
© /var/log/bootlog @ /var/log/dmesg ® 012 ol OGI ATBES NEsHA SZAINY T2 A
22 NABE JIE2H 8XA2XE CBT © www.comcbt.com



2|SAOIAE 15

© 20134 093 142 E7]| 7|

== D

MXE2ME CBT : www.comcbt.com

64.

65.

66.

67.

68.

AJF 20| MEEXICH AU B2l Xol=s FEO0l
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Gs 21 & OHIIAl MBS &4 X =N2 g82 A
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Ab tar zaef httpd-2.2.4,tar gz
Lt configure
Ch make install

ch make

@ L-Jt-Ct-ct @ Jt-Ct-L}-2t

® J-Ut-et-Ct @ et-CH-J1-u

S & QEAA CIOIEHIOIALS cloldA HEol AY

2 8gl H2?

® MySQL : @EAA 20| AQ GPL 2t0|8AZ F32LE

222 AE0| Jtsottt.

@ PostgreSQL : BSD 2Ol AZ HIECH LEAA I
A2 2 SIAFSO0l JHE ol =04 8HC.

@ MariaDB : MySQLS J|Btez dtl= @EAA DBMSZ
GPL v2 2lO|&AE AIEEHCH.

@ CUBRID : 2 @A A DBMSZ AlHAEE GPL v2
2Ol A S, CIEHHIOIA 22 BSD 20l A HEMZS
ArZ StCt.
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& AFTP) & OHE TCPAP 2 Z=J8MH
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@ CGI(Common Gateway Interface)
@ AJP(Apache JServ Protocol)

(® SSL(Secure Sockets Layer)

@ SSH(Secure Shell)

n

ChS2MySQL SEEE ASELEZELZ SAN2?

fo

# Joonfigure —prefi=/mysgl —wittr-charsets euckr
- localstatedie /mysgl/data.

&X ClgEel= /mysqalOlCt
A= euckr st22 XI&StCH.
CIOIEHIOIA E2AHAS QXI= /mysql/data

® mysql2
@ mysql2
® mysal2
OICF.
@ mysalel &X
Z & XI&HC}.
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70.
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72.

MameMrtualHost 182 168,10,100:80
<drtuaHost 192, 168,10, 100:80:
serverAdmin admin@ibd, com
DocumentRoot fustdocalfapache/htdocs
aerverMame ihd, com
Serverdlias www, ihd, com
Errorlog logs/fhd, com-error_log
CustomlLog logs/ihd, com-access_log common
<MtualHost:

IS PS
=2 o

@ P40 192.168.10.10022 U JHASAE
Ct.

@ JIASAES ek HYEFAE www@ihd.com OILCH.

® JHASAES TR 0|28 ihd.com E=
www.ihd.comOlCt.

@ ihd.com 2| EHIOIXl A2A It
/usr/local/apache/htdocsOl Ct.
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g & UEHZEH 2= LH20IL EX2 22 A
H2| FAE #E =+ UH =0, C=EEC MHI
+8 zZelatd +8dlks 88 22ES0|CH

(1 AD(Active Directory)

@ LDAP(Lightweight Directory Access Protocol)
@ NIS(National Information System)

@ NDS(NetWare Directory Service)

LIS = SMB(Server Message Block)2 JIse=z2 g A
=27

@ clsA MEIACI2EHZ) FERAS 2R

@ A= TEIE(CIAEZ)S elsA2 B8

@ clsA9 ZEIES 2529 28

@ AR 2LHY 2lsA%0 B8

CtS /etc/smb/smb.conf HIQ QIZ e Ui &Ho=z
sgl 212?

@ user UM & 28t
Ct.

@ server : AFZ2XH HAEQ QISAIS 2 SMB ZZ2E2
= Aot MHE Saoll ™elstth

X
@ domain : AF2XH H&E9 olsgt
Helste gA0lCH

Ct

ESS B AHe E=382 €8 s80 e &%
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73.

74.

75.

=== global settings
SECUrty = User
share definitions ===

[public]
comment = public stuff
path = /public_share

writable = yes

write list = @staff
browseable = yes

valid users = testl test?

@ Z2C0IHENA testl, test2 AF2XI= public Ol2ts 2
S ClEHeof 828 = U

@ testl, test2 AF2Xt= public CIEEHZI0 2421, M0t
JbsolCt.

@ staff AF2X= public CIZE 20 421, AJ|JF Jisot
Ct.

@ dHIABCS B8 ClaE2el 820122 publicOlCh.

OS EII0AM d%ote Aoz L9 212?

El'—_)\ al oLl

I = 1O

12 HE AMAEHAM TCRAP UWE
YIS Edf mEAAED MHAE Z55 6l
METHL Sun MerosystemsHl M NIS(Netwark

Information Service)Th EHY HEE Z=2EZS=
RPC{Remote Procedure Call)2 0I26HH EM
at= MHIAO0ICH

(@ NFS(Network File System)

@ DNS(Doman Name Server)

@ CIFS(Common Internet File System)

@ FTP(File Transfer Protocol)

Ct8 & /etc/exports WY &N O 4oz g2 A

=y

@ root_squash : 22I0IHE
nobody AIEXZ O

ctOIHE

OlA E20t= root AFEXE

@ no_root_squash : 2
£ rootAMEXZ OHE

@ insecure : QIS X L2 MNAZ Iis

@ sync : S20IHED WYMIIE 22 & [|ATE HIS
JIEo2 Al

Ot = vsftp AHIA 243 IOl st 8422 S22

=29

@ ftpusers : vsftpd2 AIES oIEE AIEA HES S2
ole e

@ user_list : J|23te 2= vsftpdAtES HSHE AFE X A

dE S=o6t= 02 (userlist_deny= yes)
@ vsftpd.conf : vsftpdel A& A Ot
@ xferlog : ftp 2= TWoOZ 2 E J|=6l=s IHY

TCPAP EEMHAN HEMHZE HEAMH 2 JA
SHE 1 g2 [ AESSs Z2E20I0H

77.

78.

79.

80.

81.

» POP3(Post Office Protocol Version 3)

@ SMTP(Simple Mail Transfer Protocol)

® IMAP(Inter Mail Access Protocol)

@ SNMP(Simple Network Management Protocol)

=

= sendmail 2t&

00

cal-host-names : S &2 &= U= TAESS

: 58 IDE E0H2E HLS 6 AMEUHAH A
t2 0l Ct.

s HILAHO
AX0| M&EC= THOICH

sendmail.cf : sendmaill Oidz & WAZ m
dHelllg SHEZE3MYEES MEH MEE M 03
o 0l Ct.

e ong
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g2cte A8 & MO CHE

® @ © ©Mnho

4ct
P

ol ('U

rir fir

Os 2219 (25 ) Heez

o
rIr 1
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}EP POP3 2 Aot ZHEGHH =H
P 25 M ZTAESHHZ 20 MHA
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1 MDA(Mail Delivery Agent)

(@ DRAC(Dynamic Relay Authorization Control)
® FQDN(Full Qualified Domain Name)

@ MTA(Mail Transfer Agent)

ChES 2010l st 8&g9c=z 2oz 2i2?
MHMH =%t HE2 S SCHHEHM 2E LS
g0 HEE Gl == HE =4 Z=2EE=E 110H
ZEE METIHH, EE& = ZE HAME
H&aHH MH| A S0
® POP3 @ IMAP
® Outlook @ Procmail
& 2010l Cist &g9c=z a2 2i2?

SZaAAM MIAL
JPY & SEE §ls HEOIEEOdoes © &
HOPhil Zimmer manni0l HESFSECHL HA
Smo J2E, HAAQAES, sHE0EE] =S4
'S8 MNAGHH TART HOMHH UMM A

22 BECE ER SICH

(M PGP(Pretty Good Privacy)

@ PEM(Privacy Enhanced Mail)

@ ESMTP(Extended SMTP)

@ IMAP(Interactive Mail Access Protocol)
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2o100 THet 28e=2 2%
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82.

83.

84.

85.

86.

EHEWRSE FE IHA=2ZSH AHG=
HH 0122 RJE METH U222 THAN
=22 EH FE M2 Hinull) d0EDEA
zHHol EJlot=s 218 AETHL

(® SLD(Second Level Domain)

@ TLD(Top Level Domain)

® FQON(Fully Qualified Domain Name)
@ NIC(Network Information Center)

CtS = DNS zone 32 HREQ Loz &l A2
(1 SOA : zonel HMEFECOZ BIEA H B HDER
NEEH0oF &

@ A:SAE 0|20 HE2dt= IPF=A
® PTR : IPF=A0 Sl SAE 018
@ MX : & zoneS HEOl= WY MH =4

S & HYANH H2 24 23 RELEIZ S8 HE?
® host @ nslookup
® dig @ rndc
Ct2 = DNS MHe &F=z g8 A=2?
® F Ul MH X Ul M
® S2AE WY MY @ MHA MH
S22 U2AY & oo Ho g5 d¥8o0=z S8l 427
@ [N S0A nsihd or ke, rootihd, or ke,
2013111900 Serial
10800 ; Refresh
3600 . Retry
3600000 . Expire
43200 s Mnimum
i
@ Serial : zone W0l HHE Al2tE2 HAlote 88 g4
@ Refresh : & UWLAHA BEXHLAHZ2S HE S)|s)
£ st Al2t2 XNH
@ Retry : = UQNHY I SII58 AWoAS O O
2 AMEE ol Uolot= Al2t

@ Expire @ = UWLAMBOAN CE U MHZ CIOIEHI &
EoAS I COIHE &8 MNBU 20t 225 =
A2t

G0l €& cl=sA Jtadet Jls2 %2 H2?

ABE AlAEL J|HMR] 2= A FIMAEES AYEE 7
22 CPU 7hast 7189 Q129] 4T 2 AMD-VE
JHte 2 SESICL QEMUOIEHS CPU I S&I0IE
S AE5HD. 4ECIA 22 glsAL BE29 O
OIRS &5 OHEL T HAS 2TETH

@ VirtualBox
@ Vmware

@ KVM
® XEN

88.

89.

90.

91.

92.

29

® £J| TYHISD HIBXS0l MO0 SHA0 &0t

@ ZEH IISE0| =0 JRIT BT AXIBCL

@ CHYst DIDI2 SUI|2 AHE5Hs 2001 JHSEHH Al
S S& YT ASK IS PEY & UCH

@ Hg BRI OICI USK BN XS Te £+ Y
Ct

KVM Jtatst HHI2Cl 8% 2 RS #AMOICH (25 ) o

ol eore Ae?

# wurm ingtall kv kmod- ke
# service { @ ) stant

F oo
@ (7) libvirtd (=) virt-manager
@ () virt—-manager (-) libvirtd
® (7) kvmd (-) kvm-manager
@ () kvm-manager (-) kvmd

CS EJI0A 2ol AW Jials s28Ho2 a2 2
27

FWhGIEF2 SHOIHHIOIA 2242 MY JrEsE &
EMSR SPICE Z2EZ 1} YDEMMirtual Desktop
Server managerniE AFE4HH 2Ktk £F-H0ICH
(M vSphere @ RHEV
® Xen Server @ Window Server Hyper-V

IS & &Itats DI Btats D28 258 XN&6t=
L2M02 Yot2 a7

™ Xen ® VirtualBox

® KVM @ OpenVzZ

Ct& = xinetd.conf Y 40 s oz E2l A=2?
Cps = &0 10

instances = &0

per_source = 10

max_load =2

O E02E B4 5001 10X SO Y AMHIA &4

3tAIZICH
@ sSAlo =

=
® SY SAERRE NH Ba4
5t 2

®
x
T
2
Q

AF2AL 8 E2tRAE DIS5HH RS AEE
M #A6l =2 58 2zhl =) =
Ch O MHZ Hel= HA MHE )
2=t 8 ADIEE HA MHH AETH = ChA
AREARE O AHDIEH 255 823HS M A
AMHMH HEE IHES EHELL
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93.

94.

95.

96.

97.

@ VNC
@ Proxy

@ NTP
@ DHCP

=1

=

S 2719 dhepd.conf &80l st &¥e=z

um

A27?

subnet 192,168,0,0 netmask 255,255, 255,0 {
option routers 192,168.,0,1;
option subnet-mask 255,255,255,
option doman-name “ibd, or,kr
option domain—-name-servers 192,168,1.1:
range dynamic—bootp 192, 168,0,128 192 168,0, 254:
default-lease-time 21600:
max-lease— time 43200

1

(D DHCP Zz2i0|¢E
192.168.0.10ILC}.

@ DHCP 2e2t0ltE0 &XF &= DNS
OICH.

@ SHQZ g8 P Fa
192.168.0.2540I Ct.

@ |2 g9 AlZr& 21600%0ICH

| 88 &= HOIERNO Fas

A=
=as

192.168.1.1

2 192.168.0.0 ~

=t 24515

@ NTP
@ SMPP

CtE VNC 280 Het £

@ vnc AHE HEHGH| fiM= HATE 22 (GNOME,
KDE)OI RI&EE=S &XISH0F L.

454 0FEH AHEE
otJl ol 2HUA 59008 ZEE

oz sol

@ vncpasswds X &

® AL =2 5l
QEGHOF SHCH.

@ root HEZ 0t

ro

vnc AFE0| JtsolCh.
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98.

99.

100.

void main ()
{
while(1) fork(1}:
3
E=
void maing)
{
fork();
maini);
i
@ OA3 W21 @ HXRel Nz
@ 2 ZZAHA =000 @ ZZ2AHA 2tED]
CIS2 iptablesE 0I&ot0d hacker.co.kilAl S0 2= &
gl MHIARE 26l &FHOICH (25 ) ol E0Z U=S
2 o 2427
# iptables -& INPUT { 3 ) hacker.cokr -p
tcp £ @ ) 23 -j DROP
® (1) -s (v) ——dport @ (m) -d (v) ——dport
® (1) -s () —-sport @ () -d (v) —-sport
Cte 2010 et 8&¥oz 2482 H2?
JE AETY OHEN HESHEH? 222 ol 2
TH Slgl QDTS DIEA AS2EHA0 22
AERE JEF= Z0ICH AFEERDE SHLEHLE
22t HHHE SHGHEH ENTE MEE =
20 A8 E57F E0I5ICH
@ 1DS @ VPN
® DMZ @ Sniffer
Ct2 2200 Uit d¥e=z gats A=2?
O/= MSA(Mational Security AgencyiH A JHES
Hor zgJ#HCE JE dlsA Z#EHM TIEY
YA root HELS = 22 AILBIO] 2L
= HHEE E=EEN ®E) SHE0E B2 A0
Hor Ha HAHLIE0ICH
@ iptables @ Kernel Dump
® Secure OS @ SELinux
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