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elsA HE 22.28HE smurf 3 2XE A
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1.10l

cte A2 ALE6tD A S

@ ifconfig eth0 192.168.1.1 activate
@ ifconfig eth0 192.168.1.1 deactivate
@ ifconfig eth0 192.168.1.1 up

@ ifconfig eth0 192.168.1.1 down
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@ /etc/inetd.conf
@ /etc/ld.so.conf

@ /etc/fstab
@ /etc/profile
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off ic
COHAE Jlsg %= JIs0l UL =

Jl st HFo=z SHIE A=2?

@ echo "1"
>/proc/sys/net/ipv4/icmp_echo_broadcast_ignore

ol JIss

@ echo "1" >/proc/sys/net/ipv4/icmp_echo_ignore_all

@ echo "1"
>/proc/sys/net/ipv4/icmp_echo_ignore_broadcasts

@ echo "1" >/proc/sys/net/ipv4/icmp_ignore_broadcasts
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? (MHSl IP= 192.168.1.1 OIC}.)
@ http://192.168.1.1/

@ http://192.168.1.1/linuxuser/

@ http://192.168.1.1/-linuxuser/
@ http://192.168.1.1/~linuxuser/
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22 0l=HA dHAS ot ZRIF UYL 012 L2246t

AWM LESHED (12 IS HESHE 2Ol
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(O DES Password System

(@ RSA Password System

® MD5 Password System

@ Shadow Password System

SHAIZIO B SHEH HHS 2#GIDR & O H=
Bl=As OF CI2ER| ot9l0 Age 2420l 221 A3
EZ IXIAIHOFHEI?

@ /var/cron/cron.hourly
@ /etc/rc3.d

@ /etc/cron.hourly
@ /etc/cron/cron.hourly

WU-FTP ABHUIA S& ASXe FTP 2001S
Jl fIoHA £Fol0FE Me=?

@ ftpcount @ ftpwho
@ hosts.deny @ ftpusers

SAIAID

netstat —an W= A|AECO Zgl
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31337 ZEJ} 2lsA AU 22 USS HOIoIJALCH o™
ITZNADJL O] 31337 ZEE €1 /UsXl &QIGHHAH HH
HAES 0|2oHO0F =17

@ fuser @ nmblookup

@ inetd @ ps

HHE™ AIAEIO messages IS L20ICH 209

=40 Z2xd A2?

Aug 27 04:02:01 linux syslogd 1,3-3: restart,
Aug 28 19:15:29 linux login: FALED LOGIN 1
FROM 211,39,62,& FOR |, User not known to the
undetlying authentication module

&ug 28 19:15:35 linux ParMipwdb[191861: {login)
session opened for user gozila by {uid=0)

Aug 28 1911560 linux r2[19200]: [gozila]
firewall txt /ZMODEM: 5358 Bytes, 3431 BPS

Aug 28 20:11:02 linux Pamlpwdb[192807:
authentication failure; bomb{uid=500) -> root for
sU service

Aug 28 2001113 linux PAM pwdb[19282]: (su)
session opened for user root by
batmaniuid=500)

Aug 28 20:43:10 linux PAM_pwdb[19282]: {su)
session closed for user root

&ug 29 156610 linux PAM_pwdb[20642]: check
pass: user unknown

Aug 29 1565611 linux login[20642]1: FAILED
LOGIM 1 FROM s210-219-171-189 thrunet, ne kr
FOR guest, User not known to the underlving
authentication module
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' . . == <= pop = = x| 1!
ingt addr:192,168,1,254 Boast:192,168,1,255 =0/ smip.hitel.net OIS M JF & BH=Cf,
Mask:255.255, ® MYS YSI pop3 MK S0l gtow

2550 smtp.hitel.net HIL MBIl LAl HEECH
UP BROADCAST RUNNING MULTICAST @ HYLS 2L pop3 ML MBS smtp.hitel.net B A H
MTU:1500 Metric: = 25} M2 2oz HUS 2L
R packets:B2860 errors:3 dropped:0 overruns:0
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carrier:5334 == U230 20 {E ofior HIZ2HS S0l 201 & =
[e]] i
collisions: 3746 txgueuelen:100 MU=
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lo Link encaplocal Loophack ® Jete/ dmee | o Suip We= muom
inet addr:127.0.0,1 Mask:255,0,0,0 oy enET nmmanT e == = e
UP LOOPBACK RUNNING MTL:3324 Metric:1 @ /etc/shadowIt2 9l linuxmanS SR ZES Moz
R packetsi 172 errorsi0 dropped:0 overruns:0 0=},
frame:0 ® /etc_/passwdm%gl linuxman?l CIAHEmW ZEE "lI'2e
T packets:172 errors:0 dropped:0 overruns:D £ ML
catrier:0 @ rootZ Z Q50 passwd linuxman @822 HILWHS
collisions:0 txgueuelen:0 S frEd
ppp0 Link encap:Point-to-Point Protocol 28. Windows 2000 Sever0ilAl XI®1aH= PPTP (Point to Point
inet addr:E]D.H].]?E.BB P_t—P:E]].Bg.dg.EE Tunne”ng Protoco|)(}|| |:H8|' A goz XI—EE| A7
Mask: 255,265, @ PPTP 8IS &4=Z X|KEHC
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frarme:0 29. Ct2 = Windows 2000 AHOIA ZAMEMES dEStD DI
22 U2 o= 229
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carrier:0 1 Administrators (@ Security operators
colisions:0 txqueuslen:O ® backup operators @ audit operators
@ ppp= 2 W IP Fa= 210.111.175.88 OICH 30. Windows 98 ClientOil Al ZIEE0IZ0| testsrv 21D SX &
@ ppp= &2 W IP =A= 211.39.49.25 O|C}. HUA= Windows 2000 MEHL c:wwinnt SH W & 25t 2 At
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@ MEIS ClAEe|0f et HAANE @ 2 BHIEZ THE 3249 SO
@ 2 16 HIEZ 4= 79 S0
32. Media Access Control Z2& 21} Logical Link Control &= 2t 7HIE2 2AMS 1609 CF
222 OS5I 7HS & @ Bl HEW S0t @ THES maE 16k 2o
©1AS @2 AS 41. C}S = IGRP(Interior Gateway Routing Protocol)2l 2
® 3 HE @ 4 A= 0l otdl 242?
B ) ® Heldly 2Ry Z2ES
O ZEJ|ge AQF 0l RUCH.
(@ Media Access Control Address J|gto| A2 Z @ UIESA Al0IQ cIRE S 2EG N &2H
@ IP =AD|BHo] A2[H @ HOMNE ZZ2EE2 HEZ HIE2 0|88 etk
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42. Broadcast and Multicastel 52 0 Uist &¥ez 2
34. SEEUAN 2 ABXIS0 22 FTPH I2E Masts A ze =27
WS 9O Sth, 22 FTPOl Login2 019 tel, Hteds @ unicast — HIAIXIDF 299 SAEWAN 2 SAEZ
ot oo (S & € ¥ XZES ZHE olior at=ot? ST s galg LsHh
® 23 @ 21 @ broadcast — BIAIXIJI Y29l SAENA UERIAS
@ 20 @ o5 2= SAEN M&ET = gAlsS LUEHCE.
@ multicast — HIAIXID} 290 SAENA UWERIA &2
35. TCP= 2 &3 UEUHAN 3-way handshakmg JlgE 0l S8 SAE(Croup)lll B&EE SASE LE
S0t 2 AE I SAEQ HZS 2J|8 °*Eh Us S @ broadcast — HIAIXIDF HERT 4o RE SAERR
SAE [ SAE HZS I8 I A= IH3I2? B 229 SAEN &L= &as LS
@ SYN @ RST
@ FIN @ URG 43. Ot8 = T33HNAM2 HIOIH MEEE=?
@ 45Mbps @ 128Kbps
36. C}S = TCP/IP Sequence Number(=AME )t Al2H0 H] ® 1.544Mbps @ 65.8Mbps
diotd Sotote I HMHME?
@ HP-UX @ Linux 2.2 44, SE 0 Nl JHXl J1s0] OtLl 2427
@ MS Windows @ AIX @ W22 E H(packet filtering)
/ @ NAT(Network Address Translation)
37. TCP/IP Z2EZ2Z2 0|&dl 2c0IHEI MAHe SHEZE . .
M2 5D B O MU S EES oD X oCHH ® VPN(Virtual Private Network)
SH IH3!9 TEHIEN EX HIEEZE dFst £ B2 H2 @ 22 (logging)
& 2 gl2s EXGHH =0 U2 = 220U EI MBo
SefAX Z= LEO Oist =0 ol MBI BUHE S | 45 0182 & Ladd HAFHS LOt2E AHH SFIt ofl
S22l BEHIE LHK0| SHIZ A7 He9
@ SYN @ ACK @ SAINT @ MSCAN
® FIN @ RST ® 1SS @ Squid
38. IPv4 TH2!9 SlICH0l DFBIEDI 1 2 &0 TI0UesE 10000
HIOIE2l UDP 2! MTUIt 15002z 3TN Ues Ul | 471 . B0t
EXI0 =8 AL2HUA MLEI[S M LrEo=2 o4
Cle 2IRHY BtE2? 46. DoS (Denial of Service) 2 JHE HelJot & 2127
@ 2= MTU IJI12 WIS U2 & M6 ® CHel M2al2 SHEX MBHZ S50 MHIASE 20ts
@ WS WEEBC oHil sh= &+
Al HOHE F= @9
SEC 2= SX0| Se SE0| 220 =
@ 2eH Ol SEAM, WF20 B2AEL @ MHIA JIEQ ZEN =3 HAMXE 2oz 20
39. TCP/IP Z2&E= OlZdHA M2 Z22H0IAHEDI Sl MUI=E iSOl of= 27
. u == 0 = HE = - _ - o sl sio
st [}, Netstat gaoq; Ol=al SO HEAEZ solst A @ AUAEZQAUS A0l EHHSIE FSol=s Y
QUCH ZSCOIMES MBIt S SHIZ2H AZEHN SA=
Ol AL netstat O2 AEHZ HOIGIAS T T HAIKES | 47. ISE S5101 WebAHIAES 66 5 .asp 2EJ} A2 AE
Bolgh & QesIt? Kol 2ot AADTEIN RKEC= HIAJF LAGHRCH JI=2
O =| 5 St St Ll 22
@ SYN_PCVD @ ESTABLISHED S8 Holor 2 Al=0l Ot
® &2 ItY(global.asa S)2 HOIHES HY E2 WL+
® CLOSE_WAIT @ CONNECTED 2 =510l YT RREHO HESE JsHS AIIEC
40. TCPS| header® 3RA&2? ® aspQJ HetE ARG 200
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@ CWWINNTWSystem32Winetsrvittasp.dlltil HE EHU=
.aspE MAHSHCH

for $rp in fproc/sys/netfpvd /fconf f~4p _filter
do

@ .asp)t XS CIHELIQ TILA Read Hst2 M A
StCt, echo "1" > $rp
done
48. O3 & 32HIE IPFAE 48HIE 0IHY =42 HEG=E
TzEZE2? 1 2 gol=o ZTE EHE Jlss 435 &
@ ARP @ RARP @ 2 @I 1P THE IS BAS B
® IGMP @ ICMP @ 2t MIIE2 ARP Spoofing %Xl JISS 2435 &)
@ 2 It=2l IP Spoofing &Kl JlsS 43 St
49. HIH 281 Z2R(Buffer Overflow) HE2S2 Sgl 2127
AEHOl UXMIER AAEZQ B E(exploit code)E & 54. Ipchains Z2 &2 0|E0iAM 192.168.1.1 21 80 &H ZE
otl) o =289l 28 Ol=dl2(return address) 2 Sole IH2I0| OfY 248 2F HE5HD A2 M input
£ 9 AE=ZQ DE(exploit code)lt /XIS 22 =E Mool ol HaAa=s OIKEHA E=6H0E BH=D1?
L @ ipchains —-A input —j DENY -d ! 192.168.1.1 80
oz 2xd9 5t 2AAZ 5 oF ol = . . ) ]
® Eﬂﬂ;@mf” SOl Tiet SANS oAl &0rA 201t @ ipchains —A input —j DENY -d 192.168.1.1 | 80
o T s .
ASTIF root! setuiddl 22l SEIZ=2240 Ho o @ ipchains —A input -j DENY -s | 192.168.1.1 80
AZ29 Z=(exploit code)E 0l rooto AstE &S @ ipchains —A input —j DENY -s 192.168.1.1 | 80
& £ L.
@ main T2} sub T2 Ol ZM2ANH QY setuid=S 55. Nmap2l & = A2 OSE 20ti=s s&27?
OIZot0 &Hot= WEO0l EMEtl. @ [root@icaga binl#./nmap —O www.target.com
_ _ @ [root@icga binl#./nmap -1 www.target.com
50. IS MBIAMAM SIHDEX LIEHS FH SOl O 227 . .
_ @ [root@icqa binl#./nmap —-sS www.target.com
@ %aa %ee (KIEE URL S0l %aa S JI2d&ez A , .
AADC 2F) @ [root@icqga bin]#./nmap -Os www.target.com
@ Unicode Bug (RUR2EE 0l20l0 & AHIA A9 =
ClaEa L} To X—I:jl,g) B 56. AIAE AMO0lA Rootkite] S&0| Ot 227
B SO S |,o SIEFl= st ASHS)H
@ wir Bug(global.asa22 S& 22 URLO +wtrg A SgRC AS LA sSots Kgs e,
ZEOZAN HE0| Q= CHEESIL MLAN H2Its) @ AAEAMNAM BUXC EXME2 XRAFE FE2 48t
@ :$DATA(asp 22 BO0IX 2= D0 =$datas =0f3 &
N AADE RF) @ HaXol mzOaiyed SBO0|XS LW 2o=ol IE
Jb LHE S O QUCH
51. C}2 & SSL (Secure Socket Layer)2 JHZE0| Ot 227 @ XII=HE Soll Aale EME SIIHAM T2 A28
@ IZAIN S2AHOINES Nbi= BES0 HOIHS ¢S UE 858 A2
Stold| foll HIYL2IE WESHL delBz2 S3EHeE
2SS TIHUNA EH Y = &S 57. TCPdumpcl=e T2 032 0|2l 192.168.1.1 SAEZ
=] . 1= 5
@ 2A0IAEES HHUN BHA ASHE 27540 K R 08 ] 1D OlstE SR s Jhs s =Rk e
o HIZLIIE 0I88t Y53 UACZ HOIHE 2S3tot ‘ = =
o d&6tE82 ALIEO 2UXIIF Jis @ tcpdump src host 192.168.1.10 dst host 192.168.1.1
S| @SIE XS] S0l RSALE BXANHAHES= @ tcpdump src host 192.168.1.1 dst host 192.168.1.10
2 JEE 0I8cti AEXE ASE + AUS. @ tcpdump src host 192.168.1.1 and dst host
@ MD5LF SHAZS DIIAIXI CHOIMIAE 22152 SalA 192.168.1.10
E;HH Hlfj()il Eﬂ?;* ‘:rafyl‘}o%ljé = I HE0 A @ tcpdump src host 192.168.1.10 and dst host
2 2 HS 4Xg = US. 192.168.1.1
52. (1S oHI2E AHIA 0180l e =26 918 Q49 58. 08 U8 & UREZY =291 1 JIs0l %= 2oz |
AéE—iOIEP Heldl o 2127 O{Zl A9
@ BIOIRHZ — AIAEIN AIZXID}F IESS 22 & S2It
1 ¢Z(session)g EEXl= A 1, Trpwire -A|ABAD|) T S3E 2 A
@ oY 3= - A5IF 2l tHeldlel ¥ mes 20t L, COPS - 8 OM'YSMH HE CRC A
b ¥SE WTRID FEE AoiUE 2 c. Tiger - BHA AAHID HOLZH ZMEHS
@ 2 ALE - HHIel IoIEIF WE/KAE SHE O AJEE
PN O 12 o= 2
IOIES 2td 201 ==2JtJF O OIOIEHE = A = Crack - 5|2 [|AYC SHE
@ R 015 - AIAH0| HIolX %2 A2XE dgst
MNEXZ EAldt= A ™7 @ 7=
@ = | = @ = = | =
53. HLHE 2.2. lM T2 YEQ Adste? n A
59. s WEe B2 2 AIMe S&st 2)|s0 CHol &Y
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60.

St Z40ICH o® Jls8 2ot UsI?
2HEcZ Hob 2 M JIER RAE ELGEH
O 2ratsh 21219 ARXDF BEE ASAS B2
AREI[} QE HOF A A2 HIEA 0 72
S(lag file)d JIECIHOF EH10F K5 0] JESE=
HWFIH 2ETIHOE ST

D ABX Alg = ox

@ LA L AN DS

® LRE/AAX 2 =X

@ FLEX

DDoS(Distrivuted Denial of Service)2 &l ZZ 10|
ot 227

@ Trinoo ® TFN

(@ Stacheldraft @ Teardrop

HAE2HE CBT PC H&E : www.comcbt.com
HXEZHE CBT 248Y H& : m.comcbt.com
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DODM, oF LE, &N HBss 2 JESH S T
27202 AN AE0IMN ABSIE OMR A9 CBTS M2
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