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o eg 00 BE EE e R s fied ® LEEHUS BN LEHOZ 5D HAW0 ¥ SN Bt
2(Worm) : KJ| AAREZ A6t T2 0|0, et @ SHIHHHIE ol A3 &XotD] & WEIHE 2t
MOz SHE 21 2H2 o NUMES 51K L=Ch LH SETHE WISt
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@ =29(Spoof) : @ T27240| OX NAFQI AEH2
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OIOIEl 253 HEZ(DES)0 HE £¥O2 P A7 @ 8 AMHIAZ S5 512 S=A 312 D2E 95 32
@ DESQl 2or2 ets3 2nelsel HYL UK YLk SSI8 AE e B= IS
@ DESSl 2or2 =0IF HAIKNE L33i5H=0l AlgEs © =228 dX HANSS A% 28 24 A
32 HlYLA QUCH @ & MHIA AX 312 SEA SHAS ol HE S=
@ DESE 0|23 %53 Jg] 23 YD2SS H LI @ So2 wX 22 N9 ARIISE 02510 A A
=2 )& 3| ¢535letD O HeHOoll A &K 2T
@ 24SsLE HSHZUAN 22 2310 AIREICH
s . 29X
S35 HAHUSO K 8% = sgl 027 et =
SANPE : PKCS.7,PEM E= PGP 11. Kerberos2 20 4% = =2 21427
A% 212|5 : RSA = DSA 1 AS : Authentication Server
SA =0 2ANIE : MD2, MD5 E£= SHA @ KDC : Kerbers 91Z2 =&5t= OI0IEl AIE
Mgt 2% : RSA, In—-band, Out-band, D—H Kerberos ® TGT : Tickets /=0l oA Ol = Ticket
@ Ticket : 0152 E%st= 3|
. 20O| 4T QAN &5 %s AS?
OPIEEE @ 2z4 12. TS = RBH0| Q= AFZO0IL} ROHO CHEt DAZo| o
@ axa @ ol=A 0] LQEH A|AEIS?
(1 Distributed @ Stand-Alone
CAXFA e B0t JI=2| 0| Ot 21?7 ® Centralized @ Individual
OREES] @ o=
2 = 2o HME R=61D| 98 DAAS0| ofu 229 @ /dev/kmemdt CIE CIHIOIA OOl 21D|1/M012 A3
® RYDo| S2UH AT 2o @ oz 22 s Fx€ ==8 M3
@ M3 ZEa ® RE AEZXQ .cshre, .profile, .login 2t .rhost It &
B SAE ot =
@ HAE Hxo @ EAFA Austine OH8HS] Clyde HooverOll SloH JH &=
e s 14, 2lSA0AM AtEote 20 T2l npasswd0il CHEH &
CAABIZIRITIOLN AFRXIS OIES 5 AFRXF ID LAl 510] OfLl 227
Folst =O| OfLl 227 '
@ EABO HAYSAE THE & UCH
M AAE0 Q) AlE 2 & s SUS AIRX DS 22 - T - '
SHOF BHCH. @ /dev/kmemt CHE CIBIOIA WSl g{J|/MI1E M3
@ AT DY HAYES & B oI5S o= DB 2 © o= BAA=E M &+ AC
SEH0F BHCH. @ BAE 0|2, 3AE HE S2 M3 2= ATt
@ UFHIIZ S0l HE AIRXS QXAs BHLAO0 AR
X IDE BPES HAISCH 15. Windows 2000 SO0l 2712 & [f 0|25 = Xt ofdl
@ NAH SIE5s N30 2= BICAl MAIGHD Hat Re?
StCt. @ WinLogon @ TAM
@ LSA @ SAM
02 = SHE HI0IZIAR JIARAN =50 01X 2
el @e 2HE Sl 2EI8S [0S SHE Bolet | 4p sy pscin U ZRMAS BoiFE YW SH =2
£2l BEE = MO Brolel el e HMAZ ZB5Hs BZ0I0F SH2H B0 A7
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20.

21.

22.

@™ ps, halt @ ps, Kill
® ps, cut @ ps, grep

.8 IHel sItE ClHioIA0 e IPE E36ts Jls2 R
doletd ot=ot?
@ Multi IP @ IP Multi Setting
@ IP Aliasing @ IP Masqguerade

. 2SS4 Root M2 A4S E AdHHAM 2ISAUHAM S TH
RootZ 21018 & % clsAE MAX of

A= AEHOICE.
A 210 2sA2 Root # CtAl 213901 & = A= &
=Y

O et M2 2018t £ Jetc/securetty WY HOl X &
&l Rootll &S E AU A Root2 ZQISHC.
@ LILOEZZENA [d0IEY] single2 28 =
passwdBH O 2 Rootl 2SE HIFELH.
@ 28 Mz 2190 5t0f su EHEE 0lEstCh.
@ 28t K2 219! 8 = passwd Root HE= WHAM
Root2l &S E HtFCH.
CelsA9 UHESRD MHIAN 2BE EFE ol £¥THY
27
@ /etc/inetd.conf @ /etc/fstab
@ /etc/ld.so.conf @ /etc/profile
CtES2 DNS Zone 22l SOA dIZEWSO0ICEH. SOA dI=2
c 9 LHR‘é 23 5 o =XgtS el O 5 SEM
22l Refresh gto d&E RA0IDH?
@ |W S04 localhost, rootlocalhost,
1997022700 : Serial
28800 : Refresh
14400 : Retry
3600000 : Expire
86400 3 . Minimum
@ Primary M2} Secondary AEHII SJ13t otH &= Dl

2tO[Ct.

@ Zone W&0| CtZ DNS MBS Cache QtUIA &0t S
J12+0ICF.

@ Zone WE0| CH2 DNS AH CtUIA Refresh & 21240l
Ct.

@ Zone WE0| Zone IS 210
Refresh &= J12t0ICH.

U= MY LHUIA XS

cHESH 2lsA 6.001 &XI= AIAEUNA RPM Y2 2=
A 6.0 CD-ROM 2H0l EXHRJU= Apache “EJ%% o=
& AIOIEE 2906l UL Linuxuser 2t LB AFZ XHDF.
DI Ela'EEI o}—rl()ﬂ public_html Olct= Ela'ial
OFE 1 XFDJ| JHCl EHOIXIE tEAE=d, 0 SHOIXIof
’é’;ﬁk&# = EE}QJHOHA-I URLZS O{ZEH Loliot ot=

? (MBQ IP= 192.168.1.1 0IC}.)
@ http://192.168.1.1/
@ http://192.168.1.1/linuxuser/
@ http://192.168.1.1/-linuxuser/

@ http://192.168.1.1/~linuxuser/
NFS MH UM Export & ClHECI=E SC0IHENM &
Ot27| ®ol AIEote 2EE&?

23.

24.

25.

26.

27.

28.

29.

30.

@ Mount (@ Showexports

® Showmount @ Export

&bt Ol=S 2=s20 X6t JtsSotRE I Sele Z2E
S 2o ugs 227

1 UDP 137,139 @ TCP 137,139

® TCP 80,25 @ UDP 80,25

cIsANH SEE MEXNS & S AISX2 Teltet 210!
Ot SXIAI2ASH o2 ZXaloF at=Xl D2AI2.

01[3 =)
@ Telnet ZEE 2t=C4.
@ /etc/hosts.deny M2

e
o
g
it}
o
O

1

@ @4 z0s &4NX ol AlEel &S falseZ diECh.
@ /etc/passwd IILS SUHA USRS » TAIZ HE

Ck.
netstat —an ¥ OZ A|AHO Hel TEE Solst A
31337 LEDJ} 2lsA &0 22 USS =OIGHIUCH o™
ITZNADJE O 31337 ZEE Z1 U=l 0I5t H o™
HHAS 0|20k ot=ot
@ fuser @ nmblookup
® inetd @ ps

WindowsNTH M www AMHIAN CHet 21020 JIS&
Cle&Ee |Xl=?

1 %SystemRoot%WTemp

@ %SystemRoot%WSystemWLogs

® %SystemRoot%WLogFiles

@ %SystemRoot%WSystem32WLogFiles

rr

Windows20002| 2= 2or2te|of 28 d%HoIct. QS ™

o Bot Y & HERE 2427

O HEE - A5 HY B2 =, Kerberos v.5 Z
ZES M S22 0|20l 2o &2A2E & %= UL

@ ZZH . ZAIEH, AIZEL HE Y, Bot g4 2
0|25t 2ot 228 & £ QUL

@ 3 I ™ 253 S HOIME, 205N 2F &

dXAEZ I M P2 MM =8 0|25l &

oF 2A2|E & £ QUCH

@ OIHE 21 : 88 Tz )8 2 AlAE O Eer 27
£ st 279 3|, 2 D2+, 22 gty I ol g A
AS g 2 S2 0|26t E2oF 2AelE & £ UL

CF2 2 WindowsNT2l NTFS I AIAEC] MU He o

I THg e £40ICH WindowsNT2l NTFS ZEOHO|

o £40] 0ot H2?

O MIHW) @ 3ot HA(P)

@ Alsi(X) @ MH(C)

Windows 20000l XI&dl= AFEA2S2 £ Z20l= =

CH & SXeID1?
® 14 2XE XJ56HH Windows NT2H =<

@ 128 WS 2Kl KK &HCEH.

® 255 ol 2Kl KK &HCEH.

@ 255 JHe| SXINHKl XI&otX|gt, 28 SE4£2XE K26t
Xl &=L
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@ od Hel Z2HIADL X3S AHESS ol ™Sttt @ 2 16HIEZ S 72 =
@ 010 T2 Z=2HIAJL AFEot Ues XS AI=E6iei @ 2 THIEZ A 16002 2O
SHCt.
@ F ZZMAI =AUzE XS AISEHT 38. TCP= ¢HZ &FMUEHUWAM 3-Way Handshaking 2182 Ol
o = o 2ol SAE U iﬁEEJ HZ =2 xJ|gtett O3 & &
SOh Olare] TRAAD ATl AFBSID s o
@ naell st N sl Aset AE Of BAE o1ZE Z)HE B ABHE H27
@ SYN @ RST
@ FIN @ URG
3= : UERK3
312 BB ST LT HOHES TS U= BE= 39. EP_% & TCP/IP Sequence Number(z=AHS)IF AlZ2HN ]
HEE RHIZA E2 DEEZ GZE 2 LSO} SA0 O dIstol Sotsh= EBRM=T
Ol HEE == U H=0, #EE HERIT SEE 37 @ HP-UX @ Linux 2.2
otk 21 2 SEWH #E S22 BEWM & = U= Ul @ MS Windows @ AIX
E9/3 FYI=?
@ Switching Hub @ Router 40. HEENA S AFRXIS0l A2 FTPO KNHB2 Ma5ts
3 Brouter @ Gateway WS 90X sCh AR FTPW Login2 ol86td, NHads
oF otoefH O3 & 2 H ZEE ZHE oioF ot=t?
32. LANOIIAl AtEdte HS0AM &2 gaoz dBtEoz (| @ 23 @ 21
H4(Ethernet) OletD 2l A2 ® 20 @ 25
@ Token Ring @ Token Bus
® CSMA/CD @ Slotted Ring 41. Syn Flooding AttackOll ChEt CHHIE I8 2oz JtE &
Qe 27
33. QY 2tRE T2 EZ0| 0t AH=2? @ Backlog Queue AJIXE
® RIP @ OSPF @ TOIIR0IAM Syn Packetlll CHEt HREALH
® BGP @ PPP ® OS A0lA Syn PacketOll CHet HEALH
@ OS Detection € & % == WIoloig &3
34. OIS EII19 22 JIs2 0S|I 7HE = ok HSHA HE
==t 42. FODI UIERIA0 8t #YO2 82 HS?
FEHECode CONVERSION), CIOIE{S @ oflef IZE sioh = O oldel g A
&5t Data encryption), EAE 2FE={Teut @ ¢ durs Algotl2 A0S 2H0I 2dotd X
. - o HIEXI s
compression), |ty HUS  ===2 ® ol 22 COIE WSS s SA0 ASE +
. Tl A I - S = \_oe 0 =} T M
{Mirtual terminal protocol), MR M =2 Ct
-
E&(Flle transfer protncol @ 100Mbps H&B2 915 Category 5 HOIZS AL S
(@ Data Link Layer @ Network Layer L
@ Presentation Layer @ Transport Layer 43 ATMOIl CH3H €02 2o 29
35. (12 TCP/IP mReD() 2E H0/C S A7 © NEBIDL H5iE A&BS 22 + U 2
@ OI0IE &z YAlg AAls T2E22M TCP2 UDP @ Automatic Transfer Mode&l 2tXtOICH.
It XJ{HOHJ. ® S84, HIt2, UOolEe S42 SA =8 & 2 giCt.
@ TCPe oA &s = SEIE2 0|20, UDPE Hl ¢ @ 100Mbps = Ol&S S £EE LiEHeE HZ MUlA
s MEHEE 0|2 M AL OICH.
@ TCP2 UDPE 25 HTTPE X2 &tCh o o 2o EmoTle ool
@ IP= TCPLI UDPEEIS HIOIEE OlE o2 2o 3 44. CtS & Fast Ethernetel =2 EEZ X A2
Il flgt ZRE2Z 2 4 UL @ BUS &4 @ STAR &4
(@ CASCADE &t4l @ TRI ghal
36. S CIEHYONAM AIEot= IP R2EKRE2 IPV40ICH 4Lt
HEdlAsl HMetd, Disdel &M Hl 284 S 2HME | 45 018 & & II2Y JIsS MIBdle oY Z2E=22?
XD AN XA P2 IPveIE &2 21 QULCH IPveeE
% HIEO OiCalA BCE JAD U= © SNMP ® RIP
@ 32 HIE @ 64 HIE ©® SMB @ OSPF
® 128 HIE @ 256 HIE
| 4TS : 2ot
37. TCP2 Header 2427
® 2t soHles aaE sHe SOl 46. ChS BIZH [ ])0l S012 S92 01527
@ 2 6HIEZ RAE 3249 &0
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AMEII 248 TZAENHM EsaHH ftpldl telnet 0 S22 gHE0 MEAEDY A MEE i
MHIAE D22 22, HOHz EESRIA = k= Z10ICH 2IRE HOIES &42AIZ1AHLE R
HEHE HEZICH O0IE HO0H= WESILEHH = dHEaE AIFIHLE JEE E1IDIE1§ L&A D
M MR HEXHZ MEEEH JdHlz == MEM HEZZ & == & U 714 g2gie =
Ch &. H3A= AEE QOEL IfA8EE 2 01FH & 4 SUCH
AEs = bk [ I= #A=Z22 @ Buffer Overfl @ Packet Sniff
. t Sni
2 ML= HOIH2 Trple DES. IDEAL} ASAZ 5 “tir vertiow b Dagg nier
- _ _ it 0.
oEsfEte 2 M MIRS WEY3 [Rzacas root
H HOHE HFEHt 53. (+2 = @518 M8 YAl Otdl HE?
@ SSL (Secure Socket Layer) ) Gateway Filtering Firewall
@ Nessus (@ Packet Filtering Firewall
@ Host Sentry ® Application Gateway Firewall
@ SSH (Secure Shell) @ Hybrid Firewall
47. [+ = UEYAS Sot= OO B3 vn sag | 54 208 SH01@ 23K
& e Hot 27 @ SIHol IPp THIMEES &LtQ HIOIEC!E.:”O_' AHE B
(I COPS (Computer Oracle &Password System) Ol S Ulas ZREN 2UWE o SREF 2= <
WOl EPYQHEZ 5HLIO HIOIHI®OR SXls IH
@ Host Sentry A SEol WM BS= 2ol
® Hunt @ MBS Bl Y= SX MHAS M2 ZE2 [
@ Nessus SXE Y50 ME5H MHHO A HIHIF SHA
MHIJF 220 BHXIH 2FE= 224010
48. C}S PGP (Pretty Good Privacy)0lAl XMZdl= Jlst At ® MH2 SMTP AMHIA ZEZ 29 HYLS sl &2
2 %5 YNE0| HRE A2? LHOT AMBHOF 2212 XM2I6HK RotH S0 AlAES
@ DIAIXI JIZA - IDEA, CAST, Triple—DES SR WX ot= =010
TS — _ @ Z2A HAS HIBEN SLX A2 ZHEIDIN &t
& ERME - RSA, SHA-T, MDS HEEQ IPFAS NFE HALUSE WEYT 4o
® 9= - 7P X*au ATEN WA 5 IS 22 AEHSO
@ MW S84 - MIME SIS Al BUH 202 CHA 2EEHM 21X
E’JS ool TS HMe2lotHl 6t01 AIAEIS St b
49. OSLt 4 S8 TS HUoHA MAl AlBAS el o= S=0Itk
s [ A= QBE M AL ASEH =20l L
S 2 2 U= SHIES MY ZEEO mﬂu SX2 | 55. Snortdh ALMOI MolE IHEID YXots 2R Fote S3
A2 IAANO ZEH WR IBE BO 2 s of ME0| OtLl 227
g 220let ots=ot? @ EXHOIHN e 2D
@ E& Z0 (Trap Door) @ EXMOIEHN e 22
@ Hl S714 22 (Asynchronous Attacks) @ SHOOIEN et DA
© 7 M8 (Super Zapping) @ SHEOIE THat X
@ 4tetol J1¥(Salami Techniques)
56. QIS AIAEQl KerberosOfl CHol &%= &HHs 2127
50. t& & &=% JIY (Cryptography)l E7= S&l X=27? @ MITSl Athena TRHEQA LS Q15 AIAEOICH
@ DESSH RSA @ Kerberos= AI2Xtel 2701 & 7 A2 YE I
@ 290t HE (Security Kernel) =S9oll =Ch.
@ 22 I| A2 (Public Key System) @ AXIJF *=2ottse &0l UL
@ CIXE MY (Digital Signature) @ Rlogin, Mail, NFS S0l CtotH 2ot JIs8 M35t
QUCH,
51. 02 = 20| 2HIZ 2A429
@ IP Spoofing - IP CIOIE 1S &= 57. glr%OE il(?Secure Electronic Transaction)0fl CHst &9H
iffing - 2ol LgS Mx o . i
@ IP Sniffing — 1P CIOIE @82 U @ MasterCardAlSl SEPPS VisaAtel STTS| Zatel & Eo|
@ IP Spoofing - IP HIOIE{ Q&0 =AZ #X Ch
@ IP Sniffing - IP OIOIE &S S @ RSA Date Security AtS] 2&J|&S J|gIo2 s T2
E20|C},
52. Lhs= OH o2l Z&0l st 23et? @ HAIXIS 253, MUSHAM, CIXNEME SO IS0l
QULCH.
@ Hl 2| LEE ARSI0 HHHS HRH =C).
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59.

60.

=
EEES

x

g 20 BRE £y o

%
[
o
o
@
10

[root@icga A4 cat fetc/hosts deny

ALL: ALL

[root@icga A4 cat fetc/hosts allow

in,telnetd: LOCAL icoa,or kr

inftpd:LOCALicga,or, ke200,200,200,0,/255, 255, 265.0
in fingerd: LOCAL icga,or kr

A BH=E ZAEMN O MHH B2 2750t

B. telnet2 2 Local?} icga.orkr BHO| B2 M6
Ch

C, fip£ Localdt icga.orkr 200, 200,200,043 E=AE
2 EZME 32 JHSTlE

O, Finger2 LOCALY} icgaorke BHO] B2 JFSot
Ck.

@ A, C
@ A, C, D

® A. B
® A, B, C

grate ol Nl JHRl D101 ot 2427
O IH2EEH 2l (Packet Filtering)

@ NAT(Network Address Translation)
® VPN(Virtual Private Network)

@ 22 (Logging)

DDOS(Distrivuted Denial of Service)2 L& T2 0|
ot 2E?

® Trinoo @ TFN

@ Stacheldraft @ Teardrop
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