HSHA 2 MHIAE MBdH| |8t IPsecH A KIS
Sot HHIADL Ot A2?

@ S MHIA

nr =

MBIA

EUEHINMEY| 25 © 20024 10 20 27| 7|&=2H D HXHZ2HIE CBT : www.comcbt.com
| 12 3EEsHE | fis s
@ ZEEAS B4 UG 2% T2 RO ST
L OS = Z225 BE HI A B S 2e .
N S, c HE HEU AR SO ES AN B2y anavia mee dzamol o 212
@ & MHIAE S8 312 S2A sla 22E 943 39 = © aasel ® e
o2 HE M HE2 JIS ® Hem2RS @ HIAE
@ SRS X HAIXES M B 44 AL
® @ AHBIA QN0 SR SEA Esas Jje 3p 55 | 10 HEL ZON HEE8 808 9322 88 XS
_ _ HEOI2IA(Virus) : O T2 I20ILF AlAEIN 220 &
Sojz WX e X MEICE 0150 WX A © uroleivirus)
O =D Sa o BT aEvES Ossio Ak A 25101 2510 BE2S 01 IIX LHD 4SS D1
=N = 5Ho1 =Ch,
BB SA 2CNE|o 2HA HY Ao J|E02 EXUX @ %(WOI’m) _X|‘j| AAZE %AP%PE_ EEJ_&HO“:H' 2 ot
I ae 318,']' se = = X Moz SHE 22 [EZ o DUBSS otN =0
= o Talsle EZ0| S0HTrojan Horse) : (i &IE &t 6t
BHEOLROl S, WD BN EYAS MiHsls WS ® ! ; 3]
v e o EAd i oot HEE 252 RXGHH RE(Code) EEIR 12 T27)
O A2 EHH HIZ WS, Z2SE At At WS 2ol LHEN =EHCY.
@ Hlder=el 4 W= 23, daol IR0 Bots HE @ ==2(Spoof) : O T2I0| OHXl HAXQ AEE
@ o|%E So| QUE TX, BAW 22 S9 U= SNEE WM LT SYLE 2L
. H0Io| ATH QAN HEHK = AS?
g .- o T
D lei » oo | 20t : 2AHA
© =& @ ol=A 1. 2I=4A root RN LASE AHHAAN 2IS20M M
root 2 21012 & £ Q= AEHOICH 2lsAS WAXG
X 21 2=AQ root RMZ CHAl 20184 s wy

27

@ eted2 20! 2l
&l root & S E AN A root 2 2 10QISHC

~
D
—_
(@]
~
(%]
D
(@]
c
=
D
=+

<

IOIEl 2& o= - ) L
® HoIH ® LLOZETE0A [A0122] single? SE8 =
MIEAS NEHS BRI Sis MUANY o U passwdBH e O 2 root o XS E HIECH
. o (A} S= =0 e & I=N=1 [=] _ —
ol olul 2e? " " ® YBRHEZ 2ILIGH0A su FYS 0IBSLL
@ Zol QI=)|2o NN J|=, JZHREZ 0= 209 @ LR MZ 201 8 = passwd root EES LA
X SOl BE AR oot = $28 BHECL
ol= o] O sSad o I D5t st
2 GISHS g3, 2 A, AW 2E A 12. netstat —an PHOT ANAHS PR EES Stoist 2
® Bi=al 2iST1=el NA JIE, elsafER S2f M 31337 ZEDJI 2l5A M0 22 USS &eI5HACH ofE
o QAME T2 KA Ol 31337 ZEE ¥ YK =Hol g £ Y=
@ MX NG MAI|o 22| SO o AP0 otM Y AIZ age?
=2 =256t g ArE ® fuser @ nmblookup
- - @ inetd @ ps
. 91E MHIAZ HZ5tJ| I8 23| 215 M (Public—key
ifi B UK Y2 Uge? _ o
Certificate) | 22501 X @& U 13. CH2= Server Operators S0 &8 AIXI} 288 2
@ It X9l 012 s A2
@ Dt RSl BIMY ASI(2M3I) ® Mo mUD DE ZRE XIS & UCH
® ASMel 2RIt © ASXE JS0IA ZII6IHL ARIE 2 UCH
(4] thH;,'IPBI FRUSEHS, HF =4, IS 59 HYF ® N 2SS HFEIL HME 2 QUL
- @ Nl ClATE Zos 4= QUCH
02 QXX = 20 0| AYEOR =2 X X .
é7 s AB0l S } 14. T+8 & SSlI(Server-side Includes)2 JIS0l Ot A2?
@ a2 Dox ® 2N 221 Has B UM AlZtS BB
® 2o 2N @ A HIET ® coiS aBAIZ =t AL
® I10/0{2 (FireWall) 150l UCH
. HE E5E 98 2EHAS 25 &H HEZ HeJt ¢ @ TH0I0{ 2 (FireWall) J150] 8iCH.
g9
ATEIAS B4 UBO2 5tD EHYL0l B SH B 15, TCP ZE = 25 ¥ ZEJ} 5t= LHIEQl HAsre?
0 2EBHAS 34 28 D B0l B SH st
@ SHHHIZ 2Ach A8DI12 SX6tD 8 WRHS st ® TELNET @ FTP
LI &= LHASHCH ® SMTP @ SNMP
@ SY20| 2o+ X2 51D 2Al FH2 S FO0F2H Al
22 NABE JIE2H 8XA2XE CBT © www.comcbt.com



EAEHOIMET 25

© 20024 103 202 27| 7|&2H O

MXE2HME CBT : www.comcbt.com

20.

21.

22.

23.

HS & Windows 20000IA AtEX HAECS SHC2 &3
g4 Qe 820 0t H=2?
O 2232 A2t HMst
@ 202 & £ U= FEH Hst
® AFE oI M
O =02 & £ A=s TEH IP =4
. Windows 2000 &Ml 212 &M 0I85= EXJt Okl
A7
™ WinLogon O TAM
@ LSA @ SAM
AR AAAN JA0AH 202 HMetoll ZeCX 2= A
2?
@ Al2t Hist @ IAAHOA Hst
® HE Hst @ ZCI0|HE Hist
. 2SA0AM AI2ols 2o T2l npasswd 0Ol tiet &
20l OtLl 2427
@ ZASO HARE 202 ZFE £ UL
® /dev/kmemit CHE CIHIOIA MWHS| ADI/MIIE MIAE
= UCH
@ Cte=st MAREE Mol ¢ 2= UCH
@ SAE 0|8, 3AE 8 S2 MIag £ Ut
NTFSQS =& Jls & &0 S& A=27
@ It S2HAHE F=H5H| [l b-tree LIRERZ HES
MNEBHC
@ AMH ZelXF ACLE 0lE0t0 S=IF O I 0E oH Al
As £ QX S2 SHE = ULCH
@ M= A3 DA A3 20 ol CIole 2ot
S xest
O - A2X2 SULRE, 128 2XNHKS 21 IIY 0IES
K& stch
A NE 2lsSA AHUO 232! of Y= MED A2
HME S &4 U= perl 2AJEBEE =0 chat.pl 0l2t=
me2 MEGI}UCH otXIe H&EA 2H R0 AAE &
OlAl &1 AIRE0| QF 0] ATJBE IYS A 5HAl
ot ACH OlE mY HOIAE HAGHOF |/Icte 208 &
S UAU=I?
@ 701 @ 777
® 755 @ 705
HE Mo &t 2EJF —rwxr——w- OICH OIS €Y =
g8l 2A2?
D ARXsE 4D s, M) HEH Ald HAsts =0
@ sgst Q80 =8 ASXs )| ASES =0
@ 02 2E AMEXE M) HEt 0t8 2=
@ S2st 050 =8t AIEsXe A8 Asts =0
CtS0l £H6t= HIOIHAE?

24.

25.

26.

27.

28.

- B2 QEA MH A2 FH2FES 0IE0HH =
= 222, M2 EMHE dlZd=AZ 0I5
gHH AIAEMH TEHE &= 20ICH

- &5 HHIZ 4L 2AHE LIES SAHH 22
AlZI= 2100 OllEl HEZIH &5t T

==Lk

@ VBS/VBSWG.X @ I-Worm/Naked

® Win32/Sircam.worm @ Code_Red

S = 2IsA9 SE30|gt & £ = A2?

O e RERIEIS BE

@ TCP/IP JIEte] HIERZA sS4 K&

® ZELE M2IIE AT EL 2 AA

@ COs A EX 29HH

2F A EXIS JHE F 2 210901 AlIZtE JI25te 2O0HY

27

@ cron (@ messages

® netconf @ lastlog

cISA0AN HUXSAIAH SFHUA, AL oo SAE
OlAd 210.119.227.2262 2 telnet 52 2= A2 &Y

6tJ] 218t SHIE iptables HEHE=?

@ /sbin/iptables —A INPUT —i eth0 —s 0/0 —d
210.119.227.226 —-p tcp ——dport telnet —j drop

@ /sbin/iptables —A OUTPUT -i eth0 -s 0/0 —-d
210.119.227.226 —-p tcp ——dport telnet —j drop

@ /sbin/iptables —A INPUT —i eth0 —s 0/0 —d
210.119.227.226 —p tcp ——dport telnet —j accept

@ /sbin/iptables —A OUTPUT -i eth0 -s 0/0 -d
210.119.227.226 —-p tcp ——dport telnet —j accept

Windows 2000 MHOIA ZESt=01 st €20l Okl A

=7
@ 2ot OIHES BER:=

3 22, dE ME,
ANAE OlflE, B3

=

WM HAIA MO, HE 2el, A
ClaiEel MHIA, 202 OJHE,
B, Z2ANA HE SOICH

@ 20t OIHMIEE 10| /ot 2 At EME HFHGI0 *
Jb AH oE NS ASR=EXNE ZLEHE Y = UL
2ot OIHEN JISd= 2= OIHED} =aHE A2t
2, OIBIES £aist AFEX}, OIBIEDL Sast AA
OlIESl H SO0ICH.

@ GIOIEHIOIA T2 30ILE MAHY T2 080 22
SE ZZ280 2ol MHE OIHESE 25 EgetCh

Windows NT 29t A EAIAE(Security Sub—System)2l J|
SE2 BN A2?

O ANEX QIS - ALEX SO0l THE ZA & 21 15 -
OIZ22l g9 Highte E2SHl

@ AR 91E - SHR0 EMots A ME - ARt
b Aze XA et 82 SH

@ AR ¢1E - SHelo EMots HHS ME - AlAE
29 NE

@ AR 1E - THelol EMots WA ME - CAE
clel AHE dets €38

b

|

AN2S JIESE2H 8 X2HE CBT : www.comebt.com



OIEUIEHOINMET| 25 © 20024 102 20 E7| 7|=2H D M2 RIE CBT : www.comcbt.com
® Z2<Z(application) — E & (presentation) - Ml & (session)
29. OIIIX| AIAHOI CHOtOl &= &S A7 - UIE< A (network)
® ZI1U FYEYA HEo 2IYMHNAN S&ots & AHU @ ZE(application) — WE A(network) — A& (session)
Cth. - H & (presentation)
@ 2 E20¥0IB2 AA HEHZ2 BHEED|E ot CF
sk A|AE BN NESIETE A Jiss HEHZ b 36. S2 &2 HE T 9HO M0IE 220610 A48t A
Z LYD& St E0Z, Hos st ASo/=2Se LYY a2 MSS
@ hitp.conf= & HHE I8t 82 23 DUZH, NHl~ FE &% IS0l S0 U= HE27
Etel, LE WS, AISX 18, A8 22X dXH @ dIolEe& 3 A= (Datalink Layer)
FA, A 2EE X &¥ol=s CE&E2, ol 201 JIS = ;
2 MY Z2 S2 ZEEC g S:i f';;?e_s(sh'lon Laiei) |
_ ER = t
@ SF MANA 2 NHIF AR AR 182 UE o etworic Layer
e 83 =00 Useret Group 'root' 2 & &l O @ =3 S(Presentation Layer)
StCt.
37. S8 AHHlAQ TZ2EZ A0l HIE2AH BXNAHXKX 22 A
30. BN $¥MEE= WSS HYS SAGs B0 =? 27
® jobs @ kil @ HXOIY AMHIA: SMTP, POP3, IMAP
O A X ARP Z2ES
@ mMYAS: FTP
| WS : LIEKT
31. QEHY IPv4 FAE class, netid, hostid 2222 R4go | 38 U8 Z2ES 3 RB0I UE Z2ES87
UCH ™ 203.249.114.28 2t= CIHY HAE 4 IP =2 @ ICMP(Internet Control Message Protocol)
= oL SA0N £6=01?
@ IP(Internet Protocol)
=2 A = A
© S~ A @ 24~ B (® ARP(Address Resolution Protocol)
= A =2 A
® 22~ C @ 24~ 0 @ TCP(Transmission Control Protocol)
DRES0A, 2 S, 9F D58 < -
B ol B iine maoie e oao - O | 39, Pva 9IEM BT ZO0I(HLinternet Header Length) BE
=7 = T ET TreE M AEST 0| 5 22 JIE Z2, s8R HI0IE &7
— 1T ol
O I-Zae ® 5 @ 10
— 1T ol
® S-=d3 ® 15 ® 20
@ u-Z4
@ SNRM(Set Normal Response Mode) 40. JIAalS E2IFANIC F=A)E 21 ULt =2 =P =
A)E P2E= LAT Qe SAEE 8t Z2EZ2MH, A
33. IEEE 802.3 OIC{Y! EZ0 U8t 1S &3 = 8X %= A dol P =22 222 SAE0H @3 HAIXE 22232
29 g85t0, 0|9 BHE LN Y=s ABIF S HAIXW P F
_ A8 fEd F= TZ2EE2?
M 10Base5e R2 H0IE2 0IE5HH, STt N _
10Mbps, MM E 200/9t 500 m OIC} @ ARP(Address Resolution Protocol)
@ 0l'2 CSMA/CD(Carrier Sense Multiple Access @ RARP(Reverse Address Resolution Protocol)
with Carrier Detection) Ol2t= OHMl HAIA BIEHS Al @ ICMP(Internet Control Message Protocol)
=235}
Bett. @ IGMP(Internet Group Management Protocol)
O ZHYUAMN =EX =A(Destination Address)2t AKX
o (Sourge Addiess)= 1P FAS DIEJMIE = 4. HEYD B2ARU ASLED} P TRESRQ| SF 028 F
—Jh =emE A 2otl, SAER9 T2 JIs4S Z A {8 ICMP O
@ 10Baseb, 10Base?2, 10Base-T, 1Baseb, 12l AKX BREs?
100Base_T &2 E=Z& S0I ULk @ Parameter Problem
34, =2| 12 SO M0l(low-to-high transition)2, =2| 08 @ Timestamp Request/Response
2%HES HO0l(high—to-low transition)2 E&5l= 255 4 ® Echo Request/Response
ya2? @ Destination Unreachable
@ Manchester 25 @ X2 MWHAH B3
® NRZ-| 85 @ HOB# 235 42, TCP &l Z2=9 WIgO0| oty H2?
@ TTL(Tme To Live)
35. OSI(Open System Integolrjngctlogz 7731% IZ0AM HS @ YAK ZEHS
5 48 X Hst 2T . )
g”klj(l | PB;HEH HI/‘;( : = ) @ =2 AJI(Window Size)
S&(application) — Ml&(session) — E & (presentation - =
~ & (transport) @ A A2 ZE=(Checksum)
= 2(application) - & ion) - A& (sessi - —_
(2] _oo(appllcahon) (presentation) - Ml&(session) | ,q o4oMol 24 A (6AKbpS)SS TEED, S0}

& Z(transport)

&

AN2S JIESE2H 8 X2HE CBT : www.comebt.com



OlIEUIHOINMET| 25 © 20024 10& 20 Z7| Z|==2H O &TF2HIE CBT : www.comcbt.com

1.544Mbps QI H S 2iel(Line)2 SAQ1D1? D F 282219 JI4d MdlA
@ E1 O Tl @ Z20/HEQ}F MB2t9 &5 2E AHIA
@ E2 @ T2 ® WeE= HAIXS 224 ABIA
A M0 8ot st 2ol 2RAEIA
44. ISDN(Integrated Service Digital Network)2l &% = &2
a4 X227 51. SSL(Secure Socket Layer)_J H4Y = ARE A2?
N I L1t~ carer Service), &l @ SSLE £ JHSl 28 HBA0I0 QHFE CIOIES D8
R =" g s ZE2 wot ZEe=0I0.
® WERNI & Sx= 53'10“— Ufm sos £1|01 @ ssLe 2& H=(Application Layen)2t d& HS
st NT1ZH, 0S| 29| S 12 AS 3ntxl erae (Transport Laver) AHOIOI ZTHEHCH
Jls2 #+ddot= NT22 S JtAl SFIt UL '
= 33 - ® SSL2 S EAI0lA(Handshake) T2 &2, Change
® éRI(Easm Rate Inte_rfic;)cx ingé B(64Kbps) H< ot Cipher Spec Z2&Z, Alert Z2&32, 12l dZ2E
otLEel D( 6KbDS) TH dl F. T2E=22 22" £ QI
Interface)ol _gﬁ_‘lz_: =0|eraAl 9| %o 1.544MbDS 0] = %p_éil_ f @%:’E Atol :EE XloHEI|_’/|.. &=
Ct.
) L _ 52. IPSec2 I8t 2ot HH (Security Association)Jt Z &6t
45, EDEI(EtC))e; Distributed Data Interface) Ol CHot] 22 & MPEHHIH;P ol 2129 ( Y ) °
-T = D2EZ2 QC(HY, EMARE
® 100Mops 2 GIOIEl SEE NS0 &5 WHs 2 b IPsec ( S
S <S0|C}. @ Q= LNes, 2 I, &Y S99 AH 2 HE
@ Ux 2} O|X 2O 0= Yoz RHEC} ® &35 2es, &39I, =8 52 esp 2H FE
® LE= 0|5 Z=2(DAS:Double Attachment Station)t O LMK P =AY 2RI IP =4
Sl o 24 2 (SAS:Single Attachment Station)22 A&
Ct. 53. IPSec ZZE 20 5t &2 &Hst A=27?
@ X HAA 2EES CSMA/CD OlCH. @ UIESZA HSQ IP HSUHA 22t AHIAS MB35
flst 2ot T2 EZ0|LC.
‘ A  Sor @ IP AZZ(Sspoofing)OlLt IP ALIE(Sniffing)S 2 XIE
1 : 8o % ACH
46. Bl=A0 S=E ABNE B s H ABXe TELNET 221 ® o5, =24 01, JI2<, MBS XS Al
0IBH ZXIAII24B OfF LHOo2 =XIsH0F 5H=It? £ Mzt
@ telnet TEZ orr} ® 5| 2l= $5°02 3|8 YHots +S2H(Manual) B
@ /etc/hosts.deny LS A SHC} OF =Merch.
@ LU2T0IS AN o= AMESl &S false 2 HBIECH | 54, zmlozTH HFirewall) AIAEIO OHEt 8 = EHRE A2?
@ /etc/passwd L2 SUHA LSREES +» ZAIZ HiE D) ZQUXCHA|AEHIS H29 AlEUS Q89 QlfHoze
Ct. B 25510 98 &X0IC
= . o @ ZUXCHAIAES RE2 I3 - ZEH(Packet
47. EHESEE ;IO:OﬁNI:A-L/j\P?I}PJ su Al JISE Zoid ol Filtering) 2tRE, S8 - d & (Application—Level) H Ol
E1& ZO0t0F ot=t E9/0/, D212 34 — ¥ (Circuit-Level) HOIESO]
@ /var/log/secure ® /var/log/message gt S01 QUCH.
@ /var/log/wtmp @ /var/log/lastlog O 34 - dE HOERO=E =2 LAXA SHI IP =
A9 SAXQ 2RI ZE WSS HIEOR2 IP HAS
48. 1Y 253 Yalo| SHOZ MUK ¥S A7 LEZE.
@ HMel =TIt wac. @ FYXEAIAG S AX= otL TH2! - E'HE' ct2H
Sio 9| s BIAIS A=Al £ 2= AQelE gAE(Sscreened Host) StLEo
@ RSAZ 22 J| L g4S MBS §ISB BAES LSl DI BOE AeHE DAt s
@ 219 we 2HIOF LS 0IZ - 25 HOIEZI0I(Dual-Homed Gateway) #X,
o = o = Jdelld stue HAA SAER S JHe 2! EEHE 2t
@ SSLab 2E 91 uE gAS MESEL SEZ REES ASEC - AW HOIEHO)
49 OS = M20| OIE ClEY Mo ueer (Screened—Subnet Gateway) #Z& SO0I|L}.
@ TCP Session Hijacking Attack 55. 2HeIEA20 A NIC(Network Interface Card) ItE
® Race Condition Attack Promiscuous 2EZ HF6IH XL Zgde E': °-I
@ SYN Flooding Attack S2M UE A2 328 JHEX)| Fg =5 gEe?
A | )\.u._u.l
@ IP Spoofing Attack 0 =Ug @ P %8
® TCP wrapper @ ipchain
50. SSL(Secure Socket Layer)OilA H3H= FE22S MHIA )
Jl ofuAE? 56. 23| ISAHO CHE 8 5 22X A2 2A2?
@ 223 eI=AHeE =AM 0IEY Z2IHIIE AdsstEOR
22 NABE JIE2H 8XA2XE CBT © www.comcbt.com



© 20024 103 202 27| 7|&2H O

MXE2HME CBT : www.comcbt.com

57.

58.

59.

60.

HAAGH0, = SN s 24 oEsSH2 A
SotJ| {8t diole ?=0IC}.

@ BII| AEAE 22lcte MAHIF SIHM3I IR E(PKI
Public-Key Infrastructure)0|C

@ 23| BN = s dHBs, =H 018, A
SHI|, LeiXt OIS, 23 MY L12E Ss2 E&st
Ct.

@ =2047] AEA=E &Y 2250 LY K572 S
H= AHEE0{0F StC.

O3 & 8AUMNZEEe =2 WE0l ot H2?

@ MRAEH2 MXSA0 CHet S XAl oist g2E X
FIE B&oGHI| fst "OlICt.

@ B3I CIEANE Ldlol= Belols)|2e XA, 0%%*
PER, B0 oSI|&9 PR, SeleESI & WA S
Of 28t WE2 Z&dtl UL
ISMO &z, CISMe &, AISA2 HX | =
= Z&otn UL

@ SN EES H610] 2ot B0l a=I(2 01200 Al
& oBI|ZUMN LHE ASAHE 0120t MY & Xt
ANEE 0] oz Eaets £ QL.

OIHY SFUA BLXHAIARS IS0 =2 &0

U= BX=?

O CH2H @ =HI

® EelAl @ ADSL 2¢!

Os & o2 ¢80l ot H=2?

@ DOS @ DDOS

@ Sniffing @ TCP iy

28 & /80| Ct2 2ot 2Ne|I&s2?

@ DES 21e2s

@ RSA 2128

® Rabin &s3t ¢els
@ Diffie-Hellamn 2 12I&

NMAE2HE CBT PC HAE : www.comcbt.com
NMAE2ME CBT Z2HIY HE : m.comcbt.com
JIE2N £ dldE UREE  : www.comcbt.com/xe

=

dXEHE CBT#?

S0l 2ME0l ot B ez 2HE 210 AS22 MEoHH
DO, QE S E, &K HMBste —‘?—E JIEENH &5 &
SI8eZ AN AIE0A ALZct= OMR €412l CBTE NS3&
LIEP

2} A
=

[

sk M3

o re
o

C H 2
u_/\ t2/5d s DFBI

Ct.

=Fd 2N N2 2 dNEME CBT

HA EOIEHMR

112]3]a4ls5]6]7[8]9]10
@ @ 0|l ® ®|® |0
1112113141516 [17][18]19]20
@00 @ ®|@|®
21 (222324252627 [28]29]30
D)@ @ @Ol 0|®| 1
31 [32[33[34|35[36|37[38[39]40
ORICREO RO ECRECRECRECER®;
414243444546 |47 484950
OO a | @ |®
51 525354 |55[56|57[58[59]60
@@ @0l e oO|®|®

2 AAS JIEE2M 8X2HE CBT @ www.comcbt.com


https://www.comcbt.com/
https://m.comcbt.com/
https://www.comcbt.com/xe

