OIE{UIEHOIMET| 22 © 20094 09& 27 Z7| Z|=Z=2H O &TF2HIE CBT : www.comcbt.com
| 12 : IEEsE | @ S Olale] T2 AMAIN A2 AHEI0l AF26tD U= Kt
2= J|Ctelct.
1 od Z= 180 et €822 X = A=? 9. IS = HEES 2@ Y0l 98 ol ¥X HMAE 2
D) EYEY ZR2OMS HE 21E DA 20| AIAEO = AUs A2?
B MM~ ABE HSo ot= =280l @ & NMHIAZS S8 312 S=Al 3|2 22IE 98t 58 S
@ =g ZEte UFE ZAH0| BELH 2L ATEY 0 o2 AHa ol Y JI=
€ Ihliots 221801 &8 =010 @ 2L X HAXRS MR B 28 AL
© E20 S0t Z2JBE NYHOE 78 Z2IBO2 @ @ AHIA MO BI1” SSA SHAS ol 2 S=
HOILF, 01240 AMEIAS A AKX YHL H22 i _
=S assle BCo) 20 9= meso|c @ So2 %X w2 N9 ABIISE 0/2510 AKX A
o=2 T o — 4 PV N W— = . X‘l DE:'
@ HIO|AS oM m2mo] =02, (12 T2 AU S 2
S BN, NUAS QO AU AAMS NE _ _
T o Al k- 10. IS = =w¥X0l 2240 O COIEN (8 2orS 27
T ML 5171 S5 QPG = JI=H0l 8ok HHIAZ 2K %S A
=9
°. mze= st 8Yo2 2 ¢S AUS?
IPSec ol Dher =2 | @ 7124 (Confidentiality)
® WESD HZQ IP HSHA 22 MHIAZ W25 o o .
s 2ot Z2e20/C @ 224 (ntegrity)
@ J124 Jl=2 AH(Authentication Header)ol ©I5t01 = @ = oIS (Non-Repudiation)
10, oI= MHlA = ESP(Encapsulating Security @ 2H A (Concealment)
Payload) O 23101 MIZEC}.
@ 2o+ A (Security Association)= AIZE 1= 2 25 p—
AT2E, ABE 25|, ¥D2lZ0 EX DC, J2|0 | oWe - SHH
3ol MY Z=)| S ZEEHC} - _ _ _
. B 11, OII}X OI2O2 AANHE SAGHDX & 0 BHEAl &6
@ I 2eleE ==S02 IIE UsE £=SUHIY IKE Z2 otele =22
E22 0|28 NSYH0| =M
@ httpd @ dhcpd
3. UESZ 2ot JHY 2Dt gts 227 ® webd @ mysald
2| 1l & gt 5
@ ® f 12. OS2 YO Z0IA HI2S0| HLAMAN BHEED YK
® JHel3| @ B3I £0I510] SIoh ALBBts 227
4 QIE{UAOA AAE S0t 2HE ZQ8 220/0H HoH0| ' domon @ cs
LS YEYT ER= UGG 0] SR Lot 2ol ® cp @ ps
OZM QUBREEO 2YNO MRS U= A|AHS?
- z CCHS CIEI2IONA AIAEI ARG E 25 28 T2
@ oz @ B0l 18. bs L=
= S| ol o9
. @ s S0l x50l Y= Re?
@ Jusr @ Jetc
5. MAF AAZHOl Hot0] EQAIED Us HAIHNA S8 Of @ /home @ /root
HE, SIS ALXOI OHEEH ANUE & & UATZ HE G
F= Qo m2E=S9 14. MBRZ 22Hol MEI2 23757 2Ash AIRTS FH0ol=?
@ SSL @ SET @ restart/mb @ format/mbr
@ PEM @ PGP @ out/mbr @ fdisk/mbr
6. DES 253t J|& Il (hEt 4oz 2 %S 2AS? 15. IS & MHIZ &x8 OS0ls )2 YAE S=ExES
N = o £HEI0{0F SHCH HAIOIEN M=ot SA X422 A
= 20N B 2 IE =0 =0 D ore
v o et olme B5IH D M 0= 222 +FH0F 5t
ADIEJIE SO 0|23} D He o 2 ozt 2
orS 5 2
© g2t W=t @ oZ A2 HE @ 2A
@ 3J| 2219 2 A0l ULH.
L sl mme 16. Linux AIAE 20l = [|ATC 22 0I5t YO
e [FEC =9
@ HEZ9 Eot KX @ F89 &5 @ cd @ df
®© 3= uR @ 3=a ad ® cp @ mount
8. Deadlock( X% &EH) Off 28t &Fo= JtE SHE 27 17. 02 'Y MEIM 28 S0A LU A3 02 SHLhs?
D e JHel TZ2AHIAD RO AI2S ol ZREHC. @ FAT16 @ FAT32
@ gm L2 T2 AAJL AIRSID Y= IS A6t 8 @ NTFS @ EXT?
@ F Z2AAI =AUZ UHHAS AFSEHTH 18. DHCP(Dynamic Host Configuration Protocol) AMBHOIA 0l
2 AAS JIEE2M 8X2HE CBT @ www.comcbt.com



© 20094 09& 27 E7| 7|&2H D

MXE2HME CBT : www.comcbt.com

2 Qe IP Address & & 2
Zelote IP E(Pool)OlA A2 S
!

F= HA2?
® =5 g4 @ s gd
Q@ =& gd @ s5 gg
19. Windows 2000 Serverfil A &2 222 118

I

RLIE 180= Das0f ALk
1902 2X wS A7

£ 80 d4= ool <
J
c

i
nj>~

amn
o2
e 0

o
Qn

€ R20HE M AE3dt= 180l
e 22 082 02 Mo

® © 24

[l

0z
2rn

FIF

Fob 31012 JHXl= 2 &O0ICh
Z2Z T 08
Operators, Server Operators 0| UCH.

@ =2 =28t HEZ
ol AtEE L

ron
£

©
=
034
[l

20. IS & AHBIOIA StF

3ol 827

21. Windows XPOHA—I (HEE %l}lE HIE Elé!()ﬂ SRAl
o

@® SHE @Z‘JP% @ =
@ ZIl 508 ¥2ts

22.
042401 ~—7

@ B ,$S/her/h|s/gc @
® :1,$s/his/her/g @

23.

C
>

2
>

d "ls —al' 0l 2otH =

Tl=
—

[SIN=RESYES
l_o-{)

ry
gﬂ
S
H
In

N
30 ne e o
(@}

® @O M
=
>

%%
|
o
02

=l
e
10
10
]
=4
e
0y
[l
=
A

24, HE 2 Stable Versionit Beta Version2 2

0l & BHH& Number2l XtO|&E=27?
@ Minor Number2 X+ %=
@ Major Number2| =z &4

@ Beta Version2 &ARX0l=
jI> E\_ I’.

@ Minor Number2| %2~

o=

rl

il

S
25,

@ netfs
@ named

sual Interface) FE N SN HIE
= OEGTXF g [ At=Z20loF & ¥ %1015

dE ASote AISNHEE X

ol BRXNOZ YRote

OlE2 IP Address& HEAIAH F=

Oﬂ/\-l DHCP A H Ot
b IP AddressE &

Xote RO
Ct.

1012 & XH &t

SHQ MOl Active DirectoryOll Al Jts ¢St

Print Operators, Account

rr

=5t

AMNEX =5

Mgt &

:1,$r/her/his/gc
:1,$r/his/her/g

0

22

B0
>
b2

e 4

Major Number 0l “="J|&

DNS

27.

28.

29.

30.

31.

32.

33.

34.

® wag ® :q!

@ :el @ 3

Linux AIAEIOIA THEIA =0F 2H- ol “Edit New Partition

el odef &0l tist 8¥oz X (22 2427

@ Type - oY IIEIECS Y AAES HE & QT

@ Growable — LIEIES S NI 492 Us O &XF
SIE A3 =22 XPOIJ} LA SICH AIE Jtsst 2

= s d0t=0h

® Mount Point — oS MEIAS
AMEE QXS ZFEHC

@ Size — RedHat Linux 9.0 &2l J|2 Size &= KB
Ol Ct.

O ClEEe g5ez

Mol MHE AlZ2tE2 BHESBHD| flol AFEdt= Linux 824
H=?
@ chown @ charp
@ touch ® chmod
Windows 2000 ServerOfl 4 WWW ABIAN CHet 2 M

0l JIE&= Oagel /AX=?

@ %SystemRoot%WTemp

@ %SystemRoot%WSystemWlogs

® %SystemRoot%WLogFiles

@ %SystemRoot%WSystem32WLogFiles

Linux AIAEIOIAL 8 JHSl Bi9LE0l 4] IP AddressE &
Hots Jls2?

@ Multi IP
® IP Aliasing

@ IP Multi Setting
@® IP Masquerade

| s

HE<S3

TD2E2 AGNAM JHE ot9 HE
@ TCP
@ UDP

0l &ots 227

AC =
==

@ Ol X @ =MHo

® &5H0o @ MO

08 £ IPv6 Z2ESBS| X &7

@ 32bit @ 64bit

@ 128bit @ 256bit

LSl 22 €= dots Z2E227
QRSN Est TAESE QARY Fa4H 2aM
SERAT 225D SHE SCHY WERZ =
48 MOF JHSTHCH

(® DHCP(Dynamic Host Configuration Protocol)
@ IP(Internet Protocol)

® RIP(Routing Information Protocol)

@ ARP(Address Resolution Protocol)

x| ANH&ES JIE=2H 8 AN2HE CBT @ www.comcebt.com



CIEUIEQIMET} 25 © 20094 098 272 Z7| Z|&E2H O M2 RIE CBT : www.comcbt.com
35. FODI(Fiber Distributed Data Interface)0l Uit 8HOZ £ | 43. QY cIRE Z2EEZ A Z2 A2
A Ee Xe? @ RIP @ OSPF
@ 100Mbps22l GIOIEl £5E a0 e il 24 ® BGP @ PPP
S0ICh.
@ 23 U 0I% B2 01F 822 FEL 44, MY LBHROZ Twisted-Pair CableS R0| AFEEHCH
@ LANZ LAN AFOl &2 ZEEQ ZEH AMOIE Z2ER Twisted—Pair Cable2 10l =2 JI& 2 0lR=?
Hol22 HEole 0F SAY 20T @ 280N 22 2A561| 91604
@ OHAMl HAA gei2 CSMA/CD 0l CH @ 2|Jh 20l6tH 821 26t
0ol Mo oI LEE AN 5D
36. TCP/IP Z2ER2 0|23 UEATANN =4 @ as 1A okt Ol
(Bottleneck)0l ZM3l= 0|92 JIE 2K %S A7 @ T=E S0IotA otJl *15t0d
@ Ct==2 St0IGUEI SAU SAEZ FH560 o C St
IOIEE &/+48 o 45. S& HI2ARIOf= 24501 HAE XG0T SARNH
B _ HdEE2 276l= ARQ(Automatic Repeat Request)E 01
@ Y 2N &ol9 sxoz e 2 WAs & 51 S0} ARQ MEO2 SX| U2 229
AEZ S BYE O o i
_ _ (1 Windowed Wait and Back ARQ
® HEKIN HE=E SAE = 2o HoES & M .
_ ) o _ @ Stop and Wait ARQ
@ SAEQ HAS Z2I0|ME MHUE Z&ole &t Al
A0 XTI AUS M ® Go Back N ARQ
@ Selective Repeat ARQ
37. T2 (Packet)l A= BEZ X &2 212°?
O EYX IP Address @ TCP Z2E=2 &8 A= Do
® &% diolE @® =X IP Address
46. netstat —an HHE O A|AHIO Zel LEE &QoIst 21}
38. WESD QAIHEOIA IHE= 0S| 7 Layer & 0 HE0| Al 31337 ZEJ} Linux &0l 4 UASS HelotALH 0 &
=X 5l=1? ZNAJE 0l 31337 ZEE 21 UKl =H2 & = Y=
EEE,
® 22 Hs @ G0l €3 A=
® HWEYT HE @ EMAZE H= W fuser ® nmblookup
® inetd @ Isof
39. MEY OtA30 CHst 4oz ZHIE Ae? 47, Wind 2000 S A XISBs Datadl AT Sa
_ . Windows erver kel atall dZH2 2&
@ DNS HIOIE{HIOIAS 22510 IP AddressE DNS2| 0 = S| ere oo
Z otJl st JIsul Hoth 2= A2
S AASHCH
_ _ g 25 DH31L|x° M%;FOJI ANAEN S8 IS
® TCP/IPS NIEHF(N NBLE ZR2E2RM HX, S Calolbl 9=S AEE0 S0l A Bl
P AddressE XIZotm 22lstCh. ®< <o oo e creseas
@ i\‘l% E_% HERKIE HES M UERZAD AMOIE HZ @ 24 Y AAHIS AI25I0H 298 oY 2o 2
sh= &X0ICH Ne MENZ H2E & U
Hoe= o no @ HHZA(Kerberos) 21ES AHS56H0 Windows 2000
40. SEE2EN ) 4992 | wWE HE? Server® JIEF XI® AIAEOl & B0 21 28 & o
@ Telnet — QIHYIS Eoll T2 R0l U= AAEW 22 Ct.
e g % Uk
@ IPX/SPX — QIEHYIAONA SHATHE, StasoE Bt)| 48. CISUHM dY5t= J182?
st T2 &EZ0|C}.
_ o L | E=1n] =} I?Trl 5F =
@ HTTP - HTML 2AE ®&510, U2 SAHSD 0l0E B ZEESC TCRARPY 225 2. & TCF
Ct. AMFLHE, A28, 225 T8 02T 2E
@ POP3 - QYIS S8 0lHYLES 4ol E=E Z2&E (Authentication; HFALIE S5 0ISFF HRHEZN
Z0IC}. DIE(Authentication) 2SS JHAD Sl MARS
A SEEUA e AETS0l 9o FTPNl HEE Mo EHETHE Hal AP MBSl AAEE AHY
. Slr= e = e = \_oo o —
22 S B AR FTPO Login 2 51855, H2A E2EE H&ohs 2l
S0t gtod ¥ H ZTEE ZEE ook st=IJtk?
@ 23 ® 21 @ IP Sniffing @ IP Spoofing
® Race Condition @ Packet Filterin
® 20 @ 25 g
R 49. UNIX SystemOIlAl ARSHS 250 e €02 SX &
42. T3 &AM OOIE dE5E=? 2 3127
@ 45Mbps @ 2.048Kbps @ C0I ‘crypt()'8 AHSTIOI AFSRIDE Qs LiSS
@ 1.544Mbps @ 65.8Mbps ot gl BHCY.

b

|

AN2S JIESE2H 8 X2HE CBT : www.comebt.com



CIEUIEQIMET} 25 © 20094 098 272 Z7| Z|&E2H O M2 RIE CBT : www.comcbt.com
@ Crack T2 )82 ASslE AISX HIZBSE 20| 2 A2
& = Blaetol 20t == 18010, @ =20l F0l B0I5H 871 50l E20| =0t =2
@ O™Ol= 'Jetc/passwd' DHLO| HILHSIH HEAE Xl e O3S HXIStC.
X229 AAEHI2 B '/etc/shadow' Ol N &ECF. @ MHIA HE 22 Z2)as HX|6H0
@ ARE= 0l0I& (Password Aging)2 AFEXDF &9l2 & J|=22 =50 ZOS 95 qJmz =
t”%u\ji% Hf% N 81_‘.:_% O|“_ '|O|E|‘ @ == |ﬁE T—v——J it:tE |O|’O:| H_ \__ I’
@ L2 ANHES A T2 MO 2 AMGIH FAES
LH
50. SYN Flooding 322 UIS Yoz X &2 2HE? OFEALE.
D We =g=2 26t0 W 21 F= =0 =0 59. Windows 2000 ServerOilAl SXiote 52 21 SEO of
@ ACK Z@IYE JICiel= B0 EHOIDC AlFE =9I golkl 22 A2?
Ch. @ Firewall Log @ Security Log
® =&t IP AddressZ2H Holl&l A2 IO &=6t=s & A
= pa OIMEI SYN QES DSt} ® System Log @® Application Log
@ Linux2l F<, Syncookies JIsS #4353t Bt 60. Y5t o] Ml JHXl J|1=2 Jl=02 =X %2 2H2?
W2 ZH iteri
51. Linux0l Al rootet 20915tD LIiXI AFEX HZS =10l b M2 BE S (Packet Filiering)
0l Ells6tH 6l 88 mYys? @ NAT(Network Address Translation)
@ /etc/nologin @ /etc/hosts.allow ® VPN(Virtual Private Network)
® /etc/hosts.deny @ /pbin/more @ =2 (Logging)
2. OS2 d™ Bot &3 E o|0|ot=D1?
sIAE AFE HEZ3T} 718 S WESHZI MDY
ZE AEc=2 M oYz HEH TAE B 4T
HEZ3IZ g=i},
@ IDS @ DMZ
® Firewall @ VPN
53. OIS YU et 2oz 2SHIZ2 2427
@ #chmod g-w @ OS0HA MDI #st 20
@ #chmod g-rwx : AS0AH 221, AJ], &4 AE 20 TS HE CBT PC Iz ot
. SPNEEISI RS & @ www.comcbt.com
@ #chmpd a+r @ IS0 &I At =0 M2 ME CBT 248t BH& :© m.comcbt.com
@ #chmod g+rw : S0 Oioll 401, AJ] st 20 JIE2M ¢ &d U2% : www.comcbt.com/xe
54. Ct& & PGP(Pretty Good Privacy)OllAl X236t Rot= SX=ME CBTE? o
eer Z0| SHEO0l Ot eHY o2 2HE 210 Ns2Z MAEGHH
DDA QY L E, HENX HBote JEE2M &8 =
© HAIX 15 @ o FoEX 2202 AN AIE0IM ABSHE OMR z,@'ﬂgcmg =i
@ AIEX oI5 @ S 2ol8tK] LICF.
PC H& & 24tY tﬂ& 28 s
55. 20 ALSRIOl JtE X2 200 AIFE JIScts 21 may | LAE/SEE H2JISE MSELL
=7
QE L QETI £HE F A N2 HES HEN2HE CBT
@ cron @ messages OlA 2HOI5HAIS.
@ netconf @ lastlog
1123|456 |7|8]9]10
56. & &0l ot= SAEQ |P AddressE HIRAHAM OIE S
I S Pe=r %%%%%%%%%%
@ IP Spoofing @ Trojan Horse Delol @lele| el ela|o
@ DoS @ Sniffing 21 122|123 |24 |25(26 |27 |28 |29 |30
) _ @Ol 0| ® | B|® | B
STE 22z, AAE olA0] ”**”?ﬂ% a2 old e
S T IZSIL B SAEE Nadle H=e? WI®IB® ® ® 6@ O]
@ syslogd ® xntpd 41 142 |43 |44 | 45 | 46 | 47 | 48 | 49 | 50
. OO O ®| ® | ®|® |0
® inet @ auth 51|52 53|54 |55 56|57 |58 5960
58. o0l 828t = GHHE0| ol SO RIS 22X & POIOeeo0|®|d]|®
22 NABE JIE2H 8XA2XE CBT © www.comcbt.com


https://www.comcbt.com/
https://m.comcbt.com/
https://www.comcbt.com/xe

