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® oH

| FPEREEEEY = | =Hlof
@ 2ol=2M(Non—-Repudiation) : &4 AlAl 22X ]|
. OHEB FAIKIZES SI5I0 SRS 2O M AR 0l _ _ )
Diet oiZol 8% QS Heo B 8. BW3| AS9 S ASE HIDH HY 3 BN WS A7
. B2 ASHMNE US55 25510 S 2 D2IS0
@ PGP(Pretty Good Privacy) — Bl £0oF Al AE ® = ! - -C
OIZEXICH M| LBUAE 5L I 253 O
@ :DEETI\Q(FJ’_II\fcy—enhanced Electronic Mail) - 2ot Bl StLi= 2353510 0|25t L D2I=ES 0|25}
== x @ 22 LSHAHE I BHEO2 HILO0l SXIJb SI0i0k
® Kerberos - AFEX 215 SILE, 2IH3| ASUAME S I 31 SO0A IOl HIL3)|
@ SNMPV2 — Web 241 22| o Bot0l SXIEH =Lt
@ 22 259 EXQ W2 DES, IDEA S8 S == U2
ol S R0JS HO|L} £YOR X U2 A7 O, 23| 259 JEXQ 2 RSA, RC4 S2 € &
o]
merAl MU (Proxy Server) - LIS 22H0IQIES ChalGH U
Of QA2 A0l CHoH BSat=s Z208 A @ 22 252 JIF 2 ©ES Ha AIZ0| 20l 2R
42! (Packet) — QIEIHIOILF LIEHAA0IA HIOIE &% = M0 SHI EeL I = S8E Asol =
S 9 M I OS2 D= OIEHOIANA A otthE B0t

16KB2l &2I2 Xl

@ 0= UWEXZ SAE(Dual-Homed Host) -
WOl WESA CIHHIOIAZ JIX HE HE

sas = |9 OF HUIAE HEa| 98 BN S (Public-key
L/\;I; N Certificate) 0l Z& 0l AKX LS HE?
@ It Xl 018

m

o

@ BAE(Host) - HEI0| HES 2AEEH AAH
@ JIUXC MUME H=3(2IMI)
F& 8t Linux Serverg 3=0l)| {8t HBHO=2 X &2 A Q@ 2USAHO K2
27 @ UKo HE =4, HeHs SO HOURE
@ 2R H2S MHEH.
@ 2R3 Setuid T2 IS K HEHC) 10. OIS = 2389 R8o2 X Y2 AH2?
@ AMARS 2AMS FIHNOZ AASHL. @ Packet Filtering Gateway
@ 2Z2HS A {8 HIOIEHHI0IAE =5 HAH A} @ Circuit Level Gateway
@ ProxyAH/SE Gatewa
2SI LS EE 25 202502 T4E AS? Y Y
ots : SEED, ai4 : HAS-160, M : KCDSA
o5 : DES, di4] : HAS-160, M% : DSS | 210t= : 2SHA
&= @ SEED, oll# : MD-5, MZ : RSA 11. Linux 22 A0A WEKI HEH 'eth0'S '192.168.1.1"
ot5 : IDEA, 314 : HAS-160, Al : DSS Olghs F=AZ2 AR50 A2 [ SHIE ¥Y¥e?
@ ifconfig eth0 192.168.1.1 activate
. 23|20l IHY MM H2 MESZEFEH M2 WS @ ifconfig eth0 192.168.1.1 deactivate
24 H{WHD T AFEO0I A XDl ENX &6 =X . .
MK Rot= 2EEH APD|2AHS29? ® ifconfig eth0 192.168.1.1 up

(1 Scavenging @ ifconfig eth0 192.168.1.1 down

@ =2l ZE(Logic Bomb)
@ &2t0l(Salami) 21

12. LinuxOlA TARZ |92 'mt.tar'& E0U= Y27

Pe ® o mx

@ X2 SEeMN(Data Diddling) @ tar —tvf mt.tar @ tar —cvf mt.tar
sToTes ata Jiading ® tar —cwf mt.tar @ tar —xvf mt.tar
ol EHOIX Jb A& (Cracki SoldsS M Halo . _ _
oo ot 3 (Cracking) &StAS O HMOE | )\ 0 AlAEIO| shadow THY LIZOI CHet 4202 SHiE
oo — = — AT 1“8?
NSNS Soll QS 8 A A2 U &
=B MHE A S Root:$1$szf VKeHi$dEFUonrDJZ2Z2 G0 Pugg9yk0: 11
HERZA 22 & 211 =42 Soff 2422 st A& 458:0:99999:7:::
SHS Lo U= SL=0l 218 AHDE ZXISHC. adm:+:11458:0:99999:7:::
melE UH2E 0180t QHEZ =70t == |p:+:11458:0:99999:7:
BHEE OO HEIt UOBZ AAEES HLOHSHT}, named:!!:11458:0:93999:7:::
gdm:!:11458:0:99599:7::
3o SH s €Y = |4 2 27
. Cle N L = —o = @ Ip0lA '*'2 2201 &g 2t JASH, AIAHN S2L
EIPS| : S OAR ° g2 = - =
Hgljf (Confidentiality) : olJl=l AIZXF 0121 S 2 of 20ls & o/== o|p|aiCt.
o . . ® gdmdlA 'II'e 27001 2 21D UAXY 2= HES
P28 (ntegrity) : WAIX A= 2X SoiM 208 & o= HHO A3 AHele e
E 2 HOI(Access Control) : ZT2EZ HI0IH 829 &
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20.

. EZEES POP3 THAIO IMAPE M=

. &t Q=22 Linux0ll £XI6t0 JISotRE M Sel=

°|0letCh.
® 2192 AHFO0l ot AIAE HE2
@ rootl 2S= 11458 OICH

named®2 gdm O|Ct.

OtIIX| AIMHO st €&z HRE 2A=2?

@ =IO RYA AHEo 2HAHIMUA S&ole & AHIA
Ct.

@ 2} Z2IH0IB2 AA HEH2 WWELIIE 5HH, CF
QUBE A|AE AN HEGIEE A JIss SHENZ UK
I I|E BHCY.

@ http.confe & AMHEZ A &3 43 WA M, MHIA
Ete, ZE WS, AA O, MK 22X AN
=4, N of= CI=Eel, o2l =10t J1=

A3 IYUA & MBI AI2E AIE2Xet O82 LIE
We 838 #4021 User2t Group2 'root' 2 & &GO
SHC},

. Linux AH WO 23921 of A= MSSH A2 HES

10l

b 2 Qe Perl AEYEE Ot=0 'chat.pl' Ol2t=s IiY=2
NEGIQUCH oftXot &= S 20 AASE HOlA &%
I AEE0 2Z 0] AQEE MYS AMOE 5HHGHD A
Ct. Ol SHIE Y HO|E2?

[

@ 701 @ 777
@ 755 @ 705
. LinuxOIA 8T #XI8 CI2ECIE BEAO == HE0=?
® mkdir ® pwd
@ du @ df

BANAM viE&EDIE
Ol2aM POP ZZE2S FAXI2l 6t1, IMAP ZZ2EZ29
F=&2 MNAH IR HUIAD HANMOZE 0|2 XX &
0 ACHH 1 JAold sHgdt=s AH2?
@ IMAP Z2E=22 POP3E alE
@ SendmailZt IMAP=

© 0= 4% mYs sds

J|l HE0ICt.

e ZEJH 0| H20ICH

4
w©
M
2
Ho

OICH.

@

S22 2% LUgdE A2?
@ UDP 137, 139 @ TCP 137, 139

® TCP 80, 25 @ UDP 80, 25
. LinuxOlA '/dev' CIElE2I0l &2E 4¥o2 X 22 A
=7
M 0l CIZEcle Sel® 22 2 L= JH4 Cl2HZ
OICt.

@ AAHS AE HXSH 2601 /A CIHH0IA =240]
HE0l MEEN UCH
® O CleHelll= Az =29 D58 A8 2850 XN

StECIA3 E2t0lE, usSB, CD-ROM 12l
Xl S0l Eetth.

]
Sl
[El
1E
0

>

LinuxOIA 'su' H&82l AIEX HO|ES &018 A 'rws'0]
Ct. OtcHet 20| AFEX HOIE0 's'cle 42 S0iotD]
st HHHE=?

21.

22.

23.

24,

25.

26.

27.

28.

[root@ws] Ainld |s -1 su

—rwsr-wr-% 1 root root 14124 &ug 18 1999 su

@ chmod 755 su
® chmod 4755 su

@ chmod 0755 su
® chmod 6755 su

i

Linux HES®Z AMBlA0 288 832 ol 83
@ /etc/inetd.conf @ /etc/fstab
® /etc/ld.so.conf @ /etc/profile

m2?

Linux2 NFS MHOIAM Export & Cl2ECISS ECH0IHE
OlA 202D I AIEdte HHE2?

@ mount @ showexports

® showmount @ export

Telnetdt 22 22 HOIE HEUHA SAE 2530610 =
2HHIA ALIZED 22 T2 62T dldsE & £ gl

E = Z20U02 X %S AHS?

™ sshd @ sshd?

@ stelnet A tftp

LinuxOlA SAE OI&2 IP Address& BI&AIH == DNS
=22

@ lpd @ netfs

® nscd @ named

melo] MAE Al2tS BEE)| /i ME8H= Linux g8
o=

™ chmod
® touch

® charp
@ chown

SHAMNA File 22 LHEES 2I] I8 Linux SEAHE?

@ touch @ Is

® more @ mkdir

LinuxOll A 'netstat —an' HEOZ A|ABES &toist 21 U
S 22 Z00F Ligdh. ofdd '3306'H ZEE= H OHI=2
0l Jl=E M Ecls EEQIJI(C, AAHS J2 XIEE=

Well-Known ZEE AI8tC})

@ MySQL
® Samba

@ DHCP
@ Backdoor

Otcil= DNS Zone T2l SOA d2& WEOIC
IEO UHES B 500 =4t g2 2=0, 258 & H
M B2l Refresh gt H&27
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29.

30.

31.

32.

33.

@ IN 504 localhost, root,localhost,§
1997022700 ; Serial

28800 ; RAefresh
14400 : Retry
300000 : Expire
BE400 ) Minimum

@ Primary MH 2 Secondary ABIDJF SJIst otHl E= Dl
2+0I L.

@ Zone WE0| CtZ DNS MBS cache CHOIA A0tES
J12+0ICF.

@ Zone UWE0| CtZ DNS MBH StUIA Refresh & J12+0I
Ct.

@ Zone UIE0l Zone WS 210 Aese MY UHAM XS
Refresh &= J[2t0|Ct.

NTFS2 =2 JIs0l et € =
@ I SHAEHE FHGH| <l
= A&t

81 Y2 2e?
2 E

B-Tree Cl&EHE &

@ MBl Z2IXJF ACLS 0I=25H0 SIF O™ I ek o4
A % UKl ES EMY £ ULCH

® DHE A3 D& AT 2SS0 6K HIOIEH 2ot
£ XIKABHCY,

O FAT BC LIRS Z W2 T2 XIS,

Windows ServerOild FTP AMHIAN Oi8t 4HO2 X &

g Aa?

O 2 AHOIED JIXD Y= TOIQIS IP Address2 HERO
F= MHIAZ s

@ lISHIN JI2H

©@
N
M
-
—
0
>
Sy
Im 10

—= T o= T
@ FTP MHIA= UWERIIE SOt I2es == ¢ O
22 g £+ Us NMHIASE LEt

3= : HERA
IP Address '172.16.0.0'2l B0 Ol 142 HAE2Y =
LSO AME6IAA & 32 ABY OtAa3=?
D 255.255.228.0 ® 255.255.240.0
® 255.255.248.0 @ 255.255.255.248

s 8 UXE HXZ X %2 A2?
@ ASK @ FSK
® PM @ QAM

UbP=
@ TCP=
G| Xl ot
® UDP=
= 30| RAE R0t

O UDP= OIOIH &S ®oll
AN =8 = 0{0F StCt

ZGHA L.

sl HolEL S8 HoIe A0
UDP= H=8 DIAIK 80 =2 AMEEC.
UWERAIIL E&otAL 2tRE0 SHE Z=0
ULt

BEEAl &S24 2t2 AlE0l &

34. TCP= ¢Z £33 0UHAM 3-way handshaking JIEHE Ol

35.

36.

37.

38.

39.

40.

41.

42.

o dAS xJ|8 & U8 S

ZI|ote M AISEH= W32?
@ RST
@ URG

SAE
s

'192.168.0.0/255.255.255.0"' WIERI 0 A

'192.168.0.3/255.255.255.0' & FE It 'ping

192.168.0.255' 2t= HEE URE W dlade SH2?

® UESA FA01228 ping Z2IY2 0t HAIXE
=0tk €1 =8

@ M210| LS MESOCHLICHIE TTLOI
OIAIKIE =25,

® 22 UERI Ul A= 2E ZEHS0 2EIHAS
SUCtH

@ TtI| KA 'ICMP_ECHO_REQUEST' MHalg &

i

g2 &0l Oilcd

.
[

UER3IE 2el ZUHZ o=l MEHE Z2EEZE2,
'get', 'get—next', 'set’, 'trap' W ZS UHAIXIE AIE5IN
g 8ol A7
@ FTP

@ IP

@ HTTP
@ SNMP

Xralol 22| F=A(MAC Address)E 210 J2LE IP
= I

Address& Z22& LA fle A Z2ES

2A, NAIQ IP AddressE 22 SAED QA HAXE
22 JHAESH, 0|2 AHE 21 A= ABIF S O
AXIO [P F=AE HEH = Z2EZE2?

(1 ARP(Address Resolution Protocol)

® RARP(Reverse Address Resolution Protocol)
@ ICMP(Internet Control Message Protocol)

@ IGMP(Internet Group Management Protocol)

TCP ZE = 25 T EJ} §= UHHAQl g9
@ Telnet @ FTP
@ SMTP @ SNMP

LANGIA AtEcte ESOHA 82 galez dutoz
Ethernet Ol2t] 22l A2?

1 Token Ring @ Token Bus

® CSMA/CD @ Slotted Ring

xa?

IPv40ll BISIH IPvEOl JHdE dHoz ERE

® 128bit FXE JIXID| W20 JI1E9 IPv4 2CH H H2
S EE JE £ UL

® X A2ts(Broad Cast)0l JsaEtLE.

@ IPvBUIAE EZE0| IHKRI2 JIHZA0 B2 IR0
S8 ZEE 22 20 840 L&

@ IPv60lAMl= Loose Routing2t Strict Routing® S JHA
SES XD UCH

I 2E2(Non—-Routable Protocol)27?
@ NetBEUI, TCP/IP
@ NetBEUI, DLC

ctE gX =
M TCP/IP, DLC
® IPX/SPX, NetBEUI

g2 A2?

® TCP I2EZ=2 =2
@ ==Xl IP Address

D2l (Packet)tl A= BEZ2 |FX
®» =¢Xl IP Address
® &= dolg
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=7
o 45} ote e
43. 'S TCP/IPOIl 28t 48192 S JE RE7 © MW OIE, 220IE o=, J|UK PR M X A
@ Application HE0W= Telnet, FTP, HTTP, SMTP &2 HAS HI%éE}
Al =0l = st = B
EEES0l EXE. @ SSL Z2E=2 SSL Hand Shake ZRE27 SSL
@ TransportHlE0le WEXES=2 TCP2H UDPIF =JHSHCE. Record Z2E=22 LIHCH
@ OI20AN dRE 522 MAEXNOZ dNE TZ2EZ0|C) ® SSL Record T2EZ22 AW -220|¢HE o= Jsit
@ ReferenceX 2l S22 JIX1D UASH 7 HE2Z layer g S0l A8 LIS Stiots HEE et
£ PHEICL Ch.
@ OOle ¢253tE 28t H2I|E Hand Shake Z2E=
44. TCP &l ZCo H8o=2 22X ¥ 2e? SHHOAN &EE 20 IIE MESHH 23 3tE HAIXZ
. stigel A s + QU
@ TTL(Time To Live) @ YAX ZTEBS
® 2= 37 @ Checksum 50. SYN Zaig 220 (8t 4¥o2 sHIE ANe?
_ TCP T ZE 29| 3-way handshaking &4&l2 0|8 &
45 HESIT ZA0 OFt 49 = SX 22 29 O 1O SrEE% Spay Nandshaking BAS 022 2
@ X121 : X.25 Z2ZTHEHAINAL =AKEH Al é* AME EH HHUHMN 0I25= 3H0I0H, MBIt 2et
® D Class =4 : 0 99| YESD =40 '1111' 24 OIMIERSE WEah H QS 20t 012 Heldh)l
HEIWAE Q=S 98 =A0|CH Qlst X0l 82 T (backlog)dt &HON 012 TE 2
CIOINEZEH 2= ME22 &2 QS 2= £
@ A Class =4 OH—P—J A Class WE<R3AE= 5= == 0|Ct.
16,777,216(224)0 2t22| S AEJ EMHE = UCH
(224) = _ M @ &40 X B0 OHHBISE SAIE M 2012 #ol
@ B Class =2 @ UEHT =4 2522 MS 2M HIEES SHA %S EAS 0/=25ts 22 YOI
'10'01 SI010F BHCH ) =T o _
@ UERHIANW 2= SAEEQ 0|2 JIsdt AHlA I
EE X Mol 20 FAFHZ ZAlGH)| |8 S Y0

@ Mals &8 M 2535610 ME6t= 2 =700

51. NI&E HHEC O %2 UHOIHE Lol Z2180| dl
X'I/\I-x-l OE EXI-E'.EE 6"5 6”% I:CI>I-I:='|-|8’)
@ DoS @ Trojan Horse
® Worm Virus Backdoor @ Buffer Overflow
52. g 88 EEJ%% INLSHHA, &Il A& A 'Eﬂ% g m
d4AC = QRE I WL XSEH S240 HWas
2 7 Us ‘="‘*EE° &doll, Z2EHS HUILI /X 2=+
2 T A0 ZEH UE9 ISE HOoie il dA=?
== — — @ Trap Door @ Asynchronous Attacks
o 2= FAET O] MHNH B2 82Fsal0 ] @ Super Zapping @ Salami Techniques
© Telnet=2 LOCALD icga.or kB0 B2 =51
Ck, 53. M L|nux Alé‘.f:.“ A0 A "'O'I}_J_ I 2L AHZ XS
© FTPE LOCALD icqaorke 20020020008 = NBOITE =elohalt 8. Rus J30= 81 €&
AED AW B2 JHSEHC *E7?
@ Finger2 LOCALD} icga.or kB H2 JH=SEICH @ [root@icqa /bin]#
@ [root@icqa /bm]#netstat —t
®Q © ® L @ ©® [root@icqga /binl#nuser —a
®0, 0 6 CRCHICRIC) @ [root@icqga /bin]l#who
47. SN 23350l S2HUAM ALIEY 22 =S ottt ; : o = o 3o
c 6H"_°,'%2§‘ i &EE 2= ZEmon 9I|o°i° 54. DoS(Denial of Service) 3A2 SF2Z FX %2 A2?
H29 O 2AQ ool 22XE =Hol)| gL
@ sshd @ sshd? @ FE JASS S50 AlAES FtSHT
@ Stelnet @ tftp @ T—D:‘/\l OlE OH Ol'jl @%EI’
@ ANEXO ALZ gMst & QIC}
48. PGP(Pretty Good Privacy)lllA ALE&lE 2102150 Okl
A2? 55. LinuxOlAd root 28t HAEOI 'a' 2= IS XS J2M
@ RSA ® DES LIEF Z0ICH O] IMIYS X2 4 Js LYHS?
® MD5 @ IDEA
49. SSL(Secure Socket Layer)0fl &8t &30z X f2 A
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56.

57.

[root@linux Aootl# rmoa -rf

rm: cannot unlink ‘s’ Operation not permitted
[root@linux Aootld Is -1 a

-rw—r--r-- 1 root root 0 Aug 31 16:69 a
[root@linuxdu Aoot]

@ mMY3II0t '0" HIOIEO0ID| W20 XXX LLBE,
ol es €2 = N20h

@ &M 22092l &t AHZ0I rootdt OLLIEZ, root2 219!
stCt.

® chmod E@E2oZ MI|IZXZE HHMSEHCH
@ chattr PO 2 MJ|I2XIZ oHMIEHCH.

o o —

oA '192.168.1.1"' SA
SAEZ Jl= MAE & IP

tcpdump cle T3 0|8
2H '192.168.1.10' OIEP

StCt. SHIE 2827

@ tcpdump src host 192.168.1.10 dst host 192.168.1.1
@ tcpdump src host 192.168.1.1 dst host 192.168.1.10
@ tcpdump src host 192.168.1.1 and dst host

192.168.1.10

@ tcpdump src host 192.168.1.10 and dst host
192.168.1.1

Linux 22390 Tr0l e &0l 24X E2 A=27?

@ AHE oled, 28 AKX, 220 Ay, J2l0 su 21

ol JIEs Ylle WY '/var/log/messages' IHOICH.
@ FTPQ 2EeE 20 MY 'xferlog' TIHYOICH.
(o]

=
@ TCP Wrapper?t 22 20t 234 27 22 'secure'

o0l Ch,
@ 31 270 0l Y= ARXO 2AEE MEEE I
& '/var/log/lastlog’ It OIL. NMAE2HE CBT PC HAE : www.comcbt.com
HXEME CBT Z2HIY BA : m.comcbt.com
58. UIER3D FHUH 2HC=Z 81X A2 A=27? JIE2N & & URFE : www.comcbt.com/xe
Scan =2 IP Spoofing =2
U Sean 2 2 1P Spoofing HMXSHE CBTRH
® UDP = @ Tripwire £ Zol SRR Ot QIEHOZ 2HE 2D UHSO2 W
QO DA Y LE, SHENMK HRst= $§ JIE2H 85 =
59. & #2129 8 =20l SQL Injection 22 XS SQL & | 2 1:O=2 AX AIEOA AI25l= OMR A9 CBTE M2
o2 E5l0 2 Dr A5t SQLRRS Asdts JIHOl uu
Ch OI2 GIW3l)| S8 woz X wS A7 CHE L 2HY HAE 24 S
© 0l 2AIS A2 2loh SQL 0l2f HAIKES Bao o 2Ug/HaE BAISE ABLUID
e
ol = P ) O U NI AFE A NBY HES HIUNSME CBT
@ L= 20l CHE B2 AAISHCE A EOISIHR
@ SQL 720 Y2 02 4 Y= U 2 =HEG
B 35}
@ SQL L AJRE o OFHIZHE 24 HECZ 2 1 2 3 4 5 6 7 8 9 |10
SaL & 23BE = 2 @ @@ 0|00 e @
11112 (13|14 (15|16 |17 (18| 19| 20
60. IP Address2 £Z1 Mobile |IP Address 8 ESHE XAl O 6 Ve e d e s
CH IP Address@! IPv6Jt QUCH IPve= 2 HIESl Address 2112223 |24 25|26 |27 |28 |29 |30
LWCE XD Y=IH? DI ® B e ®| 0
@ 32 HIE @ 64 HIE %gg%g%ggs@?g
128 HIE 256 H|E
® @ 41 1424344454647 ] 48] 49]50
@@ o0l @ @61
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