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® S-HTTP(Secure Hypertext Transfer Protocol)
(@ SEA(Security Extension Architecture)
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. Kerberos2 801 &9 = X %2 A2?
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® KDC : Kerberos 21&52 &Yat= OO HE
@ TGT : Ticket2 2&56H)| flM 0lE% = Ticket
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oi2i0IEZ 8K €2 A2?
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@ ez LelE, 283, =9 59 AH 23 B2
@ 245 LS, Y3I|, =H 59 ESP & FE
@ 24X IP Address?t SEXI IP Address
. 250 |HR s 2Y 5 X %2 AS?
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@ 2 @ 5
® 7M @ 104
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0o 2229 AHO UoH #Socle Z2 08 AH
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2 Siaf HACE Jl2 B2 DS EHOIANN &
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@ who @ w
® finger @ ping
Linux AlI28IE Z2HIZ MAIE ol B38e=z g &2 A
=7

@ shutdown -r now @ shutdown -r 0

® halt @ reboot
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= AMHe=E?
1 DHCP AlH @ FTP MH
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Linux X & UE Z2HA-UE AIE2XY 22 = DI
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S XYEC ® 775 @ 700
O FAT 20 IMEC2 WE =5 XIS
25. LinuxOlA root X2 210 & = ‘cp —rf /etc/*
17. Linux AIABSOIA D12 S20I0F TS0l Y= CI2E2 T/temp’ s HHOF SAS SHRASH, ODIA T 24
el o ol0lgts =22
@ /boot @ Jetc @ /home ClaEe|
® /bin @ /lib @ /root ClElE 2]
@ root M2 home Cl&EE]
18. IS & AHE HXs IS0 JI2 AAIE SERLE @ M Cl2Ezle steleks ool
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@ OIAIXI 224 ABlA (=1)
@ ZE CA J| Yl D ABHO UdHER( AdAEZ2! 2 S(Explorer Code)E
AQIGID ™ Zz)2Hol 2|18 S dlA(Return
48. Ot2 TCP_Wrapper && U202 8H2 2427 Address)E UAEZ 2ED} Xt O=2 S2IC).
@ UHECcZ 22X st HALE okl 20tA oLis
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@ BE FAEJ O MHH B2 271310 '210.119.227.226'22 telnet &2 2= RS2 &Y
o5} i o 24 sy= He
© Telnet22 LOCALDH “icqaorkrBH0] &2 7IE iptables HHOI= SHIE AET
:.'||'=ﬁ|'E|' o /Sbin/iptab|es _A |NPUT _i ethO —-S O/O _d
i , 210.119.227.226 —p tcp ——dport telnet —j drop
® FTPZ LOCAL “icoa.or ke 200,200,200.0 o .
S e g e e @ /sbin/iptables —A OUTPUT -i ethO0 -s 0/0 —d
o EAED 2FHE 22 Jhsnih 210.119.227.226 —p tcp ——dport telnet —j drop
© Finger= LOCALD “iegaorkr® 2 Jbs @ /sbin/iptables —A INPUT =i eth0 —s 0/0 —d
alCF 210.119.227.226 -p tcp ——dport telnet —j accept
@ /sbin/iptables —A OUTPUT -i eth0 -s 0/0 —d
® 0 6 00 @ 210.119.227.226 —-p tcp ——dport telnet —j accept
® 0, O, e @® 0O, 0,3
53. W3t AAHN 2 H4H 5 22X A2 2A2?
49. Oteiet 20l =JI&FO0| HoUA=E “/bin/su” BB O I} UL, o by = = 1=
2 QE =0k Oty WE A= X ot Bot AT &
Linux A2 WS 2ot ol /bin/su” HEOHE root0l ° %El N ‘EA'U} ek U FE A =l of o
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S 220 oLl SIoIE Xl 22 E20/Uh 2201
ot AESE 227 Wl JISol S00F StCh.
[rpoct@icqa/binl# Is -alf su ® UEYT Lors EANOR IS0 HEBIX 2B A
-rwsr - #r - % 1 root root 14188 3 7 20017 su- HAE ZHEZ E22M WE Yo SAED IiXkle
AHS 2AMAH =L
@ [root@icqga /bin]#chmod 4710 /bin/su @ Z=EHU HES B0 ATEQNI} U2 SAE(Y =2
@ [root@icqa /bin]#chown root /bin/su SE0 BTN U= JECH LetE AIA"N EEHS
® [root@icaa /bin]#chgrp wheel /bin/su = BN = 201 222 ABUAM O ZHR0IL
@ [root@icqga /bin]l#chown —u root —g wheel /bin/su 54, OISOl Soate Jee?
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Windows 88 ZTEZE FH0O A ‘netstat —an” 8 & &5t
Z20ICH |X A2 t, 28 |P Address&=
211.116.233.104 OIC}.)

Y
rlo
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fu

crnetstat-an

TCP 127.0,0,1:80 127,0,0,1:1197  TIME_WaAIT
TCP127.0,0,1:80  127,0,01:1200 ESTABUSHED
TCP127.0,0,1:1200  127,0,0,1:80 ESTABUSHED
TCP 211,116,233,104:139 0,0,0,0:0  USTEMNG

TCP 211,116,233.104:22 211,116,233,98:22
ESTABUSHED

TCP 211,116,233,104:23
TIME_WAIT

211,116,233, 124:2212

@ http://localhost 2 &0 L
@ NetBIOSE AlE5td e ZEHOILC
@ 211.116.233.1240 A Telnet HZ0| OIFHA RUCH.

@ 211.116.233.98% sshE 0/1&5t01 HZ0l 0OIRHA U
Ct.

HIH QB Z22(Buffer Overflow) HECZ X %2 A
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BIEY Z2ES9 TCPAPZ| JAZE 4tk =
TCP MAABE, A028, 2 ZF48 0
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T o2, 2E(Authentication) JISE Jt
MO Z= AAES SToH Flol SEARE A

2ol AIZEE AdY ELE=Z YEGHE 2
0ICH
@ IP Sniffing ® IP Spoofing

(® Race Condition @ Packet Filtering

|5t 3-Way Handshaking

HA HEe SH2?

TCP ZZ2EZ2 oA HFE #
o HAFZ 0186 AEEE
@ Ping of Death

@ AZE(Spoofing)

@ IH2! AL (Packet Sniffing)
@ SYN Flooding
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@ cron (@ messages
@ netconf @ lastlog
57. OS2 OHHE AIAEC messages 20 S LLR0ICtH &

Jutedel 240z X

==

e 227

Aug 27 04:02:01 linux syslogd 1,3-3: restart,

Aug 28 19:15:29 linux login: FALED LOGIN 1 FROM
211,39.62.2 FOR User not  known  to

underlying authentication module

&ug 28 19:15:35 linux PaM_pwdb[19186]: {ogin)
session opened for user gozila by (uid=0)

&ug 28 19:15:60 linux rz[19200]: [gozilal
firewall tut ZMOD EM: 5368 Bytes, 3491 BPS

Aug 28 20:11:02 linux PAM_pwdb[192801:
authentication failure; bomb{uid=500} ->» root for
sU service

&ug 28 20:11:14 linux PaM_pwdb[19282]: (su) session
opened for user root by batman{uid=500)

&ug 28 20:43:10 linux PaM_pwdb[19282]: (su) session
closed for user root

&ug 29 15:66:10 linux PaM_pwdb[20642]: check pass:
user unknown

Aug 29 15:66:11 linux login[20642]1: FAILED LOGIN 1
FROM s210-219-171-189 thrunet.ne.kr FOR guest,
User not known to the underlying authentication
module

the

@ 8" 272 syslog daemonO| MRS= =0

@ 88 282 gozilacte ID2 S=JF &8t

® 88 282 gozilact= IDZ S2I1I0F &%
o2 e 2okt

@ batman Ol2t= A0l 88 2820 su HE2 AMS
root #st=2 A UCH

| UCE.
0| QUL
ot firewall.txt
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o
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58. AT 22 (Smurf Attack)0ll CHEH #HO=Z SHIE A

@ % i IP ZHHEES GtLES CIoIE el X
8}01 #D:i EHAI-OI 54-\-LE.|0.” CILHEH H/\I- 94-\-LE.| }
S HY ZHOHEE StLIS HIOIH Q8e=z &X
ZEAM S0l XA 2t== S20ICH

@ MW HIOJt A= EF MUlAL H2 ZEZ U2
SAE LS MSEGHH, MHS =& HIHOF ™A
ABIO S0 WX 2t== SH0ICH

® MHS SMTP MHIA ZEZ & Higs B 2

o oo
ﬂTD ro

24
o
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|,|_|,

[root@linuy Aootld rma -

tm: cannot unlink “a": Operation not permited
[root@linux Aootld Is -l a

-rw-r--r-- 1 root root 0 Aug 31 1659 &
[root@linuxdyu froot]

0" BIOIEOID| W20 X< XXl
201 LSS €2 = N20H
(0]

AHZ0l rootJt

HeBg,

OILIEZ root2 Z210Ist
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O =2 =22 2RE Adl oldd CI2E2I0 e 2RE
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