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51. NZE WHEO O ¥ GOIES YA T2I0] bl root@linux Arootl# rm -t 3
HMAMOZ SXFITE Gl= Y & e g'? rm: cannot unlink “a" Operation not permited
® DoS @ Trojan Horse [root@linug Aootld Is -1 a
® Worm Virus Backdoor @ Buffer Overflow -rw-r--r-- 1 root root 0 Aug 31 16:59 a
[root@linuxdyu froot]
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54. LinuxOl Al Nmapel 84 = AD2o OSE 20ils & Aug 2d8 :9-:]5:23:””;-( Intlg\n: FAJdLE‘D LOGIN 1 FROM 211.39.62.2 FOR , User not knawn to the
29 underlying authentication module
©® [root@icqa binl#./nmap —O www.target.com Aug 28 19:15:35 I?nux P#!\NLDWIJ[IQIBIE]: (Ilugin) session opened for user gozila by {uid=0)
@ [root@icqa bin]#./nmap ~I www.target.com Aug 28 19:15:50 I!nux r2[19200]: [goaila] flrewall.lthf’IZMUD!EM‘ 5358 Eytles, 3491 BPS |
3 [root@i oin]#./ _sS www taraet.com Aug 28 2011202 linux PAM.pwdb[19280]: authentication failore; bomb{uid=500) -» root for su service
roo ?cqa {n ./nmap -s farget.co Aug 28 2001174 linux PAM pwdb[19282]: (su) session apened for user root by batman(uid=h00)
@ [root@icaa binl#./nmap —sP www.target.com Aug 26 20:43:10 linuy PAM.pweb[ 19282 (su) session closed for user oot
55. BT Linux AIAE! AGIA HIXO RS AR Aug 29 lE:SB:\UIinux PAM.MIJ[MBM:ChECk pass: user unknown
NEOEZ sols DXt a0 Natst Qagz SX oS Aug 29 15:56:11 linug login[20642]: FAILED LOGIN 1 FROM s210-219-171-189 thrunet nekr FOR queg,
H29? User not known to the underlying authentication module
@ [root@icqa /bin]# @ 828 27Y syslog daemonOl MR== =0| QUL
@ lroot@icqa /b'”]#”etStat -t @ 82 282 gozilaBts IDZ S@t @& Mol ACH
® [root@icqa /bin]#nuser —a ® 8F 282 gozilact= IDZ S2ItIF E£0H0 firewall.txt
@ [root@icqga /bin]#who mesS G2 2H0RRUCE
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. . . =XNE 26 HEGHH, MEHS =4 HIHIF ™A
@ [root@?cqa /b!n]#chown root /b|r?/su MBIOF 2201 WX ores =Holct
® [root@icqa /binl#chgrp wheel /bin/su @ MUIo SMTP MHIA ZEZ o Ko syey &
@ [root@icga /bin]#chown —u root —g wheel /bin/su WD, AHIE O3HE X™elotkl 26tH S0 AAES
Setol XA ot= =230IC.
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