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- .| -
| 1S - 3=ESHE | 7. 02 B2 20 SUAN SHE BoIISo (a 49
St ZO0ICH. 0™ J|sQCIDt?
1. Kerberos2 801 4% = X ¢2 A&7 Smmoz wor mE A J|=° SHE =
@ AS : Authentication Server ?P;E'_:JH_I_ m;g‘;ﬂ_t‘_}ﬁ'q;r‘)\’;ﬁ'i :
o s
@ KDC : Kerberos 2152 &% otl= OHI0IH HH ;;tm,kz;a _|E_|=_|Egl-ri_|l:aql_ﬁ;:. EETI Dgl
@ TGT : Ticket2 91E5tJ] IHA OIEl= Ticket T Coe o e e
@ Ticket : OI=S Zo3IC 3| JEE(og file)H JIELIHOE FHCF EFH O] NE
ICKe == s3sorT 7 - -
2= ZWMELH 25 TIHOF EHCH
gjl"‘l'oll— OlE‘IL-” /<\:!'0“/\‘| E\I—O AI'EJ':EC‘E-I X—Ig go—hl% ® /\I'EXI' Al cce o=
TIN HILD TSRS AFA0l LAXID| ®DK ®of =X ST s T e
MX =5t BFH A8 2? @ ZAF & 2ZHAF D12
(O Scavenging @ ZHE/Lox d2 SH
®@ =2l Z&(Logic Bomb) @® AT
® &r2t0l(Salami) I 8 OFEBH L S = D=5 9o wHoz X we A
. A St Linux Server& %0 fet HHOZ ZX| =2 A
@ X229 £ EH(Data Diddling) s o
3. 23 U5 YDASH e LY = X LS A7 © =228 UES MASD
D W3 2S5 WAS ASsY =BG HILII @ S8LE Sewid 22182 KIS,
2o21ete N2 T2 F W 3I1E AI=SHCH. @ AMAHES RAMLS FIHOZ HAISHC.
@ B3l LLrOIOI ZIH5HD HILIlE 2 XHAIGHO| @ SZES BAGHI I8 UIOIEHHIOIAS =2 ANAD}
Sc= B0t SO0I5HH AR AAEO XEGH= 2001 ECH
@ OI0lEe 253t & A= HIolEe 2o sS4 Ol ~
I Mol YN SS=0|CH 9. 2II| CISMU Uist &Y = 22X E=2 A2?
@ HIZHI| 25 LNABLC Y55 =58 St W © 2431 9’%: FHS 0183 WIS ssNo=
DI FIst HIOIE{ —?L_ILOIEP.
4. OIS 2SS 292 HYsts 2101047 @ B3I USME Z2ldte MAHDIE BH3I IR E(PKI -
Public—Key Infrastructure)Ol|Ct.
- HOH #s TZ0/L DEH AERI0 2= & ® 2MWI| UBNO FQ HEE= QMBS =X 015, =
EJ} of0|g] BEMOR 9F Es HILE S ZOHII, LER OIS, LB MY 2DelE S2 mas
BHRIEHS ZOICH o
@ ZBII| eISANE st 225D U K872 Sotoll Al
@ JI1Y & (Confidentiality) = AFZ2 & 0{0F &HCH
@ 2Z4(Integrity) _ o
ol = ication) 10. IPSec2 8 2ot AHAMH(Security Association)J)t EL&6t=
@ \_B(Authenﬂcatlon o202 22X %2 3\487
@ =21 2 XI(Non-Repudiation) @ IPSec T2E2 DC(E/Y, ERATE)
5. SEED(128 HIE 2= 25 272|5)9 =402 21 e @ 2ls Zalels, elS3), +8 S AH 28 A=
29 @ s LNes, 2357, =8 S99 ESP 2d HE
HiolE 2IER= H Jtssit @ AKXl IP Address® =X X| IP Address
@ OIoIEl M2let®l= 8, 16, 32 HIE 25 Jisotlt
@ & -=253 HAl2 B9 253 &8 Ct
@ Y& IJ|= 128 HIEOITH ‘ o= : 29[ A
@ 29 &= 16 22=0lth
11. LinuxOllA Z2HA A QH=RE HtE = UAes BEN
_ =7
6. SET(Secure Electronic Transaction)2 Jl&=3ZX0 st &
Yoz X Y AS? @ chps @ reserv
1 SET2 JI2&2o=z X509 dXESYAMU J==l J|Bts @ nice @ top
S UL
DEI= OIHUI MO OIRAMS O= oS5 12. LinuxOllA & AF25t0 e #(Shell)2 =olol 2]
@ SETOIM HB3ots CIHUYMNAS AEMHES 25 25350
JlgtS £ 9D, 0l Y53 Iz K 3K HS5HD g 280i=7?
Jb HLel 2Jts0tLt. @ echo $SHELL @ vi $SHELL
@ 233 eSSl SHI| LS AIAH AASE L. ® echo &SHELL @ vi &SHELL
@ 0] YAI2 nHOl AUHYAMNM M2 HIZLSHS & EL
‘n(n=1)/2" | 212 t&GIAH Z2IolH0F ol 2ME0l A 13. Th& & “/proc O] &8 &Hoz Heldl H 2427
Lt. @ GIECIAT A0 B2 %o 22Xl 822 2D UCH
@ oreF e AlAE MY E ENXF 80 ‘cat
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20.

. Linux AIAEY

. Linux2l Fdisk S& O 0IA Diske HEON 2lA

/proc/filesystems” &S AldoldH =
@ 0| CIgEelol &Mots I
ol N & & Ch.
@ 0| CIEEelolls AlARIS 24E =
el StEFIN Hol 82S0| k&

=

280 s UA32 Es #elotle EE0

=7

@ cd @ df

@ cp @ mount

Linux Ot AIAECS JIE X & L0 28 Sst &
HE AL R2?

» S£E 28 @ i-node HIOIE

® +H 2= @ dad 18 2=

s 980 UM AAES HRel MAHE B0z 938
H=?

™ mkfs @ free

® ps @ shutdown

. Linux2 Jle &0 ‘'man’2 20/=?

@ SN0 CHE AI2-ES 210 S O A
@ CL'_‘.:_—?—LF as HHPI# L= [[H ArS
Al

o o

D BYs T3l Fo 8 B WCA A% XT3 JAS
HHol =00k StCt.

@ Windows Server= 10& IP AddressE JFMOF StCH.

® Administrator &t 2 & &l Ot @E}.

@ AT 0I0IY =A9 at(@

EE 20iF

= sSHe?

@® m @d

@®n @ t

Ot Xl &AMH = "access.conf'’E AlEdl0 AE2&E2 MO
SHCH 28 A3 UIs d¥eg X &2 H2?

@ order deny, allow
allow from linux1.nycom.net
deny from all
=) linuxl.nycom.net2EQl & P02 5SS},

@ order deny, allow
allow from linux1.mydom.net linux2.mydom.net
linux3.mydom.net
deny from all
=) linux1.mydom.net, linux2.mydom.net,
linux3.mydom.net2E{2 H& P02 &6t

@ order deny, allow
allow from all
deny from hackers.annoying.net
=) hackers.annoying.net2E2 & 370tsS HESH
Ct.

@ order mutual-failure

21.

allow from foobirds.org

deny from linux1.foobirds.org linux2.foobirds.org

=) foobirds.orglll Y= LE SAEZEHO HE 2
Ao+E2 &S

Linux AIAEIC] shadow It LHE0 CHst &¥o=z 2}t
Ae?

i

Root:$1$ szt cHi$dEFU onrDJZ2Z GOPung9yle0:114568:0:99939:7:
admi=11458:0:999599:7:::

Ipi+114508:0:99999:7:::

named:!:11458:0:99999:7::

gdrm:!l:11458:0:99999:7:::

22.

23.

24.

25.

e
g

@ IpOllA “*

2 2002 432 2D /U2H, AIAEN 7L
2018 = A3 20lstth
@ gdmOlA II'e 230 A2 2D JAXN ST HES
SA 2018 = AEE HE0 &2 MEidte RS
°| 0| 8tCt.
@ 220 AHHOI ot AlAE HAHE2 named2 gdm OILCt.

@ rootS LUS= 11458 0ICH

to JIS

o

LD A
o= T

(@]

Windows ServerOiI/d ZAIEHE 4F

@ Administrators
(® Backup Operators

Security Operators

® ©

Audit Operators

Otefl= Linux AIAENQl ifconfig &8 Z0ICH X &2

2e?

DEE= 26:CE:97 OICH

@™ eth02 QUI
@ IP Address= 192.168.0.168 0ILC}.

= = SN s==

2|0l etCh.

@ eth0Jt 2435 210l QiCt.

@ lo= Loopback F=AE

Linux AIAEI0l R2EE I UH2= OAIXIDH HEE 21 It

Qo] HZQ HEOCZ SHIE U&7
® /var/log/boot
® /var/log/message

@ /var/log/dmesg
@ /var/log/secure

OteH= DNS Zone I 2l SOA dI2E WEO0ICH SOA dl
DEo UHEs BH 5 19 =i g2 2=, A58 & H
B g2l Refresh gt2l 9:‘.%*8

b
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@ IN SOA localhost, root.localhost,( ® webd @ mysald
1997022700 ; Serial
28800  : Refresh | 3= : HERI
14400 Retry 31. TCPSI UDPS| ZH0IHS Mst 2 & 27 22 227
3600000 ; Expire @ TCPS M I20I (48 +AIZ=0| OIZ0| T30
86400 ) : Minimum UDP= ZQ6HXl &CH.
: = = C @ TCPe 229 HOIHU =28 dole Es0 ol
PIaR=Y)] =D _
@ Primary A2 Secondary A EJ18H S HI< Il SIXI0 UDPE Bt HIAIK M0 X2 AFZECH
@ Zone LIZ0| TIZ DNS MHI2l Cache QHUIA &0MEE © UbP= WIESIZDL 2BSHHLE 22201 582 220
S = 0l RAE L0 AL
= - @ UDPE OIOIH && &l BFEAl &4=41 2t HI&0l H
e 2 ot 2 D2t L
@éfne =0l CHZ2 DNS MH ColAl Refresh J] 240l T A21c0{0F BHOT.
@ Zone UIE0l Zone WS 210 Ase MY UM XS
\_ 32. UERHZA =4 & B Class /82| [P AddressZ =X &£
Refresh &= J12+0ICH ng; =
26. Vi(Visual Interface) UICIEIIA BRSO ZHEE Z2 1) 189.39.60.101 (@ 203.34.1.12
F= 827 ® 187.124.70.87 ® 155.98.200.100
@ :set nobu @ :set nu
® :set non @ :sot showno 33. IPv40l HIBLO! IPV60l HEE Yo BRE H2?
@ 128bit 2EXE JHXIJ| 20 JI=9 IPv4 B0 O 22
07 Linux AIAEIS 2HIZ WAIN ol Z¥oz 2X %S 2 ==8 Jt& =+ b
27 (@ ™ALtz (Broad Cast)0l JbsotLE.
@ shutdown -t now @ shutdown -r 0 @ IPvBOINE EE0| AHR22 20l Ex=2Z 0IR0E
® halt @ reboot S48 BE 22 K20l SS40 ZHECL
@ IPv60lAl= Loose Routingdt Strict Routing® S JHA
28. [+S9 OIS =75kl AWM VI HICIES AsAZ 0O sas JHlL el
iR Hes gae20
34. I8l &2 L2 ol Z2ES2?
- Telnets DISoHAM EHZZ MHH 2= "atx —
toOrs W HOBE MESE = 257 ® - QIHYH BHsEt 2AESZ2 QIHY F4H 2
=0 ZOROE O 45100 att’ D= oA MEEAO MEED EME SOEO |
SoEL, Catd D0l Z2I7] JH & HO| E#3 =48 S0 HASoiTh
AR HH HAADY E8E = Enter 7| @ DHCP(Dynamic Host Configuration Protocol)
g =00kt "a tet* DF0O| Z2ICH @ IP(Internet Protocol)
@ vi a.txt @ vi —recover a.txt ® RIP(Routing Information Protocol)
@ vi —continue a.txt @ vi -1 a.txt @ ARP(Address Resolution Protocol)
29. LinuxOilAl 'netstat —an' @& 02 AlAEIS solg Zny o | 85 TCP ol 2=2 WE2=2 &4 B Ae?
S 22 Z00F LIZCE Ofel '8306'H LE= old 2 @ TTL(Time To Live) @ YANX ZE”HS
0l JIS€E M Zele ZEQID? (&, AIAE J|I2 ZEE= o Co o
Well-Known ZEZ AL28HCH) ® 2z 30| @ Checksum
36. UIERA 22U REIN IP EZEEZE2 & HEE &
Z0ot1l, SAEZQ T Y IJts4d2 HAGHI| {8t ICMP O
AR BF=?
(@ Parameter Problem
@ Timestamp Request/Response
® Echo Request/Response
@ Destination Unreachable
@® MySQL @ DHCP 37. OSI 7 Layer & 28 HE2Y 5 HE Yo A0IE 2
25l /g HEC =2, HotS &t 253/=255 g
© Samba ® Backdoor EEx0l ®EE 28 93 OIS0l S0 Y HES?
30. OHIIZ| GI2C2 MAHE SYSDX & O BEAl M @ CIoIE 83 A= @ Md HE
Ofot= =227 @ UERA H= @ =8 A=
@ httpd @ dhcpd
22 NABE JIE2H 8XA2XE CBT © www.comcbt.com
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Encoding)ot= gE o2 | &2 2127
= = & =yl A i x=)
38. Ofch B0 sHEsh= M=4 Or23 at2? @ NRZ(Non Return to Zero)
203,76.25.1,/26 @ Manchester
® PCM(Pulse Code Modulation)
(1) 255.255.255.192 (@ 255.255.255.224 @ Differential Manchester
(® 255.255.255.254 @ 255.255.255.0
39. S4&l HNMH=E =850 HHE ERIGHH SA XA TH ‘ 41ts : B0t
ESZ R7olE= ARQ(Automatic Repeat Request)S 0|2
5t €0 ARQ M2ACZ =X U2 U= 46. DoS(Denial of Service) 321 2& gl WE27?
@ Windowed Wait and Back ARQ @O 22X A2 &S0l UIoIEE mWg %= UL
@ Stop and Wait ARQ @ & O TearDrop 20| ULt
® Go Back N ARQ ® =2 TCP/IP E2E29| FHAMZ 0|ZEHC
@ Selective Repeat ARQ @ 32A9 o0l SAXNES FHoHI| S0
40. 2t 310 HZE LS NOHE + Z2e s A= 47. LSUlA €8st JIga?
6H$—E ZHI2 M Egl ?xi HAAE 2F =IF SAO O -
OIEE ®&g + AN HFN, ;m% WEST 52 = - UHZ ZEESY TCRAPE AXR 2E 5
SEHK 2D 2 =S ﬁ@ £CE PR = 4 Us TCP AlZIAHT AADIQE AA ZAZ Q)
Eol3 AH|=?
HIEA3 S0l 25t 01 Z(Authentication) HALE 5SS 012
@ Switching Hub @ Router o HoZ . 2E(Authentication) 7SS
® Brouter @ Gateway JHID Bl= AAMS EHYUEI| YE R
2=l= AH = _?_ AME _?_ ?élﬂ; E
41, HEY DIAT0 it 8YO2 SHIE 2e? Argat= AI2RS Ads 22E8 #E6!
= o0= SHHOICH
@™ DNS GIOIE%HIOI&@ 22|50 IP AddressE DNS2| 0]
S AASHC . .
@ IP Sniffing @ IP Spoofing
3 HEYIE 25 T= PEVCL - teri
@ IP AddressOfl Thet WIEST - C (® Race Condition @ Packet Filtering
® TCP/IPS RNSEF0 ABEHE TRE22N HEN, X
P Address& AlS ot erelSCh. 48. HYATSAIAEO (et 8 B ®X S N7
WM OIS dEAIS 22 0 HSA3T A0S o2 O HUTTALHE LIS ALYES 920 AHUCZSE
sh= & x0ICH S e e
23556tJ| fls &XI0ICH
= = @ 2! ZHE ZUILAIAEZ2 =2 SAIX} 2HI] IP
ER X‘I—‘— &t /\_'D:'O =2 u=2 Bdgf) — =
42. UEA3 U 2t 4222 84 Address® LAIXIS XX EE WSS HIEOZ P I
® UTP - 'C'(Sh|e|d|ng) HMelg otAl &1 2o Aol 312 TS
00 A= BEIOILE @ HFUXNHAIAES 282 IH3! ZHEY 2I2H, S 4
@ STP - UTP2t &2l =2 804 &0l TI=0l LoiM U g olEQ0l, D210 34 HE HOIEY0l & Sol
Xl &ZCt. UL
® Thinnet BNC — BNC2te HYE I MY (Thinnet) A 0l @ AYUXTA|AHS HELT A0 st 220 SHKI
S0l GO U HENZ BE MY HOIE L= BNC 28 Mz 4 UCt
HOI=20lctD 22
@ Optical Fiber — H 02 LU Rl 2OL EctA 49. 82 o™ 2ot =3 E 2Q|0|at=0t?
S DOIDH AUD o HH20I Z2tAS T=0l LHH U
Ct. - A AME HEY3? 2182 2= HEHZ3
A2 E8 AgEe=z M MEE EEH E4E
43. |IPv4 AddressOﬂ 2t st /é_‘Do:‘ = %II E’g% Bdgo EEE i@ ."E_?__IEE EEI-n_H:I'
@ IP Address= 32bit 2XZE JIXI2 A, B, C, D Ul &&
9| Class2 F£8&tCt. @ 1DS @ DMZ
@ 127.0.0.12 2T % HAEEZ 28t IP Addressctl & @ Firewall @ VPN
A O||:|..
® B Class= &2 722 UHERIE <Ist =4 Class2 50. SSH(Secure Shell)oll st 8o =2 X %2 A2?
UESR IDE 128~191 AL0IQ] ==XtZ2 AI&SHLE. @ OHMGBHA R& UIELINAN OGN SalE & Q=
@ D Class= ZEIMAEEZOR2 AIZE!. Jls & 3\_* I EZ MSStC.
@ 2XE 2335tol0d IP Spoofing, DNS Spoofing@ 2 £H
44, M2 (Packet)til Y= HEZ X &2 212°? 2358 = UL
@O &2Xl IP Address @ TCP Z2EZ &8 @ Mer 2t OIS ol Skipjack €112I50] 0l== L.
@ &z dolg @ ==X IP Address @ UERIAS 22 FEHW 200! & > A |AA AlA
BINlA HHES Gt CIE AAESZ TS SAE
45. CIXIE GIOIEE CIXIE A& ol AL (Digital Signal = AES diF= T2 10U
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51. IEE HHZC O 22 HOEHE YAsid T80l b roat@iinux /raotl# rm -t 3
FUHOZ SHOEE 6PE oz ¢E=2? rm: cannot unlink “a*: Operation not permitted
@ DoS @ Trojan Horse [root@linus Aootld Is -1 a
® Worm Virus Backdoor @ Buffer Overflow -rw-r--r-- 1 root root 0 Aug 31 16:69 a
[root@linuxdyu froot]
52. SSL(Secure Socket LayenOilAl Ha3Z= FEES AHIA
2 2% % 2A2? @ TAIIIOF 0" HIOIEOID| 20 NUKK Looz,
@ _t':_ %_.Cé?_a.g jl'%'é\; /\‘Hjﬁ |’OI0“ I—HE% %8 =2 X|€‘E|’
5 ol st o oI5t
mE=E of RFH MHIA o
© LR HAIS A8l @ chmod BYO=Z MIIZXZ GHHECH
@ A)Hol S2Sol)l fs 2o UX A A

H o = = O & =
53. Windows ServerGiiA Aot 52 = 720 of 59. [+22 O/ AIAEIS messages 2N LROIC 2
(= e R w4

Jdmge 2402 g €2 127

@ Firewall Log @ Security Log

® System Log @ Application Log fug 27 04:0201 linux syslogd 1,3-3: restar,

Aug 28 19:15:29 linux login: FALED LOGIN 1 FROM 211,39,62.2 FOR , User not knawn to the
underlying authentication ma dule

Aug 28 19:15:35 linux PAM.owb[19186): (ogin) session opened for user gozila by (uid=0)

Aug 28 191550 linu rz[19200]: [gozila] firewall b/ZMODEM: 5358 Bytes, 3491 BPS

Aug 28 2011202 linux PAM.pwdb[19280]: authentication failore; bomb{uid=500) -» root for su service

Aug 28 2001174 linux PAM pwdb[19282]: (su) session apened for user root by batman(uid=h00)

#./nmap —sP www.target.com Aug 26 20:43:10 linuy PAM.pweb[ 19282 (su) session closed for user oot

Aug 29 15:56:10 linux PAM.owdb[20642]: check pass: user unknown

54. LinuxOilAl Nmap2l S8 & &g OSE 2otle sd

root@icga bin]#./nmap -O www.target.com

root@icqga bin]#./nmap -1 www.target.com

#./nmap —-sS www.target.com

@®
@
® [root@icga bin
@

[
(
(
[

N

root@icqga bin

55. S TH Linux AIAE AOIA 2R EUNHLLE AFEXt2 . ‘
NEOSEZ S0l DXt S0 Matel La02 2K o2 Aug 29 19:86:11 linux login[206421: FALED LOGIN 1 FROM s210-219-171-169 thrunet, ne.kr FOR quest,
29 User not known to the underlying authentication module
@ [root@icaa /bin]4# @ 828 27Y syslog daemonOl MR== =0| QUL
@ [root@icaa /b|n]#netstat ~t @ 8" 282 gozilagte ID2 +2Jt B8 M0| QUCH
@ [root@icqa /bin]#nuser -a @ 8% 282 gozilaZts ID2 F2I40F H=5H04 firewall.txt
@ [root@icqga /bin]#who s 0e 0IRLC.
@ batman Ol2tsE A0l 88 2820 su HES AIE5H0]
56. Oteffet 20l =IIE&H0| U= /bin/su” BEOIF QULCH root AstE L AL,
Linux MB2 LHE 2ot2 <ol /bin/su” EZHE rootl
He BE AHEE2 ‘wheelOlcte J80HeE A#HASDHS AHE 22 st 890z 2yE2 2127
SoisE D B 0] BE E0| SUI2N 9O ASe? 60. 5 H T Oﬁ(Smurf Attack)0fl CHSH 82 EHL =Y

Hel IP ZeHAHEE GtLtel diol 1 el XM
04 33 Uye FREU 2, e S= =
JH_J Tefae ES U OIoIH J'ez gXls
HEUA S0l BRI == 32010

o
N

[rpoot@icgainld Iz -alF su
—-rwsr—=r-» 1 root root 14188 3& 7 20017 su=

2N

@ [root@icqga /bin]#chmod 4710 /bin/su @ MHS HIOJI A= EH MHIAS 2 ZEZ HEH9
. . ) SN2 UGN ME6HE, AHS =4 HIHIF 9™ A
@ [root@?cqa /b!n]#chown root /b|r?/su MBIOF 2201 WX ores =Holct
@ [root@icga /bin]l#chgrp wheel /bin/su @ MHIO SMTP MHIA ZEZ [H2o| HlUS 3B &
@ [root@icqga /binl#chown —u root —g wheel /bin/su LHD, MEJF 0212 ™Melstkl 2ot StE0 AlAES
setoll WXIH ste =2A0ICH
57. PGP(Pretty Good Privacy)UlAd AlE&l= 2102lS0] Ot @ =LK =AZ DAGIDA ot LZEHO P Address2
= NHe 2, MMSE WEHT ato AFEH SU
@® RSA @ DES s, MAE 22 FEHS0| s W3S CHAl 2
T=dl, oleg |¥elE olesto l:HM HEE 2D
© MD5 @ IDEA Re ool IH3IS Melshl So2M AAHES Se
BEXIH ot 32 0ICH
58. LinuxOll A root &8t HAO| 'a” 2t WEE XRH WS
[H LIEFEH ZHOICE. Ol u+°'° g = Je gyga?

b
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SdTEME CBTE?

&0l 2MEO0l ot IHY 22 2HE 21 A=s22 HEHH
SOoOAM, Y LE, HEMNX HMEdt= —‘?—E JIE=2M st =
ez AN AIEHHI/H AtZot= OMR €412 CBTE ME¢&
LICH.

Y L 8Nt =FE zd U= HE2 EN2ME CBT
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