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1. HES/IR ZEH0 e 4oz X A2 A?
@ hostname: ZEE 01ES &OIsH
@ nslookup: DNSE Sl S0el 0152 2 M&tCt
® ipconfig: CIEHHIOIAN EXFE 2tRE HOISS ZM&

Ct.

7.

@ netstat - @ netstat —e

® netstat -r @ netstat -s

SSL ZTZEZ( st €8ez g2 A=

(1 ChangeCipherSpec TZ2EZ22 252 HIEA AlEHE &

Jl <ol ArEstC).
@ Handshake ZT2E22 41D|2 &4 AE| AOIOIA OIS
Cle 2E9 HMal wEE FESC.

@ ping: ZFHS UEHAD HEHE SASh ® Record I2E22 J|ULD HAIX SELS RHZEHC.
- . _ @ Alert Z2E2S 245 OE o/ 22H0IAES A 2t
2. USUAM 2&ot= UIEAT =727 OIF HPE WEGH| SAH ABECH
C IP sltHl 2= T =S OIS 8. IPSecol ESP B2 RE0IA 253 B2 82 A9
O TIL 2Y2 1P mHEI0) &8 2= = EHI hop
2=0ICH N
O EE FSEAMAL 2HREMH e 22 2 S5 E . T :
202 EAG ECH :
O EE OMIIERID H=0 =2 32 HEH3Y ; i
Mo JZHHAM S2IF =g = Sl New IP | ESP [Original IP| rop| pata | _ESF | ESP
. Header |Header| Header — | Trailer | ICV
@ wireshark @ tcpdump
®@ traceroute ® netstat vo @ o
® © @ ®
3. HICHE D] £33t dDeSUHM =d X2 SHIIZ G0IeHE _
OtS3lEI0] MAS [ U2 & Q= BotAS? 9. TLSOl CHst 8oz 22X ¢2 A2?
@ Jtes @ o= @ TLSE SSLE JIBIO2 BHSO{& QIHY EFO0ICH
@ =oletx] @ JluA @ TLSS <At & ==(pseudorandom function)= OIOIH
8 & &t4=(data—expansion function)E &8t}
4. TCP ZEQ| i K{SE =0I5t)| Qs AHA AMOZ 2 ® TLSSl oAttt Era== HIZ(secret), A/EE 2t (label),
A g2 A2? ZXH(seed)E YEg=Ct
@ FIN A @ NULL A2H @ TLSS OtAHE HIZ(master secret) &S <IdH CIOIE
_ S& gtd= AFE OFAE HIY(pre-master secret),
@ XMAS 22 @ TCP Open £ ‘master secret’ 22X, 202l 2100 A= glatwr=C},
5. AFAXI M&(switch jamming)0ff THEr 2H22 22 27| 4o =xa 224(side channel attack)0ll ThE+ 4TOZ 22 2
@O ALK MAC HIOIE2 NM&E 222 493 HO| B 27
(dummy hub)Xi® =2 =H2E (broadcast) StCh. @ SHSOIO B J|OIH, MASM, AZEA, M
@ OIS HOIEHAO MAC =AE sXHoZ AAEH o=a 52 2301 AL
@ Z2AX= Zc2l0IHEDIL DNS AHZ &Sol= DNS @ 24 ME=2 ol 253t LNelS0ILE AlAE S
Query TH2IE S2t0l Jt=2 ZHCY. AN ZMBt=E CHYS S BEE E 5SS
@ MAC flooding2 A®IXI0 OlA0l US M Ns22 BE @ doid=e], LIHHE ol8dl AZERN 28 & &
ot Jls& Xt&ot= 210ICH a2 0t dZot= =A0IC
@ SHX HAIKNE ALEOILE SEA =0 258lols A
6. dZAIAEUHAN CHSD 201 OldY! QI HIOIALl &4 TH It Jelll= 2ME S20 UESot01 ol JHE S ACH
2 3BE 2| 8 netstat HE AL SH2?
- 1. CIXg ZaAl(digital forensic)OH/\-I ‘ESHIF AXRE AL H
OIE{HIDI~ X XeT QU= S Zoole pmor
Cle= E OJCE-F @ s
W= By
HIOIE 3879974308 172124956 @ % ®
SHHAE I 1098604 gR&E 784 12. &I 253 LdN2E22 X &2 212?
_ ARIA SEED
HSLIMAE THZ! 11306144 94058 @ ®
® DES @ ECC
HE 0 0
o= 0 0 13. HIERA MHIAS D2 ZE S22 2K %2 227
w @ SMTP(Simple Message Transfer Protocol):25
o« 2= 2EEZ 0 (@ DNS(Domain Name Service):53
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@ RPC(Remote Procedure Call):111 O AEAUi(stuxnet): AFZXDF IIEEZ 5= =S
@ SNMP(Simple Network Management Protocol):143 Sl IR JISStth
@ VSO (ransomware): AIAES Z[ L= MY =SS
14. HAEX Al AE (intrusion detection system)0l THgt 8" O ZSotottl 8 TSI
2 21 g2 A7 ® EZ20I =0kHtrojan horse): 222&= FYHQl T2
@ AYSX RS HIFABS =X (anomaly detection) 22 20N 83 SAM AU
et 2& & Xl(misuse detection) S22 F=2ELCh. @ ATHOIIO (spyware): AFRXH HEE 2H4o2 £=&5l0
@ HIFABS SXEs YAXX US ZHS SN0 & 2l 80l e X222 = L
WXO| X2 False Positivedt =0 £ UL}
@ 22 EXle L2 22 [WES J|eez 2Ag X
ot2 8 2HXAK Z2 32 €Xlilse UHO0IX Rot
Ct.
@ M2 A2 a2 HZ3A4s? X0 2 MER=
JI=0ICH
15. ChS0A HH5= MHIA HE(denial of service) 2327
O ICWMP HEIAF WEXHIH EMMaks 222 A
HE 025 WEE EHEESEH MHIE HE
== 4l
O CHIME 2E2EH AE(direct hroadcast) 2=
M EIHEE Z=ZAH(teardrop attack)
@ ANE ZA(smurf attack)
® =89 & ZA(ping of death attack)
@ SYN 2212 =A(SYN flooding attack)
16. 3AXIL TCP A& 5012 (session hijacking)S Ial Ch
A SAEN H HME EWHE TCP W3 Eei d(flag)=?
@ RST @ FIN
@ ACK @ SYN
17. ICMPOl Oist 8oz g2 2H2?
O TS HBUHAML 28 EXIE Rl AEstth
@ A 20l S2HEX0 otk 2FE U SaXe
ICMP Echo Reply BIAIXIE ==&I8HCH
® TTLOI 00l E® ICMP Al2+Z=1H(time exceeded) 2R
BIAIXI O & 24 SECE,
@ UDPOIl 2ol M&EIC.
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O etolf BARS 2 XI5t Ao HIE(nonce)E AFZEHTH HXSHE CBT2t?
o = Ars Z0| 2HTO0 Ot QIHUWOZ 2RE ED =22 WEGHH
S SAFRIDE 2 2 S48 £ UL A & - i pd
@ 5 SAIE Z(group) i 8 QoD 2 LE, AN MBS 22 JE2H s o
® Diffie-Hellman SIH31 gt W0l JtsotLt. OO 4N AMENA AIB5E OMR 849 CBTE HZ&
@ SN 2AS Y6 fI6H Diffie-Hellman m&g o | LICH
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