HEXIZE|AL 25

© 20234 05& 21 E7| 7|&2H O

HXE2HME CBT : www.comcbt.com

| 12t : TCP/IP

1. IPv4 Class S0IA ZEIHAE EL2Z MEH=E =27

M B Class @ C Class
® D Class @ E Class
2. DNSOIA AF2E M TTL(Time to Live)2l &3O Z ZHIE

A7

@ CIOIEIDl DNSAIH Z222H LI Hol 8 €2 Al
2t0I CF.

@ CIOIEIJF DNSAIH HAIZEH LI &l 8 &2 Al
2t0|Ct.

® IH2!0| DNSAH ZE22=2H U2I| &l 8 92 Al2t
OICt.

@ IH2!0l DNSHH W AH d2ZEZRH LI &l &
M && AlZtOICt

3. IP Address = ClassJt L& F=A=?
@ 191.234.149.32 @ 198.236.115.33
(@ 222.236.138.34 @ 195.236.126.35

4. C Class2 UIERIE MEULE LI 2 AEW0 4~5
el PCE H=GH0F & T, AEY DtAd gtez SHIE A

27
» 255.255.255.240
® 255.255.255.248

@ 255.255.0.192
@ 255.255.255.0

5. Link State 21l2I=E= 0120l MZO0H Xalel S AR
2HFH UERI W S4S Aol AIBots Z2EE27

@ OSPF @ IDRP
® EGP @ BGP
6. UDP a0l Z&ol X %= &527

S "5 (Acknowledgment Number)
@ AA IE(Source Port) F4
® XM 3IH&(Checksum) &
@ SHX EE(Destination Port) F4

7. RARPOIl CHE £9 & SHIE A2?
@ TCP/IP Z2EZ0IM CIOIES && AHIAE 73S
@ TCP/IP Z2EZ22| IPHIA &% 8l0l CIOIEIS d&E +

= /| BA o= T
dots Jlss Adelh

® S=90 IP AddressZ BIEH5tD| QIGHM A2t
CF.

= =
FAE

8. ICMPS Message TypeZ =9 S& 1t
EtHH HOICH EF0l CHE o=
@ 3 - Echo Request 22| HAIXIN SEol
@ 4 - SEHN & E=H

® 5 - WHZEZ(Redirect)
CF.

@ 17 - Address Mask Request &H|2| ABEY DIAAE
QFotedl AFEECH

=)
i
40
%
>
0k
mn
O oqr

il
1o
o
S
40
%
o
{0
o
=2
=
0
o

M

9.

10.

1.

12.

18.

14.

15.

IGMP Z2EZ9 F& J|s2?
® UWERD ol g4&E 210 28 21 Jis
@ g mYs ds8dts JIs

@® ZE| HAE Q=0 JtYst
s
@ SAEQ |P AddressOll dilEote SAES S2FAE ¢

dE= Jls

FH0l U= SAE FHA 2538E WAR|EE 0/E0H0
20 otEot 58 = UTE rlogindt 22 Z2EES

E26I CIE T2 EE2?
® SSH @ SNMP
® SSL @ Telnet

TCP/IP Z2EZE 4 Layer X E ol%l ASEH &9 AS
SF EHtE ugs Na?

@ Network Interface - Internet — Transport —
Application

@ Application — Network Interface — Internet —
Transport

® Transport — Application = Network Interface —
Internet

@ Internet — Transport — Application — Network
Interface

2 A2 SAUIN?
S

&S ?I8 Z2E20I0H |

@ FTPY HZ0l= HEESL

® TFTPS SHE 2 UDPZAISZ Data M&Al GIOIE &4
Jtsd0l UL

@ FTP= U2 OOIEHE 1A
Ct.

O

£ 9ol UDPS At=st

TCP HeaderQ| flag 2t & 3-way handshakel = HmW &
Hol Hd 48 QA 3ol &8s flag #2?

@ RST @ ACK

® URG @ SYN

OtHOIA HEFHot= D=2 HE2?

- HEH. A, MEE molds JHE 24
SHUEAZS HEH JIg & oit=2 EEE
B0Z 16,4 #ZZ2 PHYZU MACES JIBtE=E
=7 Z2EE 88 4= /IS0

- HEHH 2 222 SEH HEs Z2EHO
H SH HEDIM. FHFEHZ 44 HESZ

©Z ISH Z3H ALS T

@O WLAN
@ ZigBee

@ HomeRF
@ IrDA

QRN &K HYES FOUS
o BROE H2?

@ HTTP, POP3
@ ICMP, SMTP

i MEBEE= Z2EEZ

@ HTTP, ICMP
@ POP3, SMTP

[
o

AS JIE2H &X2H& CBT

: www.comcbt.com



HEXIZE|AL 25

© 20234 05& 21

o d7| 7|E2H D

HXE2HME CBT : www.comcbt.com

16.

18.

20.

21.

. IP2 HM3&(Checksum)0ll THE AHOZ SHHE

IPv6Oil A 6000Byte2l THZ!0l OICIY! LANS
32 A2E EF GH=?

(O Source Routing
@ Authentification

S ol Ok ot=

@® Fragmentation
@ Destination Option

A27
@ P Headerl 2F &5 HAISHCH.

® IP Header2 dIOIE{2
@ OOl 2FHHLS AL

@ TCP HSUHAME M A L
Ct.

AHSS

O

2 AtetCt.

a5 NBIAOF HsE

| 21t

CtE0l €¥6t= Jl=

P HEYS |

2101742

o

HERIE Zkol= A KimZ 22 FZols
HEE2=z OHOH HEZ WEXHZ HE 82M
S| SHAIRIM CHHE ® &S s Zak)| #E JE
o4 S0ICH

EX3Y H&HE =dEHEE sdc 2
._ZtIIJ'P MUHM ME= JIEE BolE &, 2ct
UHEZZH 2= BES EEXZ2=2 Hdol
2IGHH OOt Z2HHEE 24&4ats 20l
FH0IetD HCREZCE 0 222 8EE Mgt

Tl

H

rr

o __._ HJII]

I.

J #zHAME HOE AEHZ2H HU WERHZ
HA 222 FLLEN, 20IE 2EHE F

&zl WERI HOIEROE OSciN S23
FUEtd SCHREE HAH MHIAE HSts 2
OICHL OF 2122 Ji*.-E::HHI TH SB MZE S0

® ArSClEY!
@ REIFAEHA
® 0lXl ZEE(Edge Computing)
@ &I 220l E(Thin client)

loT)

(
(Ubiquitous)

ESES U2 o) Aol Ty LS L0IE SHOZ
31AI% = A= ARQ(Automatic Repeat Request)2Al27?
@ Adaptive ARQ @ Go back-N ARQ

@ Selective—Repeat ARQ @ Stop and Wait ARQ

0S| 7 LayerOll A Data Link AIE2 JIsez X 22 A
27

® &S 28 HOUIIs

® Texto &5, 235)|s

@ Flow HOJls
@ LinkS 22121s

@ S=o A

rr

S0l EItS06t0.

22. VPNOIl CHEH 8oz (A)0l 22 EE0H=?
VPN EEE Z2EEE (AS/= 0SI THE &
JHE Z2EE2M #& HLE BHE 2L 20t
AE MEETHL F& ZEEE IP HOIZEEE 2E
EtH IP FI0E EEEHISE BHE ZE= P
IZIE 5 2TeEH RS SE ®ETEHTL
@ PPTP @ L2TP
® IPSec @ SSL
23. LIS2 stak 31218 ot 948 J1=0 28 WZ0ICH (A)
ool E0i0I= 80l & 82 A27?

24,

25.

26.

HEHZI ZBEE 22 ERE0
EH #EEE =t&z2 Al2E T
A ZHEE FEFHIAL FHL,
Ol sHarzl2] AlAEHAM M o S8Z=2J™Me
2 (AE JIHEE §t= HEE AHMGHSCH (As
IETFHAM =2t NI12E ZzEE=z.
gt 2 HEIOIOH MAS HMaH #IEE 2)
S5 ZUWEHL ZEIOCH MH2 M&2 &4,
=d. E8EE MOz 83/ F=2M TCP
It UDPH 2% ABBE = 20, & MEME
2ot flah OIHE Z22 HI=E (A URLE
AEEZERN IPZa=H EKTIA B MHIAE

@S 2 UL

St WE
=2l 2]

E.-H Ell

@ IRC (Internet Relay Chat)

(@ HEVC/H.265 (High Efficiency Video Coding)
® MIME (Multipurpose Internet Mail Extensions)
@ SIP (Session Initiation Protocol)

LANS Ol E2HA

2 g2 A=2?

@ CSMA/CD gal2 8 sl

galel CSMA/CD JI=0ll thet

OILHINA =2 AE

st

@ CSMA/CD ZAal2 Br&Iel =M K22k a2t8101 ol
BHE &EEH

® CSMA/CD A2 BrEIF 2XNEX 22H AFEHIL
HEMNME AMESHA @ H2Z EHotM CIO0IHE &
_._o|-|:|-

@ CSMA/CD &4l o
HA NHAZEE OIS = UACH

JIJHHIE OIHY2 < 1Gbpsd &5
voz J|&9 OI[}I'—‘”“"'m oLt 1
JtssiCH OS2 = JIJHHIE olH40 et RZEo2 g
29

@ 1000Base—SX
® 1000Base—-BX

@ 1000Base—-NX
@ 1000Base-AX

UWESIZS 24 (Topology)OilA HE
2 FX @2 A2?
FosE A

@ ZOHZMAl HH &

(Ring)oll 2tst

ULH.

x| ANH&ES JIE=2H 8 AN2HE CBT @ www.comcebt.com



HEXIZE|AL 25

© 20234 05& 21 E7| 7|&2H O

HXE2HME CBT : www.comcbt.com

27.

28.

29.

30.

31.

32.

33.

C @®
o
Om
=
02
ball

CE XNZ0AM &Hols Z2HIY AEHAARS SHE 2
ol2t st=ot?

CIE SHED 2 93 0l SR &4 2HE S
22 J=5tH CIE HAot= =2 SR 22
0 FEE M=2Z 42 JA=2H ==z Ha=
EzHi9E HHELE
® HEH A @ HOol&
O HEx @ sHEHNoOIZ
| 302 : NOS
Windows Server 201621 DNS A B0l DNS dIREE FI}
g M X &2 242?

@ M SAE(A or AAA)= SAE OIS0l CHst

Linux AIAEINHIA AL el HE O E Kerneldll &l

F= g2 ol R2?

@ Loader
@ Directory

(M System Program
© Shell

Linuxl A ‘manager’et= I
83 2 &= AKX FF2

@ chmod 777 manager @ chmod 666 manager

@ chmod 646 manager @ chmod 644 manager

HH S Park AFR S OIOIEE HMGEIHH E86te 22
otJ| ol BitLocker JISS AF258t10 X 8L BitLockerS
NE3dID| fAdHA D2 =2 BIOSHIA XIdH0F dl= Jls

2 F20I0t?
@ FSRM @ NTLM
® TPM @ Heartbeat

A €<t Park AFRI2 Windows Server 20160 &
PLIHE 2g%06l0 AHe 458 4ot sl OS
Z 4= ZPLIEHZ 0lel Zost 238 FII12 3 0ol

E ¥olAX 45 2ULH =7E Al&Eo)| /8 HE0=

SHIE A2?

@ perfmon @ msconfig

® dfrg @ secpol

MHE 22X Kim AFR0] Linux AB2l “/root” CIEIEEIE
HEH T “/etc/passwd” IHLO| “/root” CIAEZI0 S AL Of
Ues AE HAHBIYLCE 0l0 Kim AFRE “/root/passwd’ It
oS MHGHE MU ARIDE SIX LUACH (A)HHOE A
2ol0 IIY 4SS £HoIY=0 g Tl - £40

— (=1
%= AE

HEZ0N M) 2 AFHIE ZX
2O (A= FAIN?

EOIGHAULH oie

34.

35.

36.

37.

38.

39.

40.

@ file
@ Isattr

@ stat
@ Isblk

AW 2telX Kim AFRI0l Linux A2 “/var/log” CIEE 2]
E W) Qo Y=T2 IS 0|30 2= =, &Y

F0 HOIES 0l A8 S0 TZHAE WOgRE &
ZHNAZ HY 2 = YTE HF= HHOE=?

@ mkfs @ nohup

@ sleep @ last

Linux AIAE Z2IXts JohnAt& Sl HAQl Johne AL
S HMZ HAG| {6 ot XIS 20l LASILUCH 10
AN ASHH HNE ATt YHO=2 ()0t LU SH
29

@ -m 10 @ -L10

@ -i10 @ - W10

UYAH dDE HEE HASHA S2st
E3 JIJINA SHSOIE) =Helez &0 e
FE Ol DNS cacheldt HAIE Xl 240t ZMHE
DNS cache& =xJ|8l dl= H80H= H=A02ID?
@ ipconfig /displydns @ ipconfig /flushdns
@ ipconfig /release @ ipconfig /renew

KBl ZelXt Kang A2

=

indows Server 2016 Al AE!Q|

2O I EFS(2ES 'Y AIAE)S ALSSHD B

EFSOl CHet 4202 SHIE 227

@ EFSE ATSE AIAHO DYUND 255 S N
SHCH

® EFS= 2SN Ihel BIXE CER, P78, PFX, SST
SAS TS

® EFSE JHQI3IE 255t Y OR 2SS ABY =
UL,

@ EFSE AIBXIDI SUGHH ATSE ANAHS CHAl &3
HE wSEE MAS B & ACH

N 221X Park AFEE Windows Server 20162 Active
DirectoryOll A =02l AFS A HAS 22lot)| | ool
NEX HEE MA/4+F/AHGHHL 8L TS & Q!
ANEX HEE 225t |18 BEO0IE ot X227

@ dsadd @ dsmod

@ dsrm @ net user

Linux AIAEI0IA OI2E S /JA=X &0lst

%2 N2?

fr
08
o
=)
H
B0
Pl

@ fdisk @ mount
® df @ cat /etc/mtab
Linux CI2IEHCIOl CHEt ARt ARIES HIE = U

x| ANH&ES JIE=2H 8 AN2HE CBT @ www.comcebt.com



HEXIZE|AL 25

© 20234 05& 21 E7| 7|&2H O

HXE2HME CBT : www.comcbt.com

41,

42,

43.

44,

45.

46.

47.

48.

£ FguE?

@ chmod ® chown

@ useradd @ chage

Linux AI2E 29 = HICIDIXel 2901 Al 0|&# 2 &9l
5tD| {8t g¥o=zE 22 A2?

@ lastb @ xferlog

@ history @ pkill

Linux AAH 29 & 22 5t service port)t UK &
olgle HEOzZ 82 A2?

@ ps —ef | grep tcp @ netstat —antp

@ netstat -rn @ cat /etc/services

Linux2l Jtal MIYAABICE S& Z0l TZNAS AR
HHE, otES FE, AlAE "*E S2 g £ A= O
AHZZ SHIE A2?

@® /boot @ Jetc

® /proc @ /lib

Linux AI2EIMIA 'exam.txt' OIYe W2 241 dt=dl,
LHE0| ZOtA 8 HIOIXIE €0{JF HelCh, 8t HOIXI® Xt

diig 2J| {st 2y=2?
@ cat exam.txt | more @ cat exam.txt | grep

@ find exam.txt | grep @ tar exam.txt | grep

Windows Server 20162 IS JI& & AHOI

Im
on
Ju

HFEo o

S0l Ust €202 X w2 2427

D IP =4 AMOIEDL MEE IP =AE JIZ6IH, & S
BHOl 200 Ol&S IPJF S EE ARE PO B =ME
INES!

® TCP ZE: YNH AAEHDOS S2|EQl Al2IY ZE BT
£ X

@ o1 2= Heh AAH HZEE £ Us A > HES
INES!

@ 12 A2t Mg AAH E58 & 2 A2 SOt 2
A0 gledH NEE2 B2EF XNE

40t= : WER3D 28

ARl Di2I3te RII0HEe Jis Rel 49E FRE 2U
D ge 250 KR WED 92 YES Jills =EE
RURIBE TEl A0l Hal X0l HIMD HXL SXEAt 0f

J121

gli= ©&0| A= AHOIE2 A2
(D Coaxial Cable @ Twisted Pair
@ Thin Cable @ Optical Fiber

HERI SEX Kim Al&2 Sl &l stLtel LANE =l
HOZ 0d ME U =t 2telstn
2=, & EPU"OHI\-I =2

X 8 RS 2olg 0 A8SD, o

oE2H URYS 258 IE M8E + Ut He 2o
oI5}

@ NAC ® VLAN

® IPS @ 10S

IP =A% 22 TCP/IP SAS 48510 S YERAT 7
4 DRIESE SNO= was)l Ad Aess 52 u
EQ3 Z2EZ2A SAE)I HEQIN FA5DN &

DOICH IPE SHOR SIWs 4 USTE ol &AXE?

==

@ DHCP(Dynamic Host Configuration Protocol)
(2 DNS(Domain Name System)

@ IPF=A 22| AlAE

@ NAC(Network Access Control)

49. RAID &4l = 0l &(Mirroring)0l2t2 otH, =
LEUH s2Eg 22ole A2

1o ds

@ RAID 0 ® RAID 1
® RAID 3 @ RAID 5

50. R (LAN)2 R4S MLHAZ 0/825101 & O 0l&2
FXE AZs6t= JI=0ICt 0IE 0IEdt0 ABXs 23Hel
KNSUA OlSoIEA XSFH2Z HERIN 328 = U

JH ECh O2o XSHAH S5t AOITH0| IEEE 802.11
RAS 22001

- 0= HEJIBAEE(EEE)E ZREF J|& 432

= 0z Bl E£Z0[ck= 2012 "2F0IDH0| B
Olct AIZ T

- Lreeh 3 320 88 28S Tranh/| 5
ol CHE AR OI2MU-MIMO) Jl&E H
SotsiLh

- BEEE8E 017 2ot Z0H 1024 QAM H
& ST AT = RICH

- B4 Fupe3 25 Sz 2T 24 2HY

HE =5cb/ 7ot S&TF =&

HI%& ZMt=~2 6GHzH M EHS AT

@ IEEE 802.11n
@ IEEE 802.11be

@ IEEE 802.11ac
@ |EEE 802.11ax

NMAEME CBT PC HE : www.comcbt.com
NMAE2ME CBT Z2HIY BHA : m.comcbt.com
JIE2M & He® CRZE : www.comcbt.com/xe

M2 HE CBTE?
&0l 2HME0l ot QIHHY2Z EME 212
SO0AL Y S E, &KX HMBdt=

2202 AN AIE0IMN ABSHE OMR EAIS CBTS M2
Lict.

PC Hid 9 @Bl Bid 2= ds

DAR/BME B2IISE HMIBELICH

=F& 2N Nzre e 8NEME CBT

1121314 |5 |6 |7[8]9]10
@000 |0
111213141516 |17 [18]19]20
O EORICRECRECARCRIOR IO NORRE)
2112223 |24 |25|26|27128|29 |30
@ B ® e ||| ®
31]32|33|34[35|36|37|38)|39]40
OB ® & b
41 42 |43 |44 145|146 |47 4814950
D200 ||®|@0 @@

x| ANH&ES JIE=2H 8 AN2HE CBT @ www.comcebt.com


https://www.comcbt.com/
https://m.comcbt.com/
https://www.comcbt.com/xe

